SSDs Kingston Criptografados
Ativando e Desativando o BitLocker com o eDrive
para utilizar a Criptografia de Hardware

§ Kingston
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Introducao
Este documento descreve como ativar e desativar o recurso eDrive BitLocker da Microsoft para aproveitar a

criptografia de hardware em seu SSD Kingston. Este procedimento se aplica a SSDs Kingston compativeis com o
conjunto de recursos TCG OPAL 2.0 e IEEE1667. Se vocé ndo possui um SSD Kingston com suporte a TCG OPAL2.0 e
IEEE1667, este processo ndo funcionard. Se estiver em duvida, entre em contato com o suporte técnico da
Kingston em www.kingston.com/support

Este documento ird se referir ao BitLocker da Microsoft com eDrive como BleDrive no restante da explica¢éo
passo a passo. Os procedimentos descritos abaixo podem mudar dependendo da verséo e atualizacbes do
Windows.

Requisitos do Sistema

-SSD Kingston utilizando o conjunto de recursos de seguranca TCG Opal 2.0 e IEEE1667
-Software de Gerenciamento de SSD Kingston https://www.kingston.com/ssdmanager
-Hardware e BIOS do sistema com suporte aos recursos de seguranca TCG Opal 2.0 e IEEE1667

Requisitos de Sistema Operacional / BIOS
-Windows 8 e 8.1 (Pro/Enterprise)
-Windows 10 (Pro, Enterprise e Education)
-Windows Server 2012

Observagdo: Todas as unidades de estado sdlido criptografas devem acompanhar controladores ndo RAID para
funcionarem adequadamente no Windows 8, 10 e/ou Server 2012

Para usar uma Unidade de Estado Sélido Criptografada no Windows 8, 10 ou Windows Server 2012 como
drives de dados:

e O drive ndo deve ter sido inicializado.
e Odrive deve estar em estado de seguranga inativo.

Para Unidades de Estado Sélido Criptografadas usadas como unidades de inicializagao:

e Odrive ndo deve ter sido inicializado.

e O drive deve estar em estado de seguranca inativo.

e O computador deve ser baseado em UEFI 2.3.1 e ter o EFI_STORAGE_SECURITY_COMMAND_PROTOCOL
definido. (Este protocolo é usado para permitir a execucdo dos programas no ambiente de EFI boot services
para enviar comandos de protocolo de seguranca ao drive).

e O computador deve ter o Mddulo de Suporte de Compatibilidade (Compatibility Support Module - CSM)
desabilitado no UEFI.

e O computador deve sempre ser inicializado do UEFI nativo.

Para mais informacdes, consulte o artigo da Microsoft sobre este tdpico aqui:
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/hh831627(v=ws.11)
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http://www.kingston.com/support
https://www.kingston.com/ssdmanager
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/hh831627(v=ws.11)

Habilitar o eDrive Microsoft em SSD de Inicializacdo

Configuragao do BIOS
1. Consulte a documentacdo do fabricante do seu sistema para confirmar se o BIOS do seu sistema é baseado

em UEFI 2.3.1 e possui o EFI_STORAGE_SECURITY_COMMAND_PROTOCOL definido.
2. Entre no BIOS e desative o Mddulo de Suporte a Compatibilidade (CSM)

ThinkPad Setup
Hain Conf iy Date/T ine Secur ity

Network Boot [PCI LANI

(UEFI Onlyl
[No)  Sf—

[Quickl
Option key Display [Enabled]
Boot device List F12 Option [Enabled]

Boot Order Lock [(Disabled]

Select Item
Select Menu

Preparagao do Drive
1. Sevocé ainda ndo fez o download do SSD Manager da Kingston (KSM), faca-o agora.
https://www.kingston.com/ssdmanager

2. Execute um Secure Erase (Apagamento Seguro) do SSD alvo utilizando o software KSM ou outro método
padrdo do setor.

3. Monte o SSD alvo como um disco secundario para confirmar o status IEEE1667. O drive deve estar no modo
Desativado.

Firmware || Health Events

Vendor/Model: KINGSTON SKC2000ME2000G

Physical Drive 0: serial Number:  S00268728221E27C
KINGSTON SKC400537A1024G 6 oPAL:
Serial: 50026B725C014945 .
eria

Firmware: SAFMO0O.W TCG OPAL Version 2.0 is supported
Web Firmware Content Not Accessible

TCG OPAL is disabled
Physical Drive 1: E TCG Not Enabled, Revert Disabled
v KINGSTOMN SKC2000ME2000G
ﬂ,,\ serial: 50026B728221E27C |EEE 1667;

Firmware: 52681100 IEEE 1667 is disabled

Web Firmware Content Not Accessible *
IEEE 1667
Enable IEEE 1667 Support Toggle completed successfully!

Partitioning Health Ove: 55D Health Ermvironment
1863.0G Lnknown o Fafure: & 55D Wear Indicator Temperature
31C/87F

+ Warnings:
’ T 550 Spare Blocks
¥ Overalk H ——mE Power On Hours = 58
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https://www.kingston.com/ssdmanager

4, Selecione o botdo IEEE1667 e Ative o recurso. Confirme se o recurso foi alternado com sucesso.

Physical Drive 0:

KINGSTON SKC400537A1024G

Serial: 500268725C014945

Firmware: SAFM0OO.W

Web Firmware Content Not Accessible

Physical Drive 1:

KINGSTON SKC2000M82000G

Serial: 500268728221E27C

Firmware: 52681100

Web Firmware Content Not Accessible

Health Overview
1863,0G Unknown v Failures:
v Warnings:

v Overalk:

Firmware jj Health Events
Vendor/Model:

Serial Number:

KINGSTON SKC2000M82000G
500268728221€27C

TCG OPAL:
TCG OPAL Version 2.0 is supported
TCG OPAL is disabled

r—

IEEE 1667: ’
IEEE 1667
IEEE 1667 Support Toggle completed successfully!

\

SSD Health
SSD Wear Indicator

|EEE 1667 is enabled

Environment

Temperature
L " 31¢/87F
SSD Spare Blocks

1 Power On Hours =58

Instalagdo no sistema operacional (SO)

Observagdo: Ndo clone um sistema operacional em seu SSD alvo. Clonar um sistema operacional no SSD alvo
ird impedir que vocé ative a Criptografia de Hardware usando o eDrive. Vocé deve instalar um novo sistema
operacional no SSD alvo para aproveitar a Criptografia de Hardware com o eDrive.

1. Instale um sistema operacional compativel no SSD alvo.

2. Apo0s ainstalacdo do sistema operacional, instale o gerenciador de SSD Kingston (KSM), execute o KSM e
confirme que a seguinte mensagem esteja presente na guia Seguranca do aplicativo:
“IEEE 1667 esta ativado e ndo pode ser alterado porque o TCG Locking esta ativado.”

Physical Drive 0:

KINGSTON SKC400S37A1024G

Serial: 500268725C014945

Firmware: SAFMOO.W

Web Firmware Content Not Accessible

Physical Drive 1:

KINGSTON SKC2000M82000G

Serial: 500268728221€27C

Firmware: 52681100

Web Firmware Content Not Accessible

Parrtitioning

Health Overview

1863.0G Unknown V' Failures:

v Warnings:
v Overalt

Firmware || Health JSecurity | Events

Vendor/Model:
Serial Number:

KINGSTON SKC2000M82000G
50026B728221E27C

TCG OPAL:
TCG OPAL Version 2.0 is supported
TCG OPAL is enabled
Encrypted, MBR Enabled, MBR Not Done
The SSD is unlocked

e Enter 32 Character PSID here
Revert

|EEE 1667:
IEEE 1667 is enabled and may not be changed because TCG

Locking is enabled. \

SSD Health Environment
SSD Wear Indicator Temperature
o1 34C/93F

SSD Spare Blocks
Power On Hours = 58
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3. Use a Tecla Windows para buscar Manage BitLocker e entdo execute o aplicativo.

% Manage BitLocker
Control panel

-

4. Selecione Ligar BitLocker na janela do Explorer.

% BitLocker Drive Encryption [

R - System and Security » BitLocker Drive Encryption v t P

Control Panel Home

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your diives with BitLocker

Operating system drive

C: BitLocker off

ez %
- \
Fixed data drives

Removable data drives - BitLocker To Go

nsert & removable USB flash drive to use BitLocker To Go

5. Continue seguindo os prompts para configurar o SSD alvo. Quando solicitado, selecione Iniciar criptografia.
Por padrao, Executar verificagdo do sistema BitLockeresta selecionado. E aconselhavel prosseguir com essa
configuracdo ativada. Entretanto, quando estiver desmarcada, vocé podera confirmar se a criptografia de
hardware esta ativada sem precisar reinicializar o sistema.

@ ‘"Illu(krlI)Hv'v"n(ryphhnl( )

Are you ready to encrypt this drnive?

Encryption might take a while depending on the size of the dnve

{1 Run BitLocker system check

The system check ensures that Bitlocker can read the recovery and encryption keys correctly before
encrypting the drive.

BitLocker will restart your computer before encrypling

Note: This check might take & while, but is recommended 1o ensure that your selected unbock method
works without requiring the recovery key.

e
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Observagdo: Se aparecer uma tela que solicite a vocé "Escolher o quanto criptografar de seu drive",

frequentemente significa que o SSD alvo NAO ira habilitar a criptografia de hardware, mas, em vez disso,
utilizar a criptografia de software.

& & BitLocker Drive Encryption (C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive,

Encrypting the entire drive ensures that all data is protected-even data that you deleted but that might still
contain retrievable info.

I (® Encrypt used disk space only (faster and best for new PCs and drives) I

(O Encrypt entire drive (slower but best for PCs and drives already in use)

Cancel

Se necessario, reinicialize o sistema e depois abra novamente Gerenciar BitLocker para confirmar o status
da criptografia do SSD alvo.

+ i “ System and Security * Bitlocker Drive Encryption v O

L]
1P )
Control Penel Home BitLocker Drive Encryption

Help protect your files and falders from unauthorized access by protecting your drives with BitLocker.

O ror your security, some settings are managed by your system administrator

Operating system drive
C: BitLocker on
W suspend protection

G Back up your recovery key
s Turn off BitLocker

3

JE

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.

@ TPM Administration
% Disk Management

Privacy statement
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7. Vocé também pode verificar o status da criptografia do SSD alvo abrindo cmd.exe e digitando:
manage-bde -status

Ativar o eDrive Microsoft com Windows 10 (versao 1903+)

A Microsoft mudou o comportamento padrédo do Windows relativo a criptografia eDrive quando langou o
Windows 10 versdo 1903. Para ativar o eDrive neste modelo, e possivelmente em modelos posteriores, vocé
precisard executar gpedit para habilitar a Criptografia de hardware.

Observagdo: Ndo clone um sistema operacional em seu SSD alvo. Clonar um sistema operacional no SSD alvo
ird impedir que vocé ative a Criptografia de Hardware usando o eDrive. Vocé deve instalar um novo sistema
operacional no SSD alvo para aproveitar a Criptografia de Hardware com o eDrive.

1. Instale um sistema operacional compativel no SSD alvo.

2. Apos a instalagdo do sistema operacional, instale o gerenciador de SSD Kingston (KSM), execute o KSM e
confirme que a seguinte mensagem esteja presente na guia Segurancga do aplicativo:
“IEEE 1667 esta ativado e ndo pode ser alterado porque o TCG Locking esta ativado.”

cirmware | Health JSecurity | events |

Vendor/Model: KINGSTON SKC2000M82000G
Serial Number: 50026B728221E27C

TCG OPAL:

TCG OPAL Version 2.0 is supported

tent Not Accessible
TSI TCG OPAL is enabled

Physical Drive 1: Encrypted, MBR Enabled, MBR Not Done
. KINGSTON SKC2000M82000G The SSD is unlocked

ﬁ/ Serial: 500268728221€27C
Firmware: 52681100 Enter 32 Character PSID here
Web Firmware Content Not Accessible Revert

IEEE 1667.

IEEE 1667 is enabled and may not be changed because TCG

Locking is enabled \

Partitioning Health Overview SSD Health Environment
1863.0G Unknown V' Failures: None SSD Wear Indicator Temperature
I—T

v Warnings: None TN ac/93F
v Overall: Healthy

55D Spars Blocia Power On Hours = 58
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3. Execute gpedit.msc para modificar a configuracao da criptografia.
Va para Modelos Administrativos> Componentes do Windows> Criptografia BitLocker Drive> Drives

a.

do Sistema Operacional

Em seguida, selecione Configurar o uso de criptografia com base em hardware para sistemas

operacionais

Ativar o recurso e depois Aplicar a configuracao.

Local Group Polcy Editor

File Action View Heip

Setting

Ll 4 By
[ & Loeal Computer Palicy » | Opesting System Drives
[ & Computer Configuration | [e
ey Sdtng: | Select an item 1o view its descrption

Windows Settings
[V adminizative Tempizes |
Control Panel
Network
Printers

Server

Start Menu and Taskbar

Systemn

Windows Components
ActiveX Installer Serace

Add features to Windows 10
App Package Deployment
App Privacy

~ App runtime

Application Compatibility
AutoPlay Policies

1 Remavable Data Drives

Camera

1 ABow network unlock at statup
| ABow Secure Baot for integrity validation

| Require sdditionsl suthenticeton st startup

1 | Reguire additional authenticabon at startup (Windows Serve..,

2| Disallow standard users fram changing the PIN or password

=] Aliow devices compliant with InstantGo or HSTI to opt out o,
+| Enable use of BtLocker authenticalion requinng preboct ke...

1| Alaw enhanced PINs for startup
17| Configure minimum PIN length for startup

Stete
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not conligured
Not configured
Not configured

Comment

No

[T Configure u=e of hardware-based encryption fof operating ..

ol configured

1 | Enforce drive encryption type on operating system dnives
2 Configure uze of pass
BitLoc

1| Choose how

1] Confign
< Configure TPM platform validstion profile (W ats,
£ Conbigute TPM platform validetion profide for natrve UEF fir
1| Configure pre-boot recovery message and URL

S Reset plstform validstion data sfter Blocker recovery

£ Uze enhanced Boot Configurston Date velidstion profile

Not configured
Not configured

5 ca Not configured
. Not confiqured

Hot configured
Not configured
Not confiqured
Mot configured

Not conbigured

Observacgao: Para ativar o eDrive em outros drives que nao sejam o drive do Sistema Operacional, vocé pode

aplicar as mesmas configuracdes selecionando: Modelos Administrativos> Componentes do Windows>

Criptografia BitLocker Drive> Drives de Dados Fixos> Configurar o uso de criptografia com base em

hardware para drives de dados fixos (Ativar e Aplicar)

4. Use a Tecla Windows para buscar Manage BitLocker e entao execute o aplicativo.

Manage BitLocker N

Control panel

5. Selecione Ligar BitLocker na janela do Explorer.

& sittocker D

Mive Encryption

& « System and Security > BitLocker Drive Encryption

Control Panel Home

BitLocker Drive Encryption

Help protect your files and folders from unauthotized access by protecting your diives with BitLocker

Operating system drive

C: BitLocker off
= %
-
Fixed data drives

Removable data drives - BitLocker To Go

nsert & removable USB flash drive to use BitLocker To Go.

\
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6. Continue seguindo os prompts para configurar o SSD alvo. Quando solicitado, selecione Iniciar criptografia.
Por padrao, Executar verificagdo do sistema BitLockeresta selecionado. E aconselhavel prosseguir com essa

configuracdo ativada. Entretanto, quando estiver desmarcada, vocé poderd confirmar se a criptografia de
hardware esta ativada sem precisar reinicializar o sistema.

« "R Bittocker Drive Encryption (C)

Are you ready to encrypt this drive?

Encryption might take a while depending on the size of the dnve

| Run BitLocker system check

The system check ensures that Bitlocker can read the recovery and encryption keys correctly before
encryptng the drive,

BiLocker will restart your computer before encryplting

Note: This check might take & while, but s recommended 1o ensure that your selected unfock method
works without requiring the recovery key.

[ Start encrypting | au]i

Observagao: Se aparecer uma tela que solicite a vocé "Escolher o quanto criptografar de seu drive",

frequentemente significa que o SSD alvo NAO ira habilitar a criptografia de hardware, mas, em vez disso,
utilizar a criptografia de software.

& By BitLocker Drive Encryption (C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive,

Encrypting the entire drive ensures that all data is protected-even data that you deleted but that might still
contain retrievable info.

I (® Encrypt used disk space only (faster and best for new PCs and drives) I

(O Encrypt entire drive (slower but best for PCs and drives already in use)

Cancel

 Kingston



7. Se necessario, reinicialize o sistema e depois abra novamente Gerenciar BitLocker para confirmar o status
da criptografia do SSD alvo.

T & « System and Security > BitLocker Drive Encryption v D Se r F »
Control Panel H )
ontrolfenertoms BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

@ For your security, some settings are managed by your system administrator,

Operating system drive

C: BitLocker on

- e
- g

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.

" TPM Administration
) Disk Management

Privacy statement

8. Vocé também pode verificar o status da criptografia do SSD alvo abrindo cmd.exe e digitando: manage-bde -
status

- Kingston
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Para Desativar o Suporte do eDrive Microsoft
Para apagar os dados dos seus SSDs alvo e remover o suporte ao eDrive Microsoft do drive, siga os passos
a seguir.

Observacdo: Este processo ird redefinir seu SSD Alvo e TODOS OS DADOS PRESENTES NO DRIVE SERAO
PERDIDOS.

1. Anote o valor PSID do SSD alvo. Isso serd impresso na etiqueta.

500GB

50026872822E8646

Ex: Valor PSID do KC2000

2. Monte o SSD alvo como um drive secundario e execute o Gerenciador de SSD da Kingston (KSM).

3. Selecione a guia Seguranga e execute um TCG Revert inserindo o valor PSID de 32 digitos do passo 1 e
selecionando TCG Revert. Quando concluido, vocé verd a mensagem TCG Revert concluido com sucesso. Se
esta mensagem nao aparecer, insira novamente seu valor PSID e tente reverter novamente.

o Firmware | Security | Events

Vendor/Model: KINGSTON SKC2000M82000G
Physical Drive 0: Serial Number: 50026B728221E27C
KINGSTON SKC400537A1024G
Serial: 500268725C014945
Firmware: SAFM00.W TCG OPAL Version 2.0 is supported
Web Firmware Content Not Accessible

TCG OPAL:

TCG OPAL is enabled

Physical Drive 1: Encrypted, MBR Enabled, MBR Not Done

KINGSTON SKC2000M82000G The SSD is unlocked [
Serial: 500268728221E27C

Web Firmware Content Not Accessible Revert

|EEE 1667:

IEEE 1667 is enabled and may not be changed because TCG
Locking is enabled.

Partitioning Health Overview SSD Health Environment
1863.0G Unknown / Failures: None SSD Wear Indicator Temperature
2 5% P—
v Warnings: None 34C/93F
A SSD Spare Blocks
v Overalk Healthy e (o, S— Power On Hours = 58
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4. Quando a reversao do drive tiver sido bem-sucedida, vocé terd a opgao de desativar o suporte IEEE1667.
Selecione IEEE1667 Desativar e aguarde a mensagem “Alternar suporte de IEEE1667 concluido com sucesso”.

Physical Drive 0:

KINGSTON SKC400S37A1024G

Serial: 500268725C014945

Firmware: SAFM00.W

Web Firmware Content Not Accessible

Physical Drive 1:

KINGSTON SKC2000M82000G

Serial: 500268728221E27C

Firmware: $2681100

Web Firmware Content Not Accessible

Partitioning Health Overview
863.0G :
1863,0G Unknown Y Falures:

v Warnings:
V' Overalk:

Firmware H

Vendor/Model:
Serial Number:

TCG OPAL:

IEEE 1667:

1EEE 1667
Disable

ealth Events
KINGSTON SKC2000M82000G
50026B728221€27C

TCG OPAL Version 2.0 is supported
TCG OPAL is disabled

TCG Not Enabled, Revert Disabled
|EEE 1667 is enabled ‘

|EEE 1667 Support Toggle completed successfully!

SSD Health Environment
SSD Wear Indicator Temperature
1% P 31c/87F
SSD Spare Blocks
6o

Power On Hours =58

5. Confirme que o suporte IEEE1667 estd desativado.

Physical Drive 0:

KINGSTON SKC400537A1024G

Serial: S0026B725C014945

Firmware: SAFMO0.W

‘Web Firmware Content Not Accessible

Physical Drive 1:
v KINGSTOM SKC2000ME2000G
ﬂ,_.u Serial: 50026B728221E27C
Firmware: 52681100
Web Firmware Content Not Accessible

Owerall

Firmware

VendorfModel:
Serial Mumber:

TCG OPAL:

IEEE 166T:

Health Security

KINGSTON SKC2000ME2000G
50026B728221E27C

TCG OPAL Version 2.0 is supported

e

IEEE 1667 Support Toggle completed successfully!

TCG OPAL is disabled

TG

Enabled, Revert Disabled

IEEE 1667 is disabled

D Health wironment
550 Wear Indicator Temperature
I1C/BIF

Fower On Hours

6. Seu SSD alvo estd pronto para ser usado novamente.

—SGS» respectivos proprietarios.
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