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1. A—H—L AT LD BIOS N UEFI2.3.1 A—X T, EEEFHD
EFI_STORAGE_SECURITY_COMMAND PROTOCOL ##¥2Z ¢ #MHRT HBEIE. VAT LA
A—H—DEFa1 AV PETELESLY,

2. BIOS &REIZA Y. Compatibility Support Module (CSM) Z##E&IZ L TL 2Ly,

(PCI LANI

[UEFT Onlyl
0] G

Quickl
Option key Display [Enabled]
Boot device List F12 Option [Emabled]

Boot Order Lock [(Disabled]

RS54 TD#(H

1. Kingston SSD Manager (KSM) 24 oO0— KL TWEWEA[F, EBICAHrO—KLT
< &Ly, https://www.kingston.com/ssdmanager

2. KSMY I bz 7HEEIIMOEREZEDFEZRANT, 2—7 v L SSD #EHELFT,

3. A=Y LSSDEEHUAY—T 4R ELTID U ML, IEEE 1667 DAT—H2 REMHREL
9., FS4 T, EHE—FTHEIFNIEERY FEA,

Firmware j Health JSecurity | Events

Vendor/Model: KINGSTON SKC2000ME2000G

Physical Drive 0: Serial Number:  500268728221E27C
KINGSTON SKC400537A1024G
Serial: 50026B725C014945 TCG OFAL:
Firmware: SAFMO0.W TCG OPAL Version 2.0 is supported

web Fi Content Not Accessibl .
el irmware Conten o ccessible TCG OPAL is disabled
Physical Drive 1: E TCG Not Enabled, Revert Disabled
,  KINGSTON SKC2000MB2000G
ﬂ_,\ Serial: 50026B728221E27C IEEE 1667:

Firm\'.:are: 52681100 IEEE 1667 Is disabled
Web Firmware Content Not Accessible

IEEE 1667
Enable

|EEE 1667 Support Toggle completed successfully!

Health Overview 55D Health Environment
’ Fal 550 Wear Indicator Temperature
31C/87F
Power On Hours = 58

+ Fail

55D Spare Blocks
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4. |EEE1667 R2 V& FEIRL., #AEEZEMCLET, HENEZICTUYBZONINEERLET,
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Firmware jj Health

Vendor/Model: KINGSTON SKC2000M82000G
Physical Drive 0: Serial Number: 500268728221€27C
KINGSTON SKC400537A1024G
Serial: 500268725C014945
Firmware: SAFM00.W TCG OPAL Version 2.0 is supported
Web Firmware Content Not Accessible

TCG OPAL:

TCG OPAL is disabled

Physical Drive 1: ¥
KINGSTON SKC2000M82000G _Revert.

Serial: 500268728221E27C IEEE 1667: ’
Hirymware: 32081100 IEEE 1667 is enabled

Web Firmware Content Not Accessible
IEEE 1667
IEEE 1667 Support Toggle completed successfully!

\

verview SSD Health Environment
SSD Wear Indicator Temperature

31C/87F

> SSD Spare Blocks
V' Overalk Healthy I [ Power On Hours =58

OS (ARL—TFT A VI LVRTL)DA VA =)L

Z: Z—0wFSSD /S, OS Do A—2FHFERELGIVTS S, #—45w FSSD /Z0S #
oO0—>98¢, eDrive AL -/NV\— ROz FESEZEHZTELSLYFT, eDrive T
N— RO FRESIEFZFFETE/IZIE. #—w FSSD [CH#LIVOS 72X F—/LFERIL LT
HIEG Y FEA,

1. Y R—rENTWH0S %, 24—V FSSDIZTA VR R—ILLET,
2. OS DA v R b—JL#&. Kingston SSD Manager (KSM) %4 X b—JLLTETL. 7FU 45—
2a D [EFxFa1)TA]FTICRODAVE—INRREINDZLZHRELET,
/IEEE 1667 is enabled an may not be changed because TCG Locking is enabled. /
(EEE 1667 2VFH/C 2 TH Y. TCC O IOBFHIZH 2 TS0, ZETEEEA, )

Firmware || Health JSecurity | Events

Vendor/Model: KINGSTON SKC2000M82000G

wg  Physical Drive 0: Serial Number:  50026B728221E27C
- KINGSTON SKC400537A1024G
MR il 500268725C014945 Ve oEnL:
Firmware: SAFM00O.W TCG OPAL Version 2.0 is supported

Web Firmwa n Al bl L
‘'eb Firmware Content Not Accessible 1CG OPAL is enabled

Physical Drive 1: Encrypted, MBR Enabled, MBR Not Done
,  KINGSTON SKC2000M82000G The SSD is unlocked
ﬂ/ Serial: 500268728221€27C

Firmware: 52681100 32 Character PSID here
Web Firmware Content Not Accessible

IEEE 1667 is enabled and may not be changed because TCG

Locking is enabled. \

Health Overview SSD Health Environment
1863.06 Unknown  Falures:  Nor SSD Wear Indicator Temperature
v Warnings: Non. o1 34C/93F
, SSD Spare Blocks
V Overalt  Healthy — Power On Hours = 58
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3. Windows ¥—#{#MH L T [Manage BitLocker] (BitLocker D&E®) %#&EL. 7745 —
avEEITLEY,

% Manage BitLocker N

Control panel

4. THRTA—5D9 4> FHAT. [Turnon BitLocker] (BitLocker ZB®MIZT 5) ZEIRL
*9,

X it ocker Drive Encryption

R Systemn and Security » BitLocker Drive Encryption v D »

Control Panel Home

BitLocker Drive Encryption

Hedp protect your files and folders from unauthotized access by protecting your diives with BitLocker

Operating system drive

C: BitLocker off

A

Fixed data drives \

Removable data drives - BitLocker To Go

nsert  removable USB flash drive to use BitLocker To Go

5. FAVT R AyE—VICRS>THRITL. 4—4 v b SSD #8BRLET, TRV T RSN,
[Start encrypting] (FEBIEZBIIRT B) #BIRLFET. T 7+ LT, [RunBitLocker system
check] (BitLocker DV RATLF T vIERTTS) NERSNATVET, COEREZTAEMLT
FITTAIENHRINET, EBILEGEE. N—F Iz 7ESIEOEICY R T LOBEREMN
WENEINEHERTEET,

- % Bitlocker Drive Encryption (C)

Are you ready to encrypt this drnive?

Encryption might take a while depending on the size of the dnve

| Run BitLocker system check

The system check ensures that BitLocker can read the recovery and encryption keys correctly before
encryplting the drive

BitLocker will restant your computer before encrypling

Note: This check might take & while, but is recommended 1o ensure that your selected unbock method
works without requiring the recovery key.

[Startencypting | | Cancel |
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3 : TChoose how much of your drive to encrypt] (BBt T D EFSA4 TDHEEIRLTLE
L) EVWSEENRBRTREINEL, 2L DEE. F—5 Y FSSDBN—FO L 7OBESILEZED
TET. RHOYICYI P 7HEESEEESCEEFEKLET,

& By BitLocker Drive Encryption (C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive,

Encrypting the entire drive ensures that all data is protected-even data that you deleted but that might still
contain retrievable info.

I (® Encrypt used disk space only (faster and best for new PCs and drives) I

(O Encrypt entire drive {(slower but best for PCs and drives already in use)

6. RELKBEIFE., VATLEBIT— kL. Manage BitLocker #EBi#£& LT, #—4 v b SSD DE
FSIEDKRELFHERL T ZELY,
&

T i “ System and Security * BitLocker Drive Encryption v U Search Control Panel o)

7]
1P ) ) .
Control Pane! Home BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

o For your security, some settings are managed by your system administrator

Operating system drive

C: BitLocker on

L W suspend protection
- 3 G Back up your recovery key
& Tum off BitLocker

IR

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.

& 1PM Administration
G Disk Management

Privacy statement
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7. E£f-. cmd.exe #BIL T manage-bde -status Z AAThIL, #—4 v k SSD DESLDIKEZE
Frv I TEET,

Windows 10 (/8—% 3 > 1903+) T, Microsoft dDrive Z8%IZF %BE

Microsoft #f/£ Windows 10 /V—="3 21903 D Y/ I/ —X [ZEF L. eDrive lF51£/Z£F9 S Windows 10
DTI74NIFBEFEZFELF L. CDENLRFELUENLUFETeDrive ZEFZ/ZT E/2/E, gpedit ZF
ETL T, N—FOzFDIEEIEFEFNT IBENHYFET,

2 #2—7w,SSD /2, OS Do O—2FHERELEWTSEFEL), #—7w FSSD/Z0S o0
—>98E, eDrive #RFLAN— ROz FEESIEEEFNIZTELS Y FT, eDrive T/V—F
I FHEEEIEFFAFTBIZIE, Z—5w FSSD IZ#FL KOS #4142 X F—IL LGITAIEL Y FEA,

1. @} 0S #4—45 Y Lk SSDIZA VR F—ILLET,
2. OS DA v R b—JL#. Kingston SSD Manager (KSM) %4 >R F—JLLTEITL. 7T 45—
Laro[tEFa) T 1] (Security) R TIZRDA v E—ONRTEINDZEEZHABLET,
/IEEE 1667 is enabled an may not be changed because TCG Locking is enabled./ (IEEE 1667
DEHZE2TEY, TCGC Ay IBFH LTS/, FETEFHA, )

m mware | Health JSecurity | events |
endor/Model:  KINGSTON SKC2000M82000G
erial Number:  500268728221E27C
TCG OPAL Version 2.0 is supported
TCG OPAL is enabled
Physical Drive 1: Encrypted, MBR Enabled, MBR Not Done
. KINGSTON SKC2000M82000G The SSD Is unlocked
ﬂ_/ Serial: 500268728221E27C
Firmware: $2681100 e nter ere
Web Firmware Content Not Accessible Revert
IEEE 1667

IEEE 1667 is enabled and may not be changed because TCG

Locking is enabled. \

Health Overview
v Failures:  None

v Warnings: None
v Overal: Healthy
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3. gpeditmsc ZE{TL T, BEILDREZEELFT,

a. Administrative Templates (BEHAT>7L—F) >Windows Components (Windows
MDaviR—=F > k) >BitLocker Drive Encryption (BitLocker K54 JDrES1E) >
Operating System Drives (0S FS54 J) ZIEXBIRLET

b. X&IZ. TConfigure use of hardware-based encryption for operating systems |

(OS DN—FI 7 N—RABESILOFARE) ZFIRLES,
C. ##e# lEnablel] (F#%h) ITL. RICEHERNZREIZ TApplyl GERA) LFET.

Zlzzzzzzzzzd
EEREE R R

F:OSDORZATUND ES A TT eDrive ZERNCT HICIE. UTZIEFISERL. RLEE
NEZERATEET, TES—> 3> . Administrative Templates (BEAFYFL—F) >
Windows Components (Windows a>7R—= > k) > BitLocker Drive Encryption (BitLocker
F>4 JiEE4E) > Fixed Data Drives (BE7T—#% K54 J) > Configure use of hardware-
based encryption for fixed data drives (BET—4% F54 TD/N\— Kz 7 R—XFHIED
FIFASRE) (Enable. XIZ Apply)

4. Windows ¥—#{#MA L T [Manage BitLocker | (BitLocker ) ##®FEL. RIZF T H5r—
aAaVvEERITLES,

Manage BitLocker >

Control panel

5. THRXR7A—5 94> KH9RANT., [Turnon BitLocker] (BitLocker 4 129 %) %&IR
LET,

R Bitt.ocker Drive Encryption

T “R = System and Secwity > BitLocker Drive Encryption v p

BitLocker Drive Encryption

Hedp peotect your files and folders from urauthotized access by protecting your drives with BitLocker

Operating system drive

C: BitLocker off

Fixed data drives \

Removable data drives - BitLocker To Go

/A

Insert a removable USB flash drive to use BitLocker To Go

7
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6. 7AVT A YyE—DITR-THATL, 23— L SSD #8BRELET, TAVT EHAREINZS,
IStart encryptingl (EES{EZBRT S) #BIRLET. TI4J/LFT. TRun BitLocker

system check] (BitLocker YA TLF vy #FEIT) MNERIhTWET, ZOEREZTHIIC

LTRITI DK DICHELES., LOALIDFzvIENT L. “/ZTA@EtE’JEM‘gtﬂ'f(:~
N—FI T T7BESENEINESI N EHERETEET,

« ‘ Bitlocker Drive Encryption (C)

Are you ready to encrypt this dnive?

Encryption might take a while depending on the size of the dnive

| Run BitLocker system check

The system check ensures that Bitlocker can read the recovery and encryption keys correctly before
encrypting the drive,

BiLocker will restart your computer before encryplting

Note: This check maght take o while, but |s recommended 1o

ensure that your selected unsock method
works without requiring the recovery key.

s-wj

;¥ : TChoose how much of your drive to encrypt] (BBt T B3RS TO#ERBIRLTLE
L) EVWSEEMRRTEINEZL, BLDFE. 3—5 Y L SSDRA/N—FOxz 7OEE{LEEHRIC
9. ROYICYI POz 7HBEBEEFESCEEZEKRLET,

& & BitLocker Drive Encryption (C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.

Encrypting the entire drive ensures that all data is protected-even data that you deleted but that might still
contain retrievable info.

I (® Encrypt used disk space only (faster and best for new PCs and drives) I

(O Encrypt entire drive (slower but best for PCs and drives already in use)

Ca"cel
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7. BWELGEIE. VAT LEHIT— kL. Manage BitLocker ZBi£&8 LT, #—45 v k SSD D
EEILDIREFRER L T2,

4 8« System and Security » BitLocker Drive Encryption v B Search Control Pa P
Control Panel H )
enieireneitioms BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

@ For your security, some settings are managed by your system administrator

Operating system drive

C: BitLocker on

5 \ % ‘m‘lu ond pre l: tion

n-
-

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.

TPM Administration

&S

Disk Management

Privacy statement

8. F71=. cmd.exe ZBIL T manage-bde -status #¥—AHAL. 2—4 v k SSD DESILDORES
FryvyYTEEY,




Microsoft eDrive DY R— FZEH|MICT S5
A—4w D SSD #iHEL. K354 Ih 5 BitLocker eDrive DY R— FZHIRRT BI1Z(E. LLTD
BFIEIZHE->TLEELY,

Z:CDTOERIZLEYZ—5y FSSD Yty FESAET, Flo FS1TIZHFETETNTD
T—EEDAET

1. =79y - SSDDOPSIDEZ, EETBHTLLLEEL, COERIANILICHRI SN TOET,

o = 50068

50026872822E8546
4

CAN ICES-3(BYNMB-3(B)

Ware

nvpy., z
ng‘ poi> A R
HoHS EXPRESS © "

o

51 : czooo PSID {&

2. 83—y ~rSSDEtLHUEY K54 TELLTYY Y kL. Kingston SSD Manager (KSM) #3417
LET,

3. Security (2¥al74) 2T%E&ERL, X7y T 1 THHBLEZI2EY O PSIDEZAALT
TCGRevert #21TLET, 5§73 5 &. [TCG Revert completed successfully 1 (TCG
Revert METLFELR) DA VvE—UBRRRINET., DA VvE—IHARRINGVEEIL,
PSID {EZB AN LT, TCG Revert #EEAITL T ZELY,

- R R Py w 1
) " — X
| , ‘
v i e e e

L= l:anrmwarei Health ls‘:cur:;l Events ‘

Vendor/Model:  KINGSTON SKC2000M82000G
g Physical Drive 0: Serial Number:  50026B728221E27C
KINGSTON SKC4005S37A1024G g
Serial: 500268725C014945 e OrnL
Firmware: SAFM00.W TCG OPAL Version 2.0 is supported

Y are ot Al sibl c
Web Firmware Content Not Accessible 1CG OPAL is enabled

Physical Drive 1: Encrypted, MBR Enabled, MBR Not Done
. KINGSTON SKC2000M82000G The SSD is unlocked
9/ Serial: 500268728221€27C .
Firmware: 52681100 nter 32 Character PSID here
Web Firmware Content Not Accessible Revert

IEEE 1667:

IEEE 1667 is enabled and may not be changed because TCG
Locking is enabled.

SSD Health
SSD Wear Indicator
34C/93F

SD Spare Block
5D Spars Blocia Power On Hours = 58
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4. R4 THEREICERT &, IEEEL667 DY R— L EEMICT H54F T avhRREnFEzT,
IEEE1667 Disable (IEEE1667 Z#EMIZJ %) %:EIRL. TIEEE1667 Support Toggle completed
successfully] (IEEE1667 DY HR— bW rJILENFELZ) DA VE—UNRRINDIETHD

i-d_o

Firmware | Health Events
KINGSTON SKC2000M82000G

500268728221€27C

Vendor/Model:
Physical Drive 0: Serial Number:
KINGSTON SKC400S37A1024G

Serial: 500268725C014945 TCG OPAL:

Firmware: SAFM00.W
Web Firmware Content Not Accessible

Physical Drive 1:

KINGSTON SKC2000M82000G

Serial: 500268728221E27C

Firmware: 52681100

Web Firmware Content Not Accessible

Partitioning
1863,0G Unknown S
v Warnings:

V' Overalk:

Health Overview

TCG OPAL Version 2.0 is supported
TCG OPAL is disabled

= T
IEEE 1667: ’
IEEE 1667 is enabled

|EEE 1667 Support Toggle completed successfully!

1EEE 1667
Disable

SSD Heolth Environment

SSD Wear Indicator Temperature
. P 31c/87F
SSD Spare Blocks
1

Power On Hours =58

5. IEEE1667 DY HR— FMNEMICHE>TULWEINERLET,

Physical Drive 0:

KINGSTON SKC400537A1024G
g Serial: S0026B725C014945

Firmware: SAFMO0.W

‘Web Firmware Content Not Accessible

Physical Drive 1
v KINGSTON SKC2000ME2000G
ﬂ_—l Serial: 50026B728221E27C
Firmware: 52681100
Web Firmware Content Not Accessible

Partitioning Health
1863.0G Uinknown

o Owerall

Events

Firmware

KINGSTON SKC2000ME2000G
S0026B728221E27C

Vendor/Model:
Serial Mumber:

TCG OPAL:
TCG OPAL Version 2.0 is supported
TCG OPAL is disabled

m TCG Not Enabled, Revert Disabled
IEEE 1667: f

IEEE 1667 Support Toggle completed successfully!

IEEE 1667 is disabled

IEEE 1667
Enable

55D Health Environment
550 Wear Indicator
o e BT T

are Blocks

100%

Temperature

Power On Hours = 58

6. CNTH—4 vk SSD (ZBEFERADERMATEELT=.

‘ & ' ©2019 Kingston Technology Corporation,17600 Newhope Street, Fountain Valley, CA 92708.
% ETEES - BRME, TXTOBESLUERREIZE. EMAECRBELET.
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