TBepaoTenbHble Hakonutenu SSD Kingston ¢ wudcgppoBaHnem
BknroyeHue v oTknro4veHue texHonorum BitLocker ¢ eDrive
ANS UCNOSIb30BaHUA annapaTHoro wudgppoBaHus
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BeepeHue
B faHHOM JOKYMEHTE OMMCbIBAEeTCA, KaK BK/HOYaTb U OTKAo4aTh PyHKLUMIO BitLocker eDrive, pa3paboTaHHyto

KomnaHuer Microsoft, Ana onTMManbHOro NPUMEHEHNA annapaTHOrO WWPPOBAHNA Ha TBEPAOTE/IbHOM HaKoNuUTene
SSD Kingston. [laHHas npoueaypa NpuMeHAeTcA K TBepAoTeNbHbIM Hakonutenam SSD Kingston, noagepumsatowmm
rpynny ¢yHKumii TCG OPAL 2.0 1 IEEE1667. Ecan y Bac HeT TBepaoTenbHoro Hakonutens SSD Kingston ¢
noaaepkon epyHkumin TCG OPAL 2.0 n IEEE1667, aToT npouecc He byaeT paboTaTtb. ECau Bbl HE yBEPEHDI,
obpatuTech B Cnykby TexHMyeckon noaaepkm Kingston no agpecy www.kingston.com/support.

Pa3zpabomarHaa komnaHueli Microsoft mexHonoeaua wugposaHus BitLocker ¢ eDrive 8 daHHOM doKymeHme bydem
umeHosameocsa Kak &#x91;eDrive’ Ha npodonaxeHuU ocmasbHOU Yacmu 3mo2o nowa208020 onNUCaHuUsA. OnucaHHole
HUXe rpoyeodypsbl Mo2ym pa3anu4amecs 8 3ae8ucumocmu om sepcuu (-uli) u obHoeneHuli Windows.

CucremHble TpeboBaHusA
-TBepaoTenbHbIn Hakonutenb SSD Kingston ¢ noaaeprkkoi rpynnbl dyHKUMIA No obecnedyeHnto 6e3onacHoOCTH

TCG Opal 2.0 n IEEE1667
-MporpammHoe obecneyeHune no ynpasieHuto GpyHKLUMOHAIOM TBepAoTebHOro Hakonutensa Kingston SSD Manager
https://www.kingston.com/ssdmanager
-CuctemHoe annapatHoe obopygosaHue 1 BIOS ¢ noaaep»kkoi GpyHKLUMIN No obecneyeHnto 6e3onacHocTn

TCG Opal 2.0 n IEEE1667

Tpe6osaHua k OC/BIOS

-Windows 8 1 8.1 (Pro/Enterprise)
-Windows 10 (Pro, Enterprise n Education)
-Windows Server 2012

MpumeyaHue. Bce 3awugposaHHble meepoomersibHble HAKonumMesu 00x#CHbl 6biMb NMOOKYeHb! K
KOHMPOAAepam, He ABAAIUUMUCA KOHMposaepamu maccusos RAID, dns obecneyeHus npasusbHocmu ux pabomsi
8 cpede Windows 8, 10 u/unu Server 2012.

[nsa ncnonbsoBaHma 3awMdpoBaHHOrO TBEPAOTENBHOIO HakonuTens B cpeae Windows 8, 10 nan Windows Server
2012 B KayecTBe AUCKA AAHHbIX:

e J[INCK pOMKEH HaxoaAnTbCA B HENHNUNANTNUINPOBAHHOM COCTOAHUMN.
e [INCK pOMKEH HAaXOAUTLCA B HEAKTUBHOM COCTOAHUM OTHOCUTESIbHO obecneyeHna 6e3onacHOCTU.

[na ncnonb3oBaHuA 3aLLIVId)pOBaHHOI'O TBEPAOTE/IbHOIO HAKOMUTENA B Ka4YECTBE3Arpy304HOro AUCKa:

e [INCK fOMKEH HAXOAUTLCA B HEMHULMAIU3MPOBAHHOM COCTOAHUMN.

e [INCK fOMKEH HAXOANTLCA B HEAKTMBHOM COCTOAHUM OTHOCUTENbHO obecneyeHma HesonacHoOCTy.

o KomnbloTep gonxkeH 6biTb ocHaueH nHTepdeiicom UEFI 2.3.1 1 umeTb onpeaeneHne NPOTOKO/1a KOMaHA,
6e3onacHoctn EFI_STORAGE_SECURITY_COMMAND_PROTOCOL. (3TOT NpOoTOKOAN UCNOJIb3YeTcs ANA Toro,
4yTObObI NPOrPaMMbl, 3anyLLEHHbIE B Cpese 3arpy304HbIx cnyk6 EFI, moram otnpasnate Ha AMCK KOMaHAbI
NpoToKo/1a 6e3onacHocTH).

e Ha komnbtoTepe B nHTepdeice UEFI moaynb noaaepku coBmectmmoctu (CSM) aonkeH 6bITb OTK/IHOYEH.

e CamosarpysKa KOMMboTepPa A0KHA BCEraa no yMOI4aHMIo BbinoaHATbCA U3 UEFI.

[na nonyveHna AoNONHUTENbHOW MHPOPMaLMKM obpaTUTeCk K cTaTbe Microsoft no aTol Teme, pasmelLleHHOM 34eChb:
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/hh831627(v=ws.11)
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http://www.kingston.com/support
https://www.kingston.com/ssdmanager
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/hh831627(v=ws.11)

BkatoueHue dyHKunm Microsoft eDrive Ha 3arpy3o4yHom TBepAoTeAbHOM AucKe SSD

KoHdurypauusa BIOS

1. O6patutechb K LOKYMEHTALMM NPON3BOAUTENA BALLEN CUCTEMbI AN MOATBEPXKAEHUA TOro, uTo BIOS Bawwen
CUCTEMbI OCHOBaH Ha uHTepdelice UEFI 2.3.1 n umeeT onpeaeneHne NnpoTokosa KomaHz 6e3onacHocTm
EFI_STORAGE_SECURITY_COMMAND_PROTOCOL.

2. Boliaute B BIOS 1 oTKAOUMTEe MoAyNb NOAAEPHKKM coBmecTUmocTm (CSM).

ThinkPad Setup
Date/T ine Secur ity

(PCI LANI

[UEFI Onlyl
[Nol

[Quick]

Option key Display
Boot device List F12 Option

Boot Order Lock

[Enabled]
[Enabledl
[(Disabled]

Change Valu
Select » Sub-Menu

Select Item
Select Menu |

MoaroTtoBKa AUCKa

1. Ecnu Bbl eule He 3arpy3nam npunoxkeHne SSD Manager komnaHuu Kingston (KSM), caenaiite aTo ceityac.
https://www.kingston.com/ssdmanager

2. BbinonHuTe 6e3onacHoe CTMpaHuMe LLes1IeBOro TBepA0TeIbHOro Hakonutena SSD ¢ NOMOLLbIO NPOrPaMMHOro
obecneyeHma KSM nnam apyroro metoaa, NPUHATOrO B KAa4eCTBe OTPAC/IeBOro CTaHAapTa.

3. CMOHTMpYMTE LLeneBoi TBEPAOTENbHbIA HakonuTenb SSD B KayecTBe BTOPMYHOIO AUCKA A5 NOATBEPKAEHUA
cTatyca IEEE1667. [iucKk aonkeH Haxoautbea B perkume Disabled (OTkntoueH).

w I _Furmwarel Health ISecur-:y. Events .

‘ Vendor/Model: KINGSTON SKC2000ME2000G

Physical Drive 0: Serial Number: 50026B728221E27C
KINGSTOMN SKC400537A1024G

Serial: 50026B725C014945

Firmware: SAFMO0.W

Web Firmware Content Not Accessible

TCG OPAL:
TCG OPAL Version 2.0 is supported
TCG OPAL is disabled

Physical Drive 1: [ G l
KINGSTON SKC2000MB2000G L

. R
ﬂ,_) Serial: 50026B728221E27C |EEE 1667:
Firmware: 52681100
IEEE 1667
Enable

IEEE 1667 is disabled

Web Firmware Content Not Accessible

|EEE 1667 Support Toggle completed successfully!

Partitioning Health Overview S50 Health
+' Failures: Nene 55D Wear Indicator

Environment

Temperature

: —_—
+ Warnings: N J1C/8TF

SSD Spare Blocks

+ Overal: Healthy Power On Hours = 58
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4. BbibepuTe KHONKY «IEEE1667» 1 BbINOAHWUTE AN8 3TON GyHKLUMM KOMaHAy Enable (BkatounTtb). Ybeautecn, 4to
COCTOAHMA PYHKLMM YCNELIHO NEPEKN0YaoTCA.

W Firmware Health Events

Vendor/Model: KINGSTON SKC2000M82000G
Physical Drive 0: Serial Number: 500268728221€27C
KINGSTON SKC400S37A1024G
Serial: 500268725C014945
Firmware: SAFMO0.W TCG OPAL Version 2.0 is supported
Web Firmware Content Not Accessible

TCG OPAL:

TCG OPAL is disabled

Physical Drive 1: o
KINGSTON SKC2000M82000G _Revert
Serial: 500268728221E27C IEEE 1667:

Firmware: 52681100 IEEE 1667 is enabled

Web Firmware Content Not Accessible
IEEE 1667
|EEE 1667 Support Toggle completed successfully!

\

Partitioning Health Overview SSD Health Environment
 Fallures:  None SSD Wear Indicator Temperature

31C/87F

/ Warnings:
ikt 55D Spare Blocks
v Overalk: Healthy —— Power On Hours = 58

YcTaHOBKa onepaunoHHoii cuctemol (OC)

MpumeyaHue. He sbinonHalime KnoHUposaHue onepayuoHHol cucmemsol Ha yeseesoli meepoomesbHbili
Hakonumeno SSD. KnoHupoesaHue OC Ha yenesoli Hakonumess SSD He no380sum 6am aKmusuposams
mexHOos102Ut0 annapamHo20 WuUgpo8aHUs € ucnons3osaHuem eDrive. Ymobbl 80CM016308aMbCA NPeUMyuw,ecmsamu
annapam-do2o WugposaHus ¢ ucronb3osaHuem eDrive, Heobxodumo 3aHo080 ycmaHosums OC Ha yeneesol
meepoomerbHbIl Hakonumess SSD.

1. YcraHosuTe noaaepxmeaemyto OC Ha Lenesor TBepaoTeNbHbIN Hakonutenb SSD.

2. NMocne yctaHoskM OC ycTaHoBUTe NpunoxkeHune Kingston SSD Manager (KSM), 3anyctute KSM n ybeautech, 4to
Ha BKNnazaKe Security (esonacHOCTb) B NPUAOKEHUM UMEETCA ceaytoLee coobLieHue:
«IEEE 1667 is enabled an may not be changed because TCG Locking is enabled.» (IEEE 1667 akmuguposaH u He
Moxcem 6bimb USMEHEH, MOCKO/bKY 8Kso4eHa baokuposka TCG.)

Events

Firmware jj Health

Vendor/Model: KINGSTON SKC2000M82000G

g Physical Drive 0: Serial Number:  500268728221E27C
KINGSTON SKC400537A1024G
Serial: 500268725€014945 Ve orma
Firmware: SAFMOO.W TCG OPAL Version 2.0 is supported

Web Firmwar nten Al bl
Veb Firmware Content Not Accessible 1CG OPAL is enabled

Physical Drive 1: Encrypted, MBR Enabled, MBR Not Done
. KINGSTON SKC2000M82000G The SSD is unlocked
ﬂ/ Serial: 500268728221€27C
Web Firmware Content Not Accessible Ravert
1EEE 1667:

IEEE 1667 is enabled and may not be changed because TCG

Locking is enabled. \

Environment

Health Overview SSD Health
v Failures:  Nor SSD Wear Indicator Temperature

34C/93F
> SSD Spare Blocks
v Overalk Healthy P—T Power On Hours = 58

Partitioning
1863.0G Unknown

v Warnings: )
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3. WUcnonb3yiiTe knasuwy Windows ans nomcka npunoxkeHma Manage BitLocker, a 3aTem 3anyctuTte gaHHoe
NPUNOXKEHME.

% Manage BitLocker N

Control panel

4. B okHe MpoBoaHuKa BbibepuTte dyHKuUmio Turn on BitLocker (Bkntounts BitLocker).

X 8ittocker Drive Encryption

& - System and Security > BitLocker Drive Encryption v p

Control Panel Home

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your diives with BitLocker

Operating system drive

C: BitLocker off

Fixed data drives \

Removable data drives - BitLocker To Go

IR

Insert & removable USB flash drive to use BitLocker To Go

5. CnepyiiTe yKa3aHWsaM B 3anpocax Ha BBOA 418 HAaCTPOMKM LeieBOro TBepAoTeIbHOro Hakonutens SSD. Mpu
NOABAEHUM COOTBETCTBYHOLLLENO COOBLEHMSA C 3aNPOCOM Ha BBOZ, BbibepuTe onepaumto Start encrypting (Hauatb
wudposaHue). Mo ymonyaHuto BbibpaHa dyHKUMA Run BitLocker system check (3anyck npoBepKkn cuctembl
nocpeactsom BitLocker). PekomeHayeTca NnpoaoaKaTe paboTy, Koraa 3Ta HacTpansaemas GpyHKLMA OCTaeTcs
BKAOYEHHOW. OHAKO, eCnu 3TOT GNaXKOK CHAT, Bbl CMOXKETe NPOBEPUTb, BKAKOYEHO M annapaTHoe
wndpoBaHMe, 6e3 HEOBXOANMMOCTU Nepes3arpysKkn CUCTEMBI.

& " Bittocker Drive Encryption (C)

Are you ready to encrypt this dnive?

Encryption might take a while depending on the size of the dnive

| Run BitLocker system check

The system check ensures that Bitlocker can read the recovery and encryption keys correctly before
encrypling the drive,

BitLocker will restart your computer before encrypling

Note: This check might take a while, but Is recommended 1o ensure that your selected unfock method
works without requiring the recovery key.

[ enoyping ] | Cancel |
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NpumeuaHue. Ecam nossutca akpaH c 3anpocom «Choose how much of your drive to encrypt» (Bbibepure,
CKOJ/IbKO 06bema AUCKa HY>KHO 3almndpoBaTb), 3TO 3a4aCTYIO 03HAYAET, UTO LLe/IeBOV TBEPAOTE/IbHbIN

Hakonutenb SSD HE 6yaeT aKkTMBMPOBaTb TEXHOJIOTMIO annapaTHOro WwudposaHus, a BMecTo Hero 6yaer
MCNONb30BaTb NpPorpaMmmHoe WwudposBaHUe.

& & BitLocker Drive Encryption (C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive,

Encrypting the entire drive ensures that all data is protected-even data that you deleted but that might still
contain retrievable info.

I (® Encrypt used disk space only (faster and best for new PCs and drives) I

(O Encrypt entire drive (slower but best for PCs and drives already in use)

Mpu HeoHXOAMMOCTH NepesarpysunTe cMcTeMy, a 3aTem nepesanyctute npunoxkeHve Manage BitLocker, 4uTobbl

noATBeEpPAUTb COCTOAHME WKdPOoBaHUA LeneBoro Hakonutena SSD.
&

T "l « System and Security » BitLocker Drive Encryption v O Search Control Panel p

L]
1P . . .
Control Panet Home BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

0 For your security, some settings are managed by your system administrator

Operating system drive

C: BitLocker on

— S Suspend protection

.

-~y - 3 & Back up your recovery key
G Turn off BitLocker

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.

G TPM Administration
@ Disk Management

Privacy statement
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7. Bbl TaKXKe MOXKeTe NPOBEPUTb COCTOAHME LMPOBaHUA LieiIeBoro HakonuTensa SSD, oTkpbiB cmd.exe v BBeAA:
manage-bde -status

BknoueHue ¢pyHkummn Microsoft eDrive 8 OC Windows 10 (sepcua 1903+)

Komnarus Microsoft usmeHusna 3adasaemsili no ymonyaHuro xapakmep pabomei Windows 10 8 omHoweHuu
wugposaHus c eDrive, koeda sbinycmusa Windows 10 sepcuu 1903. Ymobei eKaoyums gyHKyuUro eDrive 8 smoli
cbopke, a 803MOMHO U 8 NOCedyrouwux cOopKax, 8am HyHHo bydem 3anycmume pedaKkmop OKAsIbHbIX 2pYN08bIX
noaumuk gpedit, yumobbi 8KHOYUMb MEXHO02U0 annapamHo20 WU@dPOSAHUS.

MpumeuyaHue. He 8binonHAlime KAOHUPOBAHUE onepayuoHHOU cucmemMbl Ha yenesoli meepoomesbHbIli
Hakonumeno SSD. KnoHuposaHue OC Ha yenesoli Hakonumesb SSD He no380sum 6am aKmusuposams
MmexHOs102U0 annapamH{o20 WugposaHus ¢ ucrosas3osaHuem eDrive. Ymobbl 80Cnonb308amsca npeumyuiecmsamu
annapamH{o20 WugposaHUs ¢ ucrons3osaHuem eDrive, Heobxo0umo 3aHo80 ycmaHosume OC Ha yenesoll
meepdomenbHbili Hakonumesis SSD.

1. YcraHosuTe nopaeprkmBaemyto OC Ha LeneBon TBepAOTENbHbIN HakonuTenb SSD.

2. Mocne yctaHosku OC ycTtaHoBuTe npunoxkeHue Kingston SSD Manager (KSM), 3anyctute KSM n ybeauTecsh, 4To
Ha BKMagKe Security (5e3onacHOCTb) B NPUIOXKEHUM UMEETCA CeaytoLee coobLLeHue:
«IEEE 1667 is enabled an may not be changed because TCG Locking is enabled.» (IEEE 1667 akmuguposaH u He
Moxcem 6bimb U3MeHEH, MOCKOsbKY 8KMtoYeHa baokuposka TCG.)

Vendor/Model:  KINGSTON SKC2000M82000G
Serial Number:  50026B728221E27C

TCG OPAL
TCG OPAL Version 2.0 is supported

TCG OPAL is enabled

Physical Drive 1: Encrypted, MBR Enabled, MBR Not Done
\  KINGSTON SKC2000M82000G The SSD is unlocked
Serial: 500268728221€27C

Firmware: 52681100 Enter 32 Character PSID here
Web Firmware Content Not Accessible Revert

1EEE 1667:

IEEE 1667 is enabled and may not be changed because TCG

Locking is enabled \

Health Overview SSD Health Environment
v Failures: None SSD Wear Indicator Temperature
—

v :  None T 34c/93F
Maphes iNn SSD Spare Blocks.
v Overall: Healthy - Power On Hours = 58
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3. 3anyctuTe gpedit.msc, YToObl U3MEHUTbL AAHHYHO HACTPOMKY WNPPOBaAHUA.

a. Nepeiante B Administrative Templates> Windows Components> BitLocker Drive Encryption> Operating
System Drives (AgmuHUcTpaTUBHbIE WabnoHbl> KomnoHeHTbl Windows> LLndposaHue gucka
nocpeacteom BitLocker> Auckm onepauoHHOM cucTembl)

b. 3artem Bbibepute Configure use of hardware-based encryption for operating systems (Hactpoutb
MUCNoNb30BaHMe annapaTHoro WudpoBaHMA ANA ONepaLMOHHbIX CUCTEM).

c. Bknwouure 31y dyHKUMIO, @ 3aTEM BbiNoNHUTE KOMaHAy Apply (MpUMeHUTb) Ana 4aHHOW HAaCTPOMKMU.

Locel Group Polcy Editor

File Action View Heip

o ‘ Bmlr
Local Computer Policy - Opersting System Drives
[ @ Computer Configuration
CoRSe St Sebect an itemn 10 view its description.  Setting Stete Comment
\ Cotsing 1] ABlow network uslock at startug Not configured
v 0] Administrative Templates < | Aliow Secure Boct for integrity validation Not configured No

Cansrol Panel configured No
Netaork cont

Printers

Server

Start Menu and Tasikbar

L0 requinng preboot ke..

conligured

No
No

No

2 No
1| Alaw enhanced PINs for startup Not configured No
1] Configure minimum PIN length for startup Not configured No
T Conligure use of hardware-based encrypbion 10f operabng 5. Nol conligured o
configured No

configured No

o configured No

1| Configure TPM platform validation prot configured No
| Configure TPM platform validstion profie (Windows Vists, Not configured No
& Configure TPM platfor alidetion profide for natrve UEF! fir Not conbigured No
1 Configure pre-bo wry massage and URL Not confiqured No
< Reset platfc sicn data sfter Bitlocker recovery Mot configured No
£] Use enhanced Boct Configurstion Date validstion profile Not configured No

2 Remaovable Data Drives
Camesa

MpumeyaHme. YTobbl BKAOUNTL GYHKLMIO eDrive Ha ANCKax, OT/IMYHBIX OT AMCKA ONEePaLLMOHHOM CUCTEMDI,
MOKHO MPUMEHUTD Te }Ke CaMble HAaCTPOMKM, BbiIbpaB napameTtp: Administrative Templates> Windows
Components> BitLocker Drive Encryption> Fixed Data Drives> Configure use of hardware-based encryption for
fixed data drives (AgMmuHUCTpaTUBHDIN WabnoHbI> KomnoHeHTbl Windows> LLingposaHue gucka nocpeacrsom
BitLocker> ®uKkcupoBaHHble AUCKU JAaHHbIX> HacTpouTb Ucnosb30BaHMe annapaTHoro wudposaHua ana
$uKcmnpoBaHHbIX AUCKOB AaHHbIX) (Enable (BkaouuTb), u 3atem Apply (MpumeHuTb))

4. Wcnonwayite Knasuwy Windows ans nouncka npunoskeHna Manage BitLocker, a 3aTem 3anycturte gaHHoe
NPUNOXKEHME.

% Manage BitLocker N

Control panel

5. B okHe MNpoBoaHuKa BbibepuTe pyHKUMIo Turn on BitLocker (BkntounTsb BitLocker).

% Bitkocker Drive Encryption r

%« System and Secwrity » BitLocker Drive Encryption v »

L]
BitLocker Drive Encryption

Help protect your files and folders from unauthotized access by protecting your diives with BitLocker

Operating system drive

C: BitLocker off

Fixed data drives \

Removable data drives - BitLocker To Go

Ia

nsert & removable USB flash drive to use BitLocker To Go

- Kingston
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CnepyiiTe yKasaHUAM B 3anpocax Ha BBOA, 4/19 HAaCTPOMKM LLeNeBoro TeepaoTebHoro Hakonutens SSD. Mpwu
NosB/IEHNM COOTBETCTBYHOLLLErO COOBLLEHMSA C 3aNPOCOM Ha BBOA, BbibepuTe onepaumio Start encrypting (Hauatb
wudposaHue). Mo ymonyaHuio BbibpaHa ¢pyHKUMA Run BitLocker system check (3anyck nposepKku cuctemsl
nocpeactsom BitLocker). PekomeHayeTca npoaonKaTtb paboTy, Koraa aTa HacTpansaemas GpyHKLMA OCTaeTcs

BK/tOYEHHOW. OAHAKO, eC/IM 3TOT GNANKOK CHAT, Bbl CMOXKETe NPOBEPUTb, BKHOYEHO /M annapaTHoe
wndpoBaHue, 6e3 He0bXOAMMOCTU NepesarpysKm CUCTEMDI.

- Q BitLocker Drive Encryption (C)

Are you ready to encrypt this dnive?

Encryption might take a while depending on the size of the dnve

| Run BitLocker system check

The system check ensures that Bitlocker can read the recovery and encryption keys correctly before
encryptng the drive,

BiLocker will restart your computer before encrypting

Note: This check might take & while, but |s recommended 1o ensure that your selected unfock method
works without requiring the recovery key.

cm-ﬁ

MpumeuaHue. Ecnu noasuTca akpaH c 3anpocom «Choose how much of your drive to encrypt» (Bbibepure,
CKOJIbKO 06bema AUCKa HYXKHO 3alumndpoBaTb), 3TO 3a4aCTyO0 03HAYAET, UTO Lie/1IeBOV TBEPA0TE/IbHbIN

HakonuTtenb SSD HE 6yaeT akTMBUMPOBATb TEXHO/IOTUIO annapaTHOro WudpoBaHUs, a BMECTo Hero byaer
MCNoNb30BaTb NPOrpaMmHoe WwudposaHue.

& & BitLocker Drive Encryption (C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive,

Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info.

I (® Encrypt used disk space only (faster and best for new PCs and drives) I

(O Encrypt entire drive (slower but best for PCs and drives already in use)
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7. Tpw HeobxoaAMMOCTM NepesarpysunTe CUCTEMY, a 3aTeM NepesanycTute npunoxeHve Manage BitLocker, uTobbl
NOATBEPAUTL COCTOAHME WMPOBAHUSA LLeNeBOro HakonuTtens SSD.

X
1 | « System and Security > BitLocker Drive Encryption v  Sea ntrol Pa 2
Control Panel H .
onelfens Home BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

@ For your security, some settings are managed by your system administrator

Operating system drive

C: BitLocker on

-
L]

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.

& 1PM Administration

W Disk Management

Privacy statement

8. Bbl TaKXKe MOXeTe NPOBEPUTbL COCTOAHME LMPPOBaAHNA LLeIeBOro HakonuTena SSD, oTkpbie cmd.exe 1 BBeAA:
manage-bde -status

- Kingston
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OTknoueHne GpyHKUMM nogaepku Microsoft eDrive
YT06bI CTEPETb AaHHbIE C LieNeBbIX TBEPAO0TE/IbHbIX HakonuTenen SSD 1 yaanntb ¢ HUX GYHKLMIO NOAAEPHKKM
BitLocker eDrive, BbiInonHUTE cneaytolime AencTBuUA.

MpumeuaHue. lMpu 8binoaHeHUU 3Mo20 nNpoyecca npoucxooum cbpoc Hacmpoek yesneeo2o0 meepoomesnbHO20
Hakonumensa SSD u BCE [JAHHBIE, HAXOAALUNECA HA ANCKE, bYAYT YTEPAHbI.

1. 3anuuwwute 3Ha4yeHue PSID uenesoro TBepaoTeIbHOro Hakonutena SSD. OHo byAeT HaneyaTaHO Ha 3TUKETKe.

Warranty Void If Removed

o SO0GB 73

9907251 MMG TWAN 50026872822E8546

A-R- K63 - K200
CAN ICES-3(BYNME-3(B)

w-mﬁgpar» &

HaanN\ep KCZOOO PSID Value

2. CMOHTUpYMTE LLeneBomn TBepaoTeNbHbIM HakonuTeb SSD B KauecTBe BTOPMYHOIO ANCKA M 3anyCcTuTe
npunoxeHue Kingston SSD Manager (KSM).

3. BbibepuTe BKNaaky Security (besonacHocTb) 1 BbinosHMTe TCG Revert (Bo3spaT ncxoaHbix HacTpoek TCG), BBean
cocTosuLee u3 32 undp 3HayeHune PSID, nonyyeHHoe Ha nepBom 3Tane, u 3aTem BbibepuTe TCG Revert (Bo3Bpar
McXxoaHbIX HacTpoeK TCG). Mocne 3aBeplieHna Bbl yBuaute coobuieHne, yto TCG Revert (Bo3BpaT McxoaHbIX
HacTpoeK TCG) 6b1n ycnelHo 3aBeplueH. Ecamn gaHHoe cooblieHne oTCyTCTBYET, BBeAuTe 3HavyeHue PSID
NMOBTOPHO M NOBTOPUTE NOMbLITKY BO3BPaTa HAaCTPOEK.
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'} Vendor/Model: KINGSTON SKC2000M82000G
— Physical Drive 0: Serial Number: 50026B728221E27C
KINGSTON SKC400537A1024G
Y cial: S00268725C014945 Tesorak
Firmware: SAFM00.W TCG OPAL Version 2.0 is supported
A . " ibl
Web Firmware Content Not Accessible 7CG OPAL is enabled
Physical Drive 1: Encrypted, MBR Enabled, MBR Not Done
. KINGSTON SKC2000M82000G The SSD is unlocked
BB seriak: s00268728221€27C -
Firmware: 52681100 Enter 32 Character PSID here
Web Firmware Content Not Accessible Revert
IEEE 1667:

IEEE 1667 is enabled and may not be changed because TCG
Locking is enabled.
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4. Tocne ycnewHoro Bo3BpaTa AUCKa B UCXOL4HOE COCTOAHME Y Bac ByAeT BOSMOMXKHOCTb OTKNHOUNTL GYHKLMIO
noaaepku IEEE1667. Boibepute IEEE1667 Disable (OTkntountb IEEE1667) 1 aoxKanTecb noAasaeHMA coobweHma
«|EEE1667 Support Toggle completed successfully» (MepekntoueHne coctosHMA GyHKLUMM NnoaaepKku IEEE1667
BbINO/IHEHO YCNELLHO).

Firmware jj Health Events

Vendor/Model: KINGSTON SKC2000M82000G
Physical Drive 0: Serial Number: 50026B728221E27C
KINGSTON SKC400S37A1024G
Serial: 500268725C014945
Firmware: SAFMO0.W TCG OPAL Version 2.0 is supported

Web Firmware Content Not Accessible

TCG OPAL:

TCG OPAL is disabled

Physical Drive 1: e TCG Not Enabled, Revert Disabled

KINGSTON SKC2000M82000G Revert S

Serial: 500268728221E27C 1EEE 1667: ’
Firmware: 52681100 IEEE 1667 is enabled

Web Firmware Content Not Accessible
1 1667
[ngi :l?lﬁu |EEE 1667 Support Toggle completed successfully!

Partitioning Health Overview SSD Health Environment

1863,0G Unknown v Failures: SSD Wear Indicator Temperature

1 31C/87F

V' Warnings:
: SSD Spare Blocks
V' Overalk Healthy e Power On Hours = 58

5. NopTtBepgmte, 4TO PyHKUMA NnogaepKku IEEE1667 oTkntodeHa.

Events

Firmware | Health

Vendor/Model: KINGSTON SKC2000MB20006

Physical Drive 0: Serial Number: S0026B728221E27C

KINGSTON SKC400537A1024G .

Serial; S0026B725C014945 TEG OPAL:

Firmware: SAFMO0.W TCG OPAL Version 2.0 is supported
‘Web Firmware Content Not Accessible TCG OPAL is disabled

Physical Drive 1. m TCG Nat Enabled, Revert Disabled
. KINGSTON SKC2000M82000G
ﬂ-—" Serial: S0026B728221E27C IEEE 1667
Firmware: S2681100 IEEE 1667 is disabled

Web Firmware Content Not Accessible
IEEE 1667

Enable

IEEE 1667 Support Toggle completed successfully!

Heaktk W 55D Heakh Emvironment
1863.0G Urknenn v Failu None 550 Wear Indicator Temperature
% P 3 87F
. 55D Spare Blocks
¥ Overalk Healthy 100%;

v Warning

Power On Hours = 58

6. Baw ueneBoi TBEPAOTENbHBIN HaKOMUTENb SSD roTOB K MOBTOPHOMY MCMOb30BAHUIO.
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