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AIUGAINI5UAY OS / BIOS

- Windows 8 LLa¢ 8.1 (Pro/Enterprise)

- Windows 10 (Pro, Enterprise LLa¥ Education)
- Windows Server 2012
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Windows 8, 10 uag/viza Server 2012

Tafo1u'lasn Solid State wuuLAITWETU Windows 8, 10 #3a Windows Server 2012 tilulaswaiaya:
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o lasWazsinvatludaruslilatilaldoussuuanuilaansda
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e AANWILAATATEDYTAITUAULNATIWD UEF] 2.3.1 LazAInuUamn EFI_STORAGE_SECURITY_COMMAND_
PROTOCOL 13 (1u5s1nmaatilaidalvilusunsuivinouludiuusaisie EFl sansageddotlsinnaa
auanNlaaadalddelasuls)

o AaNNILeasavsadtlaladou Compatibility Support Module (CSM) a1nl 1 UEFI

e AANWILAATATERIAINNTU UEFI

AEazLdaaRNLENlHNLNANNAAY Microsoft LAeAu e dedisyy1iid:

https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/hh831627(v=ws.11)
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11la 121911 Microsoft eDrive wu SSD 1ig

A1sANUAAN BIOS

1. anagauandsiAuNERaaATadiaduduan BIOS uadiadadnaiinsassy UEF 2.3.1
wazAvualilsTaAaa EFl_STORAGE_SECURITY COMMAND_PROTOCOL 13

2. 12"n"1dTu BIOS wavila Compatibility Support Module (CSM)

ThinkPad Setup
Date/T ine Secur ity

[PCI LANI

[UEFI Onlyl
N0l g

1Quick]
Option key Display [(Enabled]
Boot device List F12 Option [Enabled]

Boot Order Lock [(Disabled]

nseaanlasw }

1. wnaafelai'ldauvan Kingston SSD Manager (KSM) asananidinaalunaudl
https://www.kingston.com/ssdmanager

2. audayalu ssD ihwinawuulaaniaTaaldeansduis KSM uiadinsdu 9 Aldunsgsruans1nnssy

3. fausia sso iihvanadludadgrsasiiadudugaius IEEEL667 lasWmsagluTuun talaeny

Firmware | Health Events

Vendor/Model: KINGSTON SKC2000ME2000G

Fhysical Drive 0: serial Number:  500268728221E27C
KINGSTON SKC400537A1024G
Serial: 50026B725C014945 TCG OPAL:
Firmware: SAFMOO.W TCG OPAL Version 2.0 is supported

Web Firmware Content Not Accessible TCG OPAL Is disabled

Physical Drive 1: m TCG Not Enabled, Revert Disabled
. KINGSTON SKC2000M82000G
ﬂ,,\ Serial: 50026B728221627C |EEE 1667:

Firmware: 52681100
Web Firmware Content Not Accessible

IEEE 1667 Is disabled

IEEE 1667
IEEE 1667 Support Toggle completed successfully!

w S50 Health Emdronment
1863.0G Lnknown & 550 Wear Indicator Temperature

31C/87F

Power On Hours = 58

55D Spare Blocks
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4, \fanilu IEEE1667 uazitlaldvruanasuiifdvnad fuduinieilanauaninisvinouleagasiag

Firmware jj Health Events

Vendor/Model: KINGSTON SKC2000M82000G
Physical Drive 0: Serial Number: 500268728221€27C
KINGSTON SKC400S37A1024G
Serial: 500268725C014945 TCROPAL:

Firmware: SAFMO0.W TCG OPAL Version 2.0 is supported

Web Fi tent A ibl
'eb Firmware Content Not Accessible TCG OPAL s disabled

Physical Drive 1: ﬂ TCG Not Enabled, Revert Disabled
. KINGSTON SKC2000M82000G o '
Serial: 500268728221E27C IEEE 1667:
Firmware: 52681100 IEEE 1667 is enabled ’

Web Firmware Content Not Accessible
IEEE 1667
IEEE 1667 Support Toggle completed successfully!

\

SSD Health Environment
SSD Wear Indicator Temperature

P 31c/87F

v Warnings: N
v Overalk: Healthy T Power On Hours =58

$SD Spare Blocks

nAséndeszuulfiidnis (0S)

visrensig: aglnauszuulfianis1ui ssp iilvisureuavaas n15TAau 0S 11/e SSD
sihnaazvirlvigeas Liausasda l2o1un 15 rsviai Zoa15au 35671 eDrive I aasasaavlzaiunisans 0S
Iviavivviua Ay SSD 1ilvueniial2fi/se Te2da1asuin 2 siai2oa15au 5471 eDrive

]
ol

finda 0S Msaesudu SSD Lihuune

2. wdvNGEAGY 05 uad MiGaGY Kingston SSD Manager (KSM) 1i3ainla KSM walasagauinfidaninu
sialufaguiu security malunalwaintudonan:

"1 50 127374 IEEE 1667 udrumi/feuuav 13/ laifiavarnidla12i31u TCG Locking ag/”

—

Health

L Firmware Events

Vendor/Model: KINGSTON SKC2000M82000G

mwmy  Physical Drive 0: Serial Number:  50026B728221E27C
KINGSTON SKC400537A1024G
- Serial: 500268725C014945 VoS oEm
e Firmware: SAFM00.W TCG OPAL Version 2.0 is supported

Web Firmwar ntent A bl
irmware Content Not Accessible 7CG OPAL is enabled

Physical Drive 1: Encrypted, MBR Enabled, MBR Not Done
. KINGSTON SKC2000M82000G The SSD is unlocked
BB seria: so268728221627C
Web Firmware Content Not Accessible Revert
IEEE 1667:

IEEE 1667 is enabled and may not be changed because TCG

Locking is enabled. \

Partitioning He: w SSD Health Environment
1863.0G Unknown v Non SSD Wear Indicator Temperature

91 —

SSD Spare Blocks

34C/93F

Power On Hours = 58

- Kingston




3. Tailu Windows tAadun 413 BitLocker nntuizanldualwidiazu

2 Manage BitLocker
Control panel

-

4. 1&an e BitLocker nnTuw1n619 Explorer

% BitLocker Drive Encryption [

& « System and Security » BitLocker Drive Encryption v D t »
Control Panel Home 3
ot BitLocker Drive Encryption

Heldp protect your files and folders from unauthotized access by protecting your diives with BitLocker

Operating system drive

C: BitLocker off

e L n Bittock
- \
Fixed data drives

Removable data drives - BitLocker To Go

nsert & removable USB flash drive to use BitLocker To Go

5. vinenuiszuuudaiiadivuaai ssD thuine Wia'ldsuude idan Buinsia auAEusuy
1Baunldn1sasiasausyuu Bitlocker avgni&an’i’l wuzihWvittlaldouaily
Wetlmnn'li'ldidansanisil
AavaNINsansIaday laINdnsnsaI e aususa'lilae lisasiiaia3ag

x

& "R Bittocker Drive Encryption (C)

Are you ready to encrypt this drive?

Encryption might take a while depending on the size of the dnve

| Run BitLocker system check

The system check ensures that BitLocker can read the recovery and encryption keys correctly before
encrypling the drive,

BitLocker will restart your computer before encrypling

Note: This check might take & while, but is recommended 1o ensure that your selected unbock method
works without requiring the recovery key.

el
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unaNauia: naatlasutlvannunamanIvliiaa “aandsunancasnisiainsidzlulasil”

wamav?1 SSD thuunaaziidlaldviunisinsisddeaisans uaazladnisainsiisdd
daneaIsny

& &% BitLocker Drive Encryption (C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive,

Encrypting the entire drive ensures that all data is protected-even data that you deleted but that might still
contain retrievable info.

I (® Encrypt used disk space only (faster and best for new PCs and drives) I

(O Encrypt entire drive (slower but best for PCs and drives already in use)

Cancel

6. lunsdiiaiu Wisianiasuazizunly ¥nn15 BitLocker Anafaiiiadudugniusnisiadnsa ssb ilhvune
%

T i “ System and Security > BitLocker Drive Encryption

L]
1P . . .
Control Panel Home BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

0 For your security, some settings are managed by your system administrator

Operating system drive

C: BitLocker on

S Suspend protection

;

IR

& Back up your recovery key
G Turn off BitLocker

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.

G TPM Administration
9 Disk Management

Privacy statement
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7. uannnilaadvgunsaannadgausgaiurnsiansid@uay Sso tihnunalaan1silalwa cmd.exe LayAUN:
manage-bde -status

1tla 209U Microsoft eDrive W11 Windows 10 (nasﬂu 1903+)

Microsoft {n 751/51/!1/5?£/ZJFI7ﬂ751/l7\772!lﬁ/ﬁmﬂ77451/ Windows 10 1uA1512/15%a eDrive 1020auilinIsiueuns
Windows 10 1285274 1903 (la 127973 eDrive lusiaafiuassudn 9 u1lagnaiazaavisan i gpedit

iiada 19U TR o 15auIs

visensig: aglnauszuulfiani51uissp il uavaas n15TAau0S 11/e SSD
tihnneazvirlviman Liaursaida 12014151215 &1 981501 356/14 eDrive 1a” aauagaavldarun13aas6v 0S
Iuaivioviua iy SSD 11hvaneiia 12/i/5e T 2uia1nse i s iai #9a15au254/14 eDrive

1. fined OS Msaesudu SSD thuune

2. nAvNGEAGY 05 uad 1A Kingston SSD Manager (KSM) 3ainlal KSM
nntfuanagauinddaanusalildagAuiunsinsnainulaaadunaluwalwdndudona:
" $n 127374 IEEE 1667 uarumiildeauulav Iy laifavarnida 1273714 TCG Locking ag”

m e Firmware | Health Jsecurity | events |

Vendor/Model: KINGSTON SKC2000M82000G
Serial Number. 50026B728221€27C

TCG OPAL:

TCG OPAL Version 2.0 is supported

Web Firm e Content Not Accessible
FTIAATE Comant ot icoes TCG OPAL is enabled

Physical Drive 1: Encrypted, MBR Enabled, MBR Not Done
. KINGSTON SKC2000M82000G The SSD is unlocked

ﬁ/ Serial: 500268728221€27C
Firmware: 52681100 Enter 32 Character PSID here
Web Firmware Content Not Accessible Ravert

IEEE 1667:

IEEE 1667 is enabled and may not be changed because TCG
Locking is enabled H

ja N

Partitioning Health Overview SSD Health Environment
1863.0G Unknown v Failures: None SSD Wear Indicator Temperature
I—T

v o T 2ac/o3r
Wemines | one SSD Spare Blocks
v Overall: Healthy Pr—— Power On Hours = 58
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3. Banld gpedit.msc WawAluAINTLATHE
a. Ui wmunwanquainn1s> avasenau Windows> N1512i151ia1asW BitLocker>
1asilszuuifiicinsg
b. antfudan AniueanslaleAdunssITaasawISE S UsT ULl i

c. daladvuaaauiinisvinull antudsuldaifnan

Locel Group Polcy Editor

File Action View Help

oz 3 HERY
[ 2] Local Computer Policy " Ot Syt D
I & Computer Configuration | [ P
SR S | Sedect an item to view its description.  Setting Stete Comment
Windews Setsinas 1] ABlow network unlock at startup Not configured No
| « | Ademinisative Templaes | = | Aliow Securs Boct for integrity validation Not configured o
Control Panel £ Regquire additionel suthenticebon st stertup Not configured o
Network 1] Require additional authentication at startup (Windows Serve... Not configured >
Printers I | Disallow standard users from changing the PIN or passwerd  Not configured No
Server | Alow devices comphiant with InstantGo or HSTIto opt out 0.,  Not configured o
Start Menu and Taskbar 1| Enable use of BaLocker authenticalion requinng preboot ke, Not conligured o
Systeen : | Aliaw enhanced PINs for startup Not configured o
[ Vindows Components | 1] Configure minimum PIN length for startup Not configured
ACIVERTREW SIS . [ E Conigure st of hardware-based encryphon 1of operabng 5. Nol coniigured No
Add features to Windows 10 = Enforce drive encryption fype on openating sy=tem drives Not configured No
App Package Deployment 2| Configure use of paszwords for opersting system drives MNot configured No

App Privacy 3
bR 1| Choose how Bitkockes-protected opersting system dinves e, Not configured
o

:w, ,L Compatibilit 1 | Configure TPM platform validation profie for BI0S-based fi..,  Not configured
ication Compatibility

Tﬁ,p,,,- y h"mr =| Configure TPM platform validstion profile (Windows Vists, . Not configured
AutoPlay Pe

o
o
o
© Biometrics & Conbigure TPM platform validston peofide for native UEF! fir Not conbigured No
3
o
o

1| Configure pre-boot rec

5 - = ¢ \
[ = Bttocker Dive Encryption | NSy Mgt ing U Hotconnigued

Foed Data Diwes < | Reset platform validation data after BitLocker recovery Not configured

~ Operating System Drives E| Use enhanced Boot Configurstion Data validstion profile Not configured

— Remavable Data Drives

Camera

winewia: 1nleu edrive WlasWililalaswsyuud fiianns
Taapauainsadsuldandasduidiaadan: mmwanguainnis> avalsznau Windows>
A1512NsU A as BitLocker> tasiaiayatuuaiac>
iuuaaIn1s W ndun1sinsitaasawsansulasiladayanuuniac
(\ila2dvr1uunar1in1u )

4, Tafilu Windows tWa@Au1 A5 BitLocker nntuzanldualwadiaziu

% Manage BitLocker N

Control panel

5. L&an tila BitLocker 3nN11N6N9 Explorer

& 8ittocker Drive Encryption (
& « System and Security > BitLocker Drive Encryption v )
Control Panel Home L
BitLocker Drive Encryption
Help protect your files and folders from unauthorized access by protecting your drives with BitLockes
Operating system drive

C: BitLocker off

@ W Sispiod
- \
Fixed data drives

Removable data drives - BitLocker To Go

Insert & removable USB flash drive to use Bitlocker To Go.

- Kingston
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6. vineuszuuuIIRadIviuadl sSD hviune a'ldsunse Widan Buainsiia aueBusy
’Banladn1sansrasauszuu BitLocker azgatdanlit wuzinlvitllaladviuaily Meiivnalulsidan
Tansl aaazdunsaaARaulaNdnsiinsiaLdvasawsnaa e liusasiiiaiasag

x

« "R Bittocker Drive Encryption (C)

Are you ready to encrypt this dnive?

Encryption might take a while depending on the size of the dnve

| Run BitLocker system check

The system check ensures that Bitlocker can read the recovery and encryption keys correctly before
encrypting the drive,

BiLocker will restart your computer before encrypting

Note: This check might take & while, but s recommended 1o ensure that your selected unfock method
works without requiring the recovery key.

[CStartencypting | | Cancel |

nUHWIAa: nAlasuLIvnMnAaauTITina “danisunaisavarsiainsitalulasi”
waav21 SSD thuunaazBidlal2dviunisnsiisddeansands uaazladnisainsiisdidadaneisunu

& B BitLocker Drive Encryption (C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive,

Encrypting the entire drive ensures that all data is protected—even data that you deleted but that might still
contain retrievable info.

I (® Encrypt used disk space only (faster and best for new PCs and drives) l

(O Encrypt entire drive (slower but best for PCs and drives already in use)
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7. luasdindilu vizainiasuazidanlyd ¥an13 BitLocker Tuditiafiufifugaiuzaisinsiguag SSD
vihuune

1 B « System and Security > BitLocker Drive Encryption v O Sea ntrol Pa »p
Control Panel H .
ontreranerome BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

@ For your security, some settings are managed by your system administrator

Operating system drive

C: BitLocker on

g

IR

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker T Go.

7 TPM Administration
% Disk Management

Privacy statement

8. uananiaadeanuisansadgaudausn1sidnsiauas ssp huinataan1siilalwa cmd.exe WaANN:
manage-bde -status

- Kingston

N O L O




il 2iv1usirusa95U Microsoft eDrive
auaaya SSD tihnunauaInatuas&IUTaIFU BitLocker eDrive n'lasWiaavineaudunausa‘luil

J [~ = Lo o 0‘// o7
YNNG N5UIUNITITUN15512060 SSD 1ilsiuncaaavaauazdayaviviiua Tulaswaziine 1y

1. a@An PSID a9 $SD ihwine'ld dayaazgniniunwiiaain

w Void if Removed

S 0068 [

9907151 mm HMAN 5002687282268646
32881101

R-R-K§- mm
CANIC%S@)NM)

12{1 KC2000 PSID Value
2. tausia ssp huunadlu'laswdsas wazdunly Kingston SSD Manager (KSM)
3. @anwiiu Assavanulaaasa uwalBanld AsAual TCG Taansanan PSID 32 67 anndunauinnily

Nnfuldan NMSAUAI TCG BAINNLFTAIRY AMATWLADAINN A1SAEUAT TCG La5aauysal
windaanulidsingdu Tinsana PSID anasvuaziaanldnisaua1anase

.# e wt‘éur Firmware )| Health ty | Events

= - Vendor/Model:  KINGSTON SKC2000M82000G
Physical Drive 0: Serial Number: 50026B728221E27C

KINGSTON SKC400537A1024G
Serial: 50026B725C014945 TEEOrnL:

Firmware: SAFMOO.W TCG OPAL Version 2.0 is supported

Web Firmwa nten A sibl
b Firmware Content Not Accessible 7CG OPAL is enabled

Physical Drive 1: Encrypted, MBR Enabled, MBR Not Done
. KINGSTON SKC2000M82000G The SSD is unlocked

Serial: 500268728221€27C =

Firmware: 52681100 Enter 32 Character PSID here

Web Firmware Content Not Accessible Revert

IEEE 1667:

IEEE 1667 is enabled and may not be changed because TCG
Locking is enabled.

Partitioning Health Overview SSD Health Environment
v Failures: None SSD Wear Indicator Temperature
v Warnings:  None TN 3ac/93F
A SSD Spare Blocks
v Overalt Healthy —— Power On Hours = 58

“ Kingston




4. wdannsAuelasiasadu aaansadanilaaiusasdu IEEE1667 L6 ngaudan IEEE1667 Tlalaiou
uagsalvidaainu “asillatladiusasiu IEEE1667 t@5aauysal” dsingydu

Physical Drive 0:

KINGSTON SKC400S37A1024G

Serial: 500268725C014945

Firmware: SAFM0O0.W

Web Firmware Content Not Accessible

Physical Drive 1:

KINGSTON SKC2000M82000G

Serial: 500268728221E27C

Firmware: $2681100

Web Firmware Content Not Accessible

1863,0G Unknown / Failures:
v Warnings:

V' Overalk:

Partitioning Health Overview

Firmware || Health Events

Vendor/Model: KINGSTON SKC2000M82000G
Serial Number: 50026B728221€27C

TCG OPAL:
TCG OPAL Version 2.0 is supported

TCG OPAL is disabled

TCG Not Enabled, Revert Disabled
IEEE 1667:
IEEE 1667 is enabled
1EEE 1667
Disable

|EEE 1667 Support Toggle completed successfully!

SSD Heolth Environment
55D Wear Indicator Temperature
31C/87F

7 —
SSD Spare Blocks
Ladkitg

Power On Hours = 58

5. fuduinfinnstlaldvrudiusasdu IEEE1667 17

Physical Drive 0:

KINGSTON SKC400537A1024G
g Serial: S0026BT725C014945

Firmware: SAFMOO.W

Web Firmware Content Not Accessible

Physical Drive 1:
v KINGSTON SKC2000MEZD00G
ﬂ_.\ Serial: 50026B728221E27C
Firmware: 52681100
Web Firmware Content Not Accessible

Warnings:

Oweralk

security

Events

Firmware

Vendor/Model: KINGSTON SKC2000ME2000G
Serial Number: 50026B728221E27C

TCG OPAL:
TCG OPAL Version 2.0 is supported
TCG OPAL is disabled

ﬂ TCG Not Enabled, Revert Disabled
IEEE 1667: ?
|EEE 1667 is disabled

IEEE 1667 Support Toggle completed successfully!

55D Health wironment
55D Wear Indicator Temperature
31C[8IF

Power On Hours

6. SSD tihnunavasaatwsaug nsunIs1dulnlua?

Py = 4 - o .. o P - L
JUAUANE miawmumimuaxmiaaumumimamvmuuuﬁwumnatﬂunﬁuﬁmwaomﬂulawm
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