SSD ma hoa Kingston ] ]
Bat va tat BitLocker véi eDrive dé tan dung ma héa phan cirng
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Gidi thiéu

Tai liéu ndy mo ta cach bat va tt tinh ndng BitLocker eDrive cla Microsoft dé tan dung ma hda phan cing trén
SSD Kingston clia ban. Quy trinh ndy dp dung vé&i SSD Kingston ho trg bd tinh ndng TCG OPAL 2.0 va IEEE1667.
N&u ban khong cé SSD Kingston hd trg TCG OPAL 2.0 va IEEE1667, qud trinh nay s& khdng hoat dong. N&u ban
khong chac chan, vui long lién hé Ho tro ki thuat cla Kingston tai www.kingston.com/vn/support

Tai liéu nay sé st dung ‘eDrive’ dé chi BitLocker vdi eDrive cua Microsoft trong toan bé phén con lai cda hwdng
ddén. Cdc quy trinh dwoc mé té dudi ddy cé thé thay déi tiy thube vao phién bén Windows va cdc bdn cdp nhdt.

Yéu ciu hé théng

-SSD Kingston str dung bo tinh nang bao mat TCG Opal 2.0 va IEEE1667

-Phan mém Kingston SSD Manager https://www.kingston.com/ssdmanager

-Phan ctrng hé théng va BIOS hd tro cac tinh ndng bdo mat TCG Opal 2.0 va IEEE1667

Yéu cidu HPH/BIOS

- Windows 8 va 8.1 (Pro/Enterprise)

- Windows 10 (Pro, Enterprise va Education)
- Windows Server 2012

Lwu y: TGt cd 6 cirng thé rdn ma héa phdi duroc gdn vao cdc b diéu khién phi RAID dé hoat ddng binh thudng
trén Windows 8, 10 va/hodc Server 2012

DE sir dung 6 cirng thé ran trén Windows 8, 10 hodc Windows Server 2012 lam 6 di¥ liéu:

« O phai trong trang thai chua khdi tao.
o O phaitrong trang thai khdng hoat dong bao mat.

D3&i vdi 6 clrng thé ran m3 hoéa sir dung lam & khéi dong:

o O phai trong trang thai chua khdi tao.

o O phai trong trang thai khéng hoat déng bao mat.

« May tinh phai chay trén UEFI 2.3.1 va c6 giao thirc EFI_STORAGE_SECURITY_COMMAND_PROTOCOL duoc
dinh nghta. (Giao thirc nay dwoc dung dé cho phép céc chuong trinh chay trong mdi trudrng dich vu khéi
doéng EFI glri cac I1énh giao thirc bao méat dén 6).

e May tinh phai c6 Mé-dun Hb tro Tuwong thich (CSM) dwoc tt di trong UEFI.

e M4y tinh phai luén kh&i dong truc ti€p tir UEFI.

DE biét thém théng tin, vui ldng tham khao bai viét clia Microsoft vé chd dé nay tai day:
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/hh831627(v=ws.11)
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http://www.kingston.com/vn/support
https://www.kingston.com/ssdmanager
https://docs.microsoft.com/en-us/previous-versions/windows/it-pro/windows-server-2012-R2-and-2012/hh831627(v=ws.11)

Bat Microsoft eDrive trén SSD khé&i dong

Cau hinh BIOS
1. Tham kh3o tai liéu cla nha san xuat hé théng cta ban dé xac nhan BIOS cla hé théng chay trén UEFI 2.3.1 va

co giao thirc EFI_STORAGE_SECURITY_COMMAND_PROTOCOL dugc dinh nghia.
2. Vao BIOS va tit M6-dun Hb tro Tuwong thich (CSM)

ThinkPad Setup
Conf iy Date/T ine Secur ity

Network Boot [PCI LANI

IUEFT Only)
[No)  gf—

[Quickl
Option key Display [Enabled]
Boot device List F12 Option [Enabled]

Boot Order Lock [(Disabled]

Select Item Change
Select Menu Select » Sub-Henu

Chuan bj 6

1. Né&u ban chua tai vé SSD Manager cua Kingston (KSM), vui long tai vé ngay.
https://www.kingston.com/ssdmanager

2. Xba bao mat SSD dich sir dung phan mém KSM hodc phuong thirc tiéu chudn nganh khac.

3. G3n SSD dich 1am & phu dé xac nhan trang thai IEEE1667. O nay can & trong ché d6 Disabled.

Firmware Events

Vendor/Model: KINGSTON SKC2000MB2000G

g Physical Drive 0: Serial Number:  50026B728221E27C
KINGSTON SKC400537A1024G
Serial: 50026B725C014945 TCG QPAL:
Firmware: SAFMO0.W TCG OPAL Version 2.0 is supported

Web Firmware Content Not Accessible TCG OPAL is disabled

Physical Drive 1: ﬂ TCG Not Enabled, Revert Disabled
. KINGSTON SKC2000MB2000G
ﬂ__.\ Serial: 500268728221E27C IEEE 1667:

Firmware: 52681100 IEEE 1667 is disabled

Web Firmware Content Not Accessible
IEEE 1667
Enable

|EEE 1667 Support Toggle completed successfully!

Partitioning Health Ove; S5D Health Environment
1863.0G Lriknown v Fall 55D Wear Indicator Temperature

31C/87F

55D Spare Blocks

Power On Hours = 58
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https://www.kingston.com/ssdmanager

4. Chon nut IEEE1667 va Enable tinh nang. Xac nhan tinh nang dugc bat thanh cong.

Firmware jj Health Events

Vendor/Model: KINGSTON SKC2000M82000G
Physical Drive 0: Serial Number: 500268728221€27C
KINGSTON SKC400537A1024G
Serial: 500268725C014945
Firmware: SAFM0OO.W TCG OPAL Version 2.0 is supported
Web Firmware Content Not Accessible

Physical Drive 1:
KINGSTON SKC2000M82000G _Revert
Serial: 500268728221E27C IEEE 1667:

Firmware: 52681100
Web Firmware Content Not Accessible

TCG OPAL:

TCG OPAL is disabled

|EEE 1667 is enabled

IEEE 1667
IEEE 1667 Support Toggle completed successfully!

\

Health Overview SSD Health Environment
1863.06 Unknown < Eabreas . Noos 55D Wear Indicator Temperature

’ S 1% R
v Warnings: None 31C/87F
’ SSD Spare Blocks
V' Overalk Healthy P— R — Power On Hours =58

Cai dat hé diéu hanh (HDH)

Lwu y: Khéng nhén ban hé diéu hanh sang SSD dich caa ban. Nhdn ban HPH sang SSD dich sé ngdn ban bat Mé
héa Phén ctrng si¥ dung eDrive. Ban phdi tién hanh cai ddt HDH mdi hoan toan 1én SSD dich dé tén dung Mé héa
Phdn cirng vdi eDrive.

1. Cai dat HDH dugc ho tro trén SSD dich.

2. Sau khi cai d§t HDH, hay cai dit Kingston SSD manager (KSM), chay KSM, va xac nhan rang théng diép sau
xuat hién trén thé Security bén trong &ng dung:
“IEEE 1667 is enabled an may not be changed because TCG Locking is enabled.”

Firmware || Health JSecurity | Events

Vendor/Model: KINGSTON SKC2000M82000G

Physical Drive 0: Serial Number:  50026B728221E27C
- KINGSTON SKC400537A1024G
Serial: 500268725C014945 Ve oEnL:
Firmware: SAFM00O.W TCG OPAL Version 2.0 is supported

Web Firmwa n Al bl L
‘'eb Firmware Content Not Accessible 1CG OPAL is enabled

Physical Drive 1: Encrypted, MBR Enabled, MBR Not Done
,  KINGSTON SKC2000M82000G The SSD is unlocked
ﬂ,) Serial: 500268728221€27C
Web Firmware Content Not Accessible Revert
IEEE 1667:

IEEE 1667 is enabled and may not be changed because TCG

Locking is enabled. \

Parrtitioning Health Overview SSD Health Environment
1863.0G Unknown 7 Fail Nor SSD Wear Indicator Temperature

91 —_—

’ 2 Y e— .
v Warnings: ! 34C/93F
A SSD Spare Blocks
v Overal: jealthy —_— Power On Hours = 58
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3. S dung phim Windows dé tim kiém Manage BitLocker va sau dé chay &rng dung.

% Manage BitLocker

Control panel

-

4. Chon Turn on BitLocker tir bén trong clra s6 Explorer.

% BitLocker Drive Encryption [
R - System and Security » BitLocker Drive Encryption v t P

Control Panel Home

BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your diives with BitLocker

Operating system drive

C: BitLocker off

iz %
- \
Fixed data drives

Removable data drives - BitLocker To Go

nsert & removable USB flash drive to use BitLocker To Go

5. Tiép tuc lam theo cac |&i nhac dé cau hinh SSD dich. Khi dugc yéu cau, hdy chon Start encrypting.
Theo mac dinh, Run BitLocker system check duoc chon. Ban nén ti€én hanh védi tuy chon nay bat. Tuy nhién,
khi bé chon, ban s& cé thé xac nhan xem m3 hda phan cirng cé bat hay khdng ma khéng yéu cau khéi dong
lai hé théng.

@ ‘"Illu(krlI)Hv'v"n(ryphhnl( )

Are you ready to encrypt this drnive?

Encryption might take a while depending on the size of the dnve

{1 Run BitLocker system check

The system check ensures that Bitlocker can read the recovery and encryption keys correctly before
encrypting the drive.

BitLocker will restart your computer before encrypling

Note: This check might take & while, but is recommended 1o ensure that your selected unbock method
works without requiring the recovery key.

[Strtencypting | Cancet |
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Lwu y: Néu ban gdp mdt man hinh yéu cau ban “Choose how much of your drive to encrypt”,
diéu nay thwong cho biét rang SSD dich s&é KHONG bat ma héa phan trng ma thay vao doé sé
stir dung ma héa phan mém.

& & BitLocker Drive Encryption (C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive,

Encrypting the entire drive ensures that all data is protected-even data that you deleted but that might still
contain retrievable info.

I (® Encrypt used disk space only (faster and best for new PCs and drives) I

(O Encrypt entire drive (slower but best for PCs and drives already in use)

Cancel

6. NE&u duoc yéu ciu, hdy khdi dong lai hé théng va sau d6 mé lai Manage BitLocker dé xac nhan trang
thai ma hda cua SSD dich.
+ & “ System and Security * Bitlocker Drive Encryption v O

L]
1P )
Control Penel Home BitLocker Drive Encryption

Help protect your files and falders from unauthorized access by protecting your drives with BitLocker.

O ror your security, some settings are managed by your system administrator

Operating system drive

C: BitLocker on
G Suspend protection

- 3 s" Back up your recovery key
Q Turn off BitLocker

JE

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.

Q TPM Administration
% Disk Management

Privacy statement

“Kingston
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7. Ban ciling cé thé kiém tra trang thai ma héa cla SSD dich bang cdch m& cmd.exe va g&: manage-bde -status

Bat Microsoft eDrive véi Windows 10 (phién ban 1903+)

Microsoft dé thay déi hanh vi méc dinh cda Windows 10 déi véi méd hda eDrive khi phdt hanh Windows 10 phién
bdn 1903. D€ bét eDrive trong ban dwng nay va cé thé & cdc bdn sau nay, ban sé cGn chay gpedit dé bat mé héa
phén cing.

Lwu y: Khéng nhén bén hé diéu hanh sang SSD dich cda ban. Nhédn bén HPH sang SSD dich sé ngén ban bt Mé
héa Phén cirng st dung eDrive. Ban phdi tién hanh cai dgt HDH mdi hodn toan 1én SSD dich dé tan dung Md hdéa
Phén cirng vdi eDrive.

1. Cai dat HDH dugc ho tro trén SSD dich.

2. Sau khi cai d3t HDH, hay cai ddt Kingston SSD manager (KSM), chay KSM, va xac nhan rang thoéng diép sau
xuat hién trén thé Security bén trong &rng dung:
“IEEE 1667 is enabled an may not be changed because TCG Locking is enabled.”

Vendor/Model: KINGSTON SKC2000M82000G
Serial Number: 50026B728221E27C

TCG OPAL:

TCG OPAL Version 2.0 is supported

Not Accessible

TCG OPAL is enabled

Physical Drive 1:
. KINGSTON SKC2000M82000G
ﬂ/ Serial: 500268728221E27C
Firmware: $2681100
Web Firmware Content Not Accessible

Encrypted, MBR Enabled, MBR Not Done

The SSD is unlocked

O —
Revert

IEEE 1667:

Partitioning Health Overview
v Failures:
v Warnings:
v Overal:

IEEE 1667 is enabled and may not be changed because TCG

Locking is enabled. \

SSD Health Environment
None SSD Wear Indicator Temperature
I—T
P 34c/o3F

None

55D Spars Blocia Power On Hours = 58

Healthy

~ Kingston
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3. Chay gpedit.msc dé sira d6i cai dat ma hda.
Di chuyén dén Administrative Templates> Windows Components> BitLocker Drive Encryption>

a.

b. Sau do chon Configure use of hardware-based encryption for operating systems
Bat tinh nang va sau d6 Ap dung cai dat.

C.

Operating System Drives

Locel Group Policy Editor

File Action View Heip

-

Local Computer Policy "

Bmlr

[+ & Computer Configuration

Software Settngs
Windows Settings
[V 7 adminizative Templzzes |
Control Panel
Network
Printers
Server

Start Menu and Taskbar
Systern
Windows Components

ActveX Installer Service
Add features to Windows 10
App Package Deployment
App Privacy
2 App runtime
Application Compatibility
AutoPlay Policies
_ Biometrics
[+ = Bittocker Dive Encryption |
Fed Data DIwes

1 Remavable Data Drives

Camera

Opersting System Drives

| Select an item to view its description

Setting
1 ABow network unlock at statup

3 | Aiow Secure Bact for integrity validation

£| Require additionel suthenticeton et stertup

1| Require additional authenticabon at startup (Windows Serve..,
ord
| Allow devices compliant with InstantGo or HSTI to opt out 0.,

I | Disallow standard users from changing the PIN or pa

1| Enable use of BaLocker authenticalion regquiring preboot ke...
1| Alow enhanced PINs for startup
31| Configure minimum PIN length for statup

Stete
Not configured
Not configured
Not configured
Not conligured
Not configured
Not configured
Not contigured
Not configured
Not configured

Comment

No

[T Configure ue of hardware-based encryption fof operating ..

ol conligured

1 | Enforce drive encryption type on operating system dnves

i:| Configure use of passwords for opersting system drives

1| Choose how BitLocker-protected opersting s
1| Configure TPM platform validation profie for BIOS- based fi..
=| Configure TPM platform validstion profile (Windows Vists,
& Conbigure 1PM platform validston peofide for natrve UEF! fir
1| Configure pre-boot recovery message and URL

S Reset platform validstion data sfter Blocker recovery

] Use enhisnced Boot Configurstion Dats validstion profile

ystem drves cau

Not configured
Not configured
Not configured
Not configured
Hot configured
Not configured
Not configured
Not configured
Not configured

§6585868¢

Luu y: D& bat eDrive trén cac 6 khac ngoai 6 chira hé diéu hanh, ban c6 thé dp dung cac cai dit twong tu bang
cach: Administrative Templates> Windows Components> BitLocker Drive Encryption> Fixed Data Drives>
Configure use of hardware-based encryption for fixed data drives (Bat va sau dé Ap dung)

4. S dung phim Windows dé tim kiém Manage BitLocker va sau dé chay &rng dung.

Manage BitLocker N

Control panel

5. Chon Turn on BitLocker tir clra s6 Explorer.

& sittocker Drive Encryption

& - System and Security > BitLocker Drive Encryption v

Control Panel Home

BitLocker Drive Encryption

Heldp protect your files and folders from unauthotized access by protecting your diives with BitLocker

Operating system drive

C: BitLocker off
[+
-

Fixed data drives

Removable data drives - BitLocker To Go

nsert & removable USB flash drive to use BitLocker To Go.

~
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6. Tiép tuc lam theo cac I6i nhdc dé cau hinh SSD dich. Khi dwoc yéu cau, hdy chon Start encrypting.
Theo mac dinh, Run BitLocker system check duoc chon. Ban nén tién hanh vdi tly chon nay bat.
Tuy nhién, khi bo chon, ban s& cé thé xac nhan xem m3 hda phan cing cé bat hay khéng ma khéng
yéu cau khéi déng lai hé théng.

« "R Bittocker Drive Encryption (C)

Are you ready to encrypt this drive?

Encryption might take 3 while depending on the size of the dnve

| Run BitLocker system check

The system check ensures that Bitlocker can read the recovery and encryption keys correctly before
encryptng the drive,

BiLocker will restart your computer before encryplting

Note: This check might take & while, but s recommended 1o ensure that your selected unfock method
works without requiring the recovery key.

[CStartencrypting | | Cancet |

Lwu y: Néu ban gdp mdt man hinh yéu ciu ban “Choose how much of your drive to encrypt”, diéu nay thuwéng
cho biét rang SSD dich s&8 KHONG bat ma héa phan (rng ma thay vao d6 sé st dung ma héa phan mém.

& By BitLocker Drive Encryption (C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive,

Encrypting the entire drive ensures that all data is protected-even data that you deleted but that might still
contain retrievable info.

I (® Encrypt used disk space only (faster and best for new PCs and drives) I

(O Encrypt entire drive (slower but best for PCs and drives already in use)
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7. Né&u duoc yéu cau, hdy khdi dong lai hé thdng va sau d6 m& lai Manage BitLocker dé xac nhan trang thai
m3 hda cuta SSD dich.

T & « System and Security > BitLocker Drive Encryption v D Se r F »
Control Panel H )
ontrolfenertoms BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

@ For your security, some settings are managed by your system administrator,

Operating system drive

C: BitLocker on

Fixed data drives

Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.

" TPM Administration
) Disk Management

Privacy statement

s

8. Ban cling c6 thé kiém tra trang thai ma hda clia SSD dich bang cdch m& cmd.exe va gd: manage-bde -status

“ Kingston
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T4t ho tro’ Microsoft eDrive
DE xba SSD dich cla ban va xda hd tro BitLocker eDrive khdi 6, vui ldng thirc hién cac budce sau.

Lwu y: Qud trinh nay sé dét lai SSD dich cia ban va TAT CA DU LIEU €O TREN O SE BJ XOA.

1. Ghi lai gia tri PSID cta SSD dich. Gia tri nay duoc in trén nhan.

500GB

50026872822E8546
i lll

R-R-K93-KC2080
CAN ICES-3(BYNMS-3(8)

w.m&gml> &

4 ~
|

Vi du: Gia tri PSID KC2000

2. G&n SSD dich lam 6 phu va chay Kingston SSD Manager (KSM).

3. Chon thé Security va thuc hién TCG Revert bang cach nhap vao gid trj PSID gdbm 32 chit s6 tir bwdc mot,
sau d6 chon TCG Revert. Sau khi hoan thanh, ban s& thiy thong bao TCG Revert completed successfully.
Néu théng bdo khéng xuat hién, vui long nhap lai gid tri PSID cla ban va thir hoan nguyén lai.

o Firmware | Health JSecurity | Events

Vendor/Model: KINGSTON SKC2000M82000G
Physical Drive 0: Serial Number: 50026B728221E27C
KINGSTON SKC400537A1024G
Serial: 500268725C014945
Firmware: SAFM00.W TCG OPAL Version 2.0 is supported
Web Firmware Content Not Accessible

TCG OPAL:

TCG OPAL is enabled

Physical Drive 1: Encrypted, MBR Enabled, MBR Not Done

KINGSTON SKC2000M82000G The SSD is unlocked [
Serial: 500268728221E27C

Web Firmware Content Not Accessible Revert

|EEE 1667:

IEEE 1667 is enabled and may not be changed because TCG
Locking is enabled.

Partitioning Health Overview SSD Health Environment
1863.0G Unknown v Failures: A SSD Wear Indicator Temperature
2 1% P—
v Warnings: N 2 34C/93F

A SSD Spare Blocks
v Overalk Healthy —— T Power On Hours = 58

'Kingston




4. Mot khi 6 da dwoc hoan nguyén, ban sé& cé tly chon dé tat hd tro IEEE1667. Vui long chon IEEE1667 Disable

va cho thong bdo “IEEE1667 Support Toggle completed successfully”.

Firmware || Health Events

Vendor/Model: KINGSTON SKC2000M82000G
Physical Drive 0: Serial Number: 50026B728221€27C
KINGSTON SKC400S37A1024G

Serial: 50026B725C014945 TCG OPAL:
Firmware: SAFM0O0.W TCG OPAL Version 2.0 is supported

Web Firmware Content Not Accessible TCG OPAL is disabled
Physical Drive 1: ﬂ TCG Not Enabled, Revert Disabled
KINGSTON SKC2000M82000G .

Serial: 500268728221E27C |EEE 1667:

Firmware: 52681100 IEEE 1667 is enabled

Web Firmware Content Not Accessible
1EEE 1667
|EEE 1667 Support Toggle completed successfully!

Partitioning Health Overview SSD Heolth Environment

1863,0G Unknown Y Failures: Nor SSD Wear Indicator Temperature
Ty — —
1 31C/87F

v Warnings:
’ SSD Spare Blocks
v’ Overalk: althy P —— A —— Power On Hours =58

5. Xac nhan rang ho tro IEEE1667 d3 dwoc tat.

Health Security

Firmware

Vendor/Model: KINGSTON SKC2000ME2000G
Physical Drive 0: Serial Mumber: 50026B728221E27C
KINGSTOM SKC400537A1024G

Serial: S0026B725C014945 TCG OPAL:
Firmware: SAFMO0.W TCG OPAL Version 2.0 is supported
‘Web Firmware Content Not Accessible TCG OPAL is disabled

Enabled, Revert Disabled

Physical Drive 1: m TCG
. KINGSTON SKC2000M82000G
BB seria: sonzeeT28221627C IEEE 1667:

kb _ IEEE 1667 is disabled
Web Firmware Content Not Accessible

IEEE 1667 Support Toggle completed successfully!

D Health wironment
550 Wear Indicator Temperature
I1C/BIF

Fower On Hours

Owerall

6. SSD dich cla ban d3 sdn sang dé tai s& dung.

Béo lwu moi quyéen. Tat ca nhan hiéu thwong mai va nhan hiéu thwong mai da dang ky la tai san cla chl s hteu

% —SGS» twong rng.
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