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About This User Guide

This quick start guide is for Kingston's DataTraveler® 4000G2 FIPS 140-2 Level 3 — DataLocker
Managed Secure USB device (referred to simply as DT4000G2DM from this point forward)
using the default system values and no customisations.

System Requirements

PC Platform Supported PC Operating Systems
e Pentium Il processor or equivalent (or e Windows 11
faster) e Windows 10
e 15MB free disk space
e USB 2.0/3.0

e Two available consecutive drive letters
after the last physical drive

Mac Platform Supported Operating Systems
e 15MB free disk space ¢ macOS 10.15.x - 12.x.x
e USB 2.0/3.0

- - rye 3 m |
¢ Kingston § |
L .
Figure 1.1 — USB 2.0/3.0 Ports, Type A Figure 1.2 — DT4000G2DM

Document No. 480DT4000G2DM.A00 DatalLocker Managed Solution Page 2 of 11



® Kingston

Recommendations

To ensure that ample power is supplied to the DT4000G2DM device, insert it directly into a
USB 2.0/3.0 port on your notebook or desktop, as seen in Figure 1.3. Avoid connecting it to
any peripheral device(s) that may feature a USB port, such as a keyboard or USB-powered
hub, as seen in Figure 1.4.

Figure 1.3 — Recommended Usage Figure 1.4 — Not Recommended
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Setup (Windows Environment)

1. Insert the DT4000G2DM into an available USB port
on your notebook or desktop and wait for Windows [

| Installing device driver software *
Click here for status.

to detect it.

e Windows 11/10 users will receive a device driver
notification as seen in Figure 2.1.

Figure 2.1 — Device Driver Installation

Once the new hardware detection is complete,
Windows will prompt you to begin the initialisation T = = =
process.

~

. DVD RW Drive (F:) Login Kingston
e Windows 11/10 users will see an AutoPlay

window similar to the one in Figure 2.2. [ Always do this for software and games:
Install or run program from your media
. . , Run Kingston.
2. Select the option * Run Kingston.exe'. ' Published by Datalocker Ine
General options
If Windows does not AutoPlay, you can browse to the | Open folder to view fies

CD-ROM partition (Figure 2.3) and manually execute
the DT4000G2DM program. This will also start the

View more AutoPlay options in Control Panel

initialisation process. . 4
, , N Figure 2.2 — AutoPlay Window
A== =
@Qvﬁ » DVDRW Drive (F) .. » -|¢,|] Search DVD RW Drive... O |
Organize v Share with ¥ Burn = « [ '@‘
X Favorites - (Note: Menu options in the AutoPlay
- gﬁ‘“‘l’”d [ i window may vary depending on what
& Downloads ¥ .
S ek Ploces £l j programs are currently installed on
Kagion s el your computer. AutoRun will start the
H S initialisation process automatically.)
| ,; Music 4!
= Pictures { ‘;‘
B videos N
2\l Kingston.exe autorun.inf
. 4 items

Figure 2.3 — DT4000G2DM Contents

Device Initialisation (Windows Environment)
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DT4000G2DM can be initialised one of two ways: standalone or managed. Upon running
Kingston.exe, you will be prompted to create a user password.

1. Select a password. Non-managed and standalone drives require a password with the
following criteria (Figure 3.1):

Minimum of eight (8) characters, including 1 uppercase, 1 lowercase and 1 digit

| T N
# DT4000G2DM 4.8.16 m| [ = |

Actions Help
. Welcome

Password Policy

Password must contain:

at least 8 characters
| B at least one digit (1)
. B at least one upper case letter (A)
| K at least one lower case letter (a)

ap ) 00 e

[A I have read and understood the warranty

Figure 3.1 — Confirm Password

Note: Managed drives require passwords that meet the criteria set forth in the policy of
the DatalLocker SafeConsole management server.

2. Once a password has been selected (and it meets the specified criteria), you must enter
it a second time in the 'Confirm Password' text box to ensure proper entry.

3. Click the checkbox to accept the warranty statement.

4. Click [Confirm] to complete initialisation.

Device Usage (Windows Environment)
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Each time that you insert the DT4000G2DM, you will be prompted to enter the password
created during the initialisation process (Figure 4.1). During the login process, if you enter an
invalid password (Figure 4.2), you will be given another opportunity to enter the correct
password. Note that there is a built-in security feature that tracks the number of invalid login
attempts. If this number reaches the pre-configured value of 10 (maximum number of invalid
logins), the DT4000G2DM will lock you out and require a device reset. Figure 4.3 on next page

(Note: If you log in successfully before reaching the limit of 10 invalid password attempts, the
login counter will reset.) Continues on next page.

Enter password

Figure 4.1 — Enter Password

Enter password

Figure 4.2 — Login Failure

Device Initialisation (Windows Environment), Continued:
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Figure 4.3 — MaxNoA Reached

Setup (Mac Environment)
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Insert the DT4000G2DM into an available USB port on your Mac notebook or desktop and wait
for the operating system to detect it. If the 'Login' volume (Figure 5.1) does not appear on the
desktop, open Finder ¥ and locate the '‘Login’ volume (Figure 5.2) on the left side of the Finder
window (listed under DEVICES). Highlight the volume and double-click the 'Kingston' application
icon in the 'Finder' window. (Figure 5.2) This will start the initialisation process.

=

Figure 5.1 — DT4000G2DM

<

Favorites
@ AirDrop .

& All My Files autorun.inf Kingston
¢ iCloud Drive
+2: Applications
& Desktop

Eﬁ Documents

O Downloads

Kingston.exe win

Devices
=] MacDS
Q Login

Shared

Figure 5.2 — Contents

Device Initialisation (Mac Environment)
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DT4000G2DM can be initialised one of two ways: standalone or managed. Upon running
Kingston.app, you will be prompted to create a user password.

1. Select a password. Non-managed and standalone drives require a password with the
following criteria (Figure 6.1):

Minimum of eight (8) characters, including 1 uppercase, 1 lowercase and 1 digit

. Welcome

Password Policy

Password must contain:

= at least 8 characters

« at least one digit (1)

% at least one upper case letter (A)
® at least one lower case letter (a)

[ 1 have read and understood the warranty

Figure 6.1 — Confirm Password

Note: Managed drives require passwords that meet the criteria set forth in the policy of
the DataLocker SafeConsole management server.

1. Once a password has been selected (and it meets the specified criteria), you must enter
it a second time in the 'Confirm Password' text box to ensure proper entry.

2. Click the checkbox to accept the warranty statement.

3. Click [Confirm] to complete initialisation.

Device Usage (Mac Environment)
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Each time that you insert the DT4000G2DM, you will be prompted to enter the password
created during the initialisation process (Figure 7.1). During the login process, if you enter an
invalid password (Figure 7.2), you will be given another opportunity to enter the correct
password. Note that there is a built-in security feature that tracks the number of invalid login
attempts. If this number reaches the pre-configured value of 10 (maximum number of invalid
logins), the DT4000G2DM will lock you out and require a device reset. Figure 7.3 on next page

(Note: If you log in successfully before reaching the limit of 10 invalid password attempts, the
login counter will reset.) Continues on next page.

f} DT4000G2DM 4.8.16

l_ Enter password

Figure 7.1 — Enter Password

.‘ Enter password

Figure 7.2 — Login Failure

Device Usage (Mac Environment), Continued:
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Figure 7.3 — MaxNoA Reached
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Sobre esta guia del usuario

Esta guia de inicio rapido esta destinada al uso del dispositivo DataTraveler® 4000G2 FIPS
140-2 Nivel 3 — DataLocker Managed Secure USB de Kingston (referido de manera mas
sencilla de ahora en adelante en este documento como DT4000G2DM) usando los valores
predeterminados del sistema, es decir, sin tener en cuenta valores personalizados.

Requisitos del sistema

Plataforma Windows Sistemas operativos compatibles
e Procesador Pentium 1ll o equivalente e Windows 11
(0 mas rapido) e Windows 10
e 15 MB de espacio disponible en disco
e USB 2.0/3.0

e Dos unidades consecutivas disponibles
aparte de la unidad fisica

Plataforma Mac Sistemas operativos compatibles
e 15 MB de espacio disponible en disco ¢ macOS 10.15.x - 12.x.x
e USB 2.0/3.0
==
s Kingston §
== 5

Figura 1.1 — Puertos USB 2.0/3.0, tipo A Figura 1.2 — DT4000G2DM
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Recomendaciones

Para asegurarse de que existe suficiente capacidad para el dispositivo DT4000G2DM,
insértelo directamente en el puerto USB 2.0 de su portatil u ordenador de sobremesa, tal como
se indica en la Figura 1.3. Evite conectarlo a cualquier dispositivo periférico que pueda
incorporar un puerto USB, tal como un teclado o concentrador alimentado por USB, tal como
se muestra en la Figura 1.4.

Figura 1.3 — Uso recomendado Figura 1.4 — Uso no recomendado
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Configuracién (entorno Windows)

1. Inserte DT4000G2DM en un puerto USB que se
encuentre disponible en su portatil u ordenador de
sobremesa y espere a que Windows lo detecte.

e Los usuarios de Windows 11/10 recibiran un
aviso del controlador del dispositivo como se
muestra en la Figura 2.1.

Una vez detectado el hardware, Windows le indicara
gue ponga en marcha el proceso de inicializacion.

e Los usuarios de Windows 11/10 veran una
ventana AutoPlay similar a la que se muestra en
la Figura 2.2.

2. Elijala opcion * Run Kingston.exe’.

Si Windows no presenta la ventana AutoPlay, puede
navegar hasta la particibon CD-ROM (Figura 2.3) y
ejecutar manualmente el programa DT4000G2DM. De
este modo también comenzard el proceso de
inicializacion.

[E=S =)
@uvﬁ » DVDRW Drive (F) ... » + [ 43 [ Search OVD AW Drive... |
Organize v Share with v Burn = v )] 4@‘
-{ Favorites
B Desktop £ i
& Downloads ¥
=l Recent Places E j
Kingston.app win
4 Libraries
H “<| Documents
J Music (]
&=/ Pictures { ;‘
E Videos o
2\l Kingston.exe autorun.inf
. 4 items
= — =1

Figura 2.3 — Contenido de DT4000G2DM

Click here for status.

{“ | Installing device driver software *

Figura 2.1 — Instalacién del controlador del
dispositivo

-~

-
' AutcPlay = A= R

' DVD RW Drive (F:) Login Kingston

[T] Always do this for software and games:

Install or run program from your media

' Run Kingston.exe

General options

Open folder to view files

View more AutoPlay options in Control Panel

Figura 2.2 — Ventana Reproduccién
automatica

(Nota: Las opciones de menu de la
ventana Reproduccién automatica
pueden variar en funcién de los
programas que tenga instalados en
su ordenador. AutoRun pondra en
marcha automaticamente el proceso
de inicializacion.)
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Inicializacion de dispositivo (entorno Windows)

DT4000G2DM puede inicializarse de una de las dos formas siguientes: autbnoma o
gestionada. Al ejecutar Kingston.exe se le indicara que cree una contrasefia de usuario.

1. Seleccione una contrasefa. Las unidades no gestionadas y unidades independientes
requeriran una contrasefia con los criterios siguientes (Figura 3.1):

Minimo de ocho (8) caracteres, incluidos 1 letra mayuscula, 1 mintsculay 1 digito

T T N
§ DT4000620M 4.8.16 m| [ =]

. Welcome

Password Policy

Password must contain:

at least 8 characters

B at least one digit (1)

B at least one upper case letter (A)
K at least one lower case letter (a)

[ I have read and understood the warranty

Confirm

Figura 3.1 — Confirmar contrasefia

Nota: Las unidades gestionadas requeriran contrasefias que cumplan los criterios
establecidos en la politica del servidor de gestién de DatalLocker SafeConsole.

2. Unavez que se ha seleccionado la contrasefia (y cumple los criterios especificados),
debe introducirla una segunda vez en el cuadro de texto"Confirmar contrasefia” para
asegurarse de que la ha introducido correctamente.

3. Haga clic en la casilla de verificacion para aceptar la declaracién de garantia.
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4. Haga clic en [Confirmar] para completar la inicializacion.

Uso del dispositivo (entorno de Windows)

Cada vez que conecte DT4000G2DM, se le solicitara introducir la contrasefia creada durante
el proceso de inicializacion (Figura 4.1). Durante el proceso de inicio de sesion, en caso de
introducir una contrasefa invalida (Figura 4.2), se le dara otra oportunidad para introducir la
contrasefia correcta; observe que existe una funcion de seguridad incorporada que efectla el
seguimiento del numero de intentos de inicio de sesion fallidos y, si este nimero alcanza el
valor preconfigurado de 10 (niumero méximo de inicios de sesién fallidos), DT4000G2DM
bloqueara al usuario y sera necesario restablecer los valores del dispositivo. Figura 4.3 en la
pagina siguiente

(Nota: Antes de bloquear el dispositivo con 10 intentos de contrasefa fallidos, el contador de
inicio de sesibn se reiniciard con un inicio de sesion efectuado correctamente. Continde en la
pagina siguiente.

Actions Help

. Enter password

Figura 4.1 — Introducir contrasefa
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| DT4000G2DM 4.8.16

Figura 4.2 — Error de inicio de sesion

Inicializacion del dispositivo (entorno de Windows), Continda:

(8 DT4000G20M 481

ctions Help

Figura 4.3 — MaxNoA alcanzado
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Configuracién (entorno Mac)

Conecte DT4000G2DM a un puerto USB que esté disponible en su portatil u ordenador de
sobremesa Mac, y espere a que el sistema operativo lo detecte. Si el volumen de 'Login'
(Figura 5.1) no aparece en el escritorio, abra el Buscador e y localice el volumen 'Login’ (Figura
5.2) en el lado izquierdo de la ventana del Buscador (enumerado bajo DISPOSITIVOS.)
Seleccione el volumen y haga doble clic en el icono de la aplicacion 'Kingston' de la ventana
del 'Buscador'. (Figura 5.2) De este modo se comenzard el proceso de inicializacion.

Figura 5.1 — DT4000G2DM
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<

Favorites
@ AirDrop .

£ Al My Files autorun.inf
<7 iCloud Drive
42 Applications
= Desktop

@ Documents

o Downloads

Kingston.exe

Devices
=) Mac0S
Q Login

Shared

Figura 5.2 — Contenidos

Inicializacion del dispositivo (entorno Mac)

DT4000G2DM puede inicializarse de una de las dos formas siguientes: autbnoma o

Kingston

win

gestionada. Al ejecutar Kingston.app se le indicara que cree una contrasefia de usuario.

1. Seleccione una contrasefa. Las unidades no gestionadas y unidades independientes

requeriran una contrasefia con los criterios siguientes (Figura 6.1):

Minimo de ocho (8) caracteres, incluidos 1 letra mayuscula, 1 minasculay 1 digito

Documento No. 480DT4000G2DM.A00 Datal.ocker Managed Solution
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Kingston §

. Welcome

Password Policy

Password must contain:

= at least 8 characters

x at least one digit (1)

% at least one upper case letter (A)
® at least one lower case letter (a)

Select password

esencusen v

[ 1 have read and understood the warranty

Figura 6.1 — Confirmar contrasefia

Nota: Las unidades gestionadas requeriran contrasefias que cumplan los criterios
establecidos en la politica del servidor de gestién de DataLocker SafeConsole.

1. Una vez que se ha seleccionado la contrasefia (y cumple los criterios especificados),
debe introducirla una segunda vez en el cuadro de texto"Confirmar contrasefia" para
asegurarse de que la ha introducido correctamente.

2. Haga clic en la casilla de verificacion para aceptar la declaracién de garantia.

3. Haga clic en [Confirmar] para completar la inicializacion.

Uso del dispositivo (entorno Mac)

Cada vez que conecte DT4000G2DM, se le solicitara introducir la contrasefia creada durante
el proceso de inicializacién (Figura 7.1). Durante el proceso de inicio de sesion, en caso de
introducir una contrasefa invalida (Figura 7.2), se le dara otra oportunidad para introducir la
contrasefia correcta; observe que existe una funcion de seguridad incorporada que efectua el
seguimiento del niumero de intentos de inicio de sesion fallidos y, si este nUmero alcanza el
valor preconfigurado de 10 (nimero maximo de inicios de sesion fallidos), DT4000G2DM
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bloqueara al usuario y sera necesario restablecer los valores del dispositivo. Figura 7.3 en la
pagina siguiente

(Nota: Antes de bloquear el dispositivo con 10 intentos de contrasefa fallidos, el contador de
inicio de sesidn se reiniciard con un inicio de sesion efectuado correctamente. Continde en la
pagina siguiente.

Figura 7.1 — Introducir contrasefia

P DT4000G2DM 4.8.16

Figura 7.2 — Error de inicio de sesién

Inicializacion del dispositivo (entorno Mac), continua:
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Figura 7.3 — MaxNoA alcanzado
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Uber diese Bedienungsanleitung
Diese Kurzanleitung filr den Kingston DataTraveler® 4000G2 FIPS 140-2 Level 3 — DataLocker

Managed Secure USB-Speicher (nachfolgend DT4000G2DM) bezieht sich auf
Standardsysteme ohne kundenspezifische Anpassungen.

Systemvoraussetzungen

PC-Plattform Unterstitzte PC-Betriebssysteme
e Mindestens Pentium Il Prozessor, e Windows 11
aquivalent oder schneller. e Windows 10

e 15MB freier Festplattenspeicher.

e USB 2.0 bzw. 3.0

o Zweli freie, aufeinanderfolgende
Laufwerksbuchstaben nach dem
letzten physischen Speicher.

Mac Plattform Unterstitztes Betriebssystem

e 15MB freier Festplattenspeicher. ¢ macOS 10.15.x - 12.x.x
e USB 2.0 bzw. 3.0

==
¢ Kingston §
==’
Abb. 1.1 — USB 2.0-/3.0-Anschlisse, Typ A Abb. 1.2 — DT4000G2DM
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Empfehlungen

Um eine ausreichende Stromversorgung des DT4000G2DM sicherzustellen, stecken Sie ihn
direkt in einen USB 2.0-/3.0-Anschluss lhres Notebooks oder Desktops ein, siehe Abb. 1.3.
Vermeiden Sie das Einstecken in Peripheriegerate mit einem USB-Anschluss, wie eine
Tastatur oder einen USB-Hub. Siehe Abb. 1.4.

Abb. 1.3 — Empfohlener Anschluss Abb. 1.4 — Nicht empfehlenswert

Dokument Nr. 480DT4000G2DM.A00 DatalLocker Managed Solution Seite 3von 11



® Kingston

Installation & Einrichtung (Windows-Umgebung)

1. Stecken Sie den DT4000G2DM in einen freien
USB-Anschluss lhres Notebooks oder PCs und [

| Installing device driver software *
Click here for status.

warten Sie, bis Windows ihn erkannt hat.

e Windows 11/10 Anwendern wird eine
Geratetreiber-Meldung angezeigt, siehe Abb. 2.1.

Abb. 2.1 — Geratetreiberinstallation

Windows fordert Sie nach Abschluss der Hardware-

Erkennung zum Starten der Geréateinstallation auf. ‘ == =
. AutoPlay =
e Windows 11/10 Anwendern wird ein AutoPlay- ' DVD RW Drive (F:) Login Kingston
Fenster angezeigt, ahnlich wie in Abb. 2.2
abgeblldet' ["] Always do this for software and games:
Install or run program from your media
.. . . . . . ) Run Ki r
2. Wahlen Sie die Option * Run Kingston.exe’. ' Bt b Dot o
General options
Wenn Windows AutoPlay nicht startet, rufen Sie die | Open folder to view fies
CD-ROM-Partition (Abb. 2.3) auf und starten Sie das o
Programm DT4000G2DM manuell. Dadurch wird auch B
der Installationsprozess gestartet. 4
) Abb. 2.2 — Fenster AutoPlay
@Qvﬁ » DVD RW Drive (F:) ... » v|¢,|] Search DVD RW Drive... 0 |
Organize v Share with v Burn = ~ [ "@‘
¢ Favorites E (Hinweis: Die Menuoptionen im
fg““‘l"’d i ; Fenster AutoPlay kdnnen je nach den
S Recent Places 1 _ ‘ aktuell auf Inrem Computer
e = installierten Programmen
H e unterschiedlich sein. AutoRun startet
| 9 Masic ' 2y den Installationsprozess
i Pictures €5 automatisch.)
B Videos N
Al Kingston.exe autorun.inf
. 4 items
— — |

Abb. 2.3 — DT4000G2DM Inhalt
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Gerateinstallation (Windows-Umgebung)

Der DT4000G2DM kann auf zwei Arten installiert werden: Als Einzelplatz- oder als Managed
Version. Nach der Ausfiihrung der Datei Kingston.exe werden Sie zum Erstellen eines
Benutzerpasswortes aufgefordert.

1. Passwort einrichten. Bei nicht-managed Standalone-USB-Speichern ist die Einrichtung
eines Passworts nach folgenden Kriterien erforderlich (Abb. 3.1):

Mindestens 8 Zeichen, in denen 1 GroBbuchstabe, 1 Kleinbuchstabe und 1 Ziffer enthalten
sein mussen.

= |

§ D74000620M 4.8.16 (m] %=

. Welcome

Password Policy

Password must contain:

B at least 8 characters

B at least one digit (1)

B at least one upper case letter (A)
at least one lower case letter (a)

—r =

[< 1 have read and understood the warranty

Confirm

Abb. 3.1 — Passwortbestatigung

Hinweis: Fur Managed USB-Speicher sind Passworter gemaf den Kriterien erforderlich,
die in den Richtlinien des DatalLocker SafeConsole-Managementservers festgelegt sind.

2. Nach dem Einrichten des Passworts missen Sie es zur Kontrolle der richtigen Eingabe
ein zweites Mal im Textfeld ,Passwort bestétigen“ eingeben.

3. Bestétigen Sie mit einem Hakchen im Kontrollkastchen, dass Sie die Garantieerklarung
akzeptieren.

4. Klicken Sie zum Abschluss der Installation auf [Bestatigen].

Dokument Nr. 480DT4000G2DM.A00 DatalLocker Managed Solution Seite 5von 11



iKTECH]NOLO

Verwendung des Sticks (Windows-Umgebung)

Sie werden nach jedem Einstecken des DT4000G2DM zur Eingabe des Passworts
aufgefordert, das bei der Installation eingerichtet wurde (Abb. 4.1). Wenn Sie beim Einloggen
ein ungultiges Passwort eingegeben haben (Abb. 4.2), werden Sie erneut zur Eingabe eines
korrekten Passworts aufgefordert. Beachten Sie bitte, dass die integrierte Sicherheitsfunktion
die ungultigen Zugriffsversuche zahlt und der DT4000G2DM bei Uberschreiten des
voreingestellten Wertes von 10 (maximale Anzahl) ungultigen Zugriffen gesperrt wird. Das USB-
Speicher muss danach zurlickgesetzt werden. Abb. 4.3 auf der nachsten Seite

(Hinweis: Nach dem erfolgreichen Einloggen wird der Zugriffsz&hler zurtickgesetzt und es
stehen wieder 10 ungtiltige Passworteingaben zur Verfiigung, bevor der USB-Speicher
gesperrt wird. Fortsetzung néchste Seite.

Abb. 4.1 — Passworteingabe
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Abb. 4.2 — Fehlgeschlagene Anmeldung

Gerateinstallation (Windows-Umgebung), Fortsetzung:

Abb. 4.3 — MaxNoA erreicht
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Einrichtung (Mac-Umgebung)

Stecken Sie den DT4000G2DM in einen freien USB-Anschluss lhres Mac Notebooks oder
Desktops ein und warten Sie, bis das Betriebssystem ihn erkannt hat. Wenn ,Login“ (Abb. 5.1)
nicht auf dem Desktop angezeigt wird, 6ffnen Sie den Finder ¥ und suchen Sie nach dem
Speichermedium ,Login“ (Abb. 5.2) in der GERATELISTE links oben im Finder-Fenster.)
Markieren Sie das Speichermedium und doppelklicken Sie im Fenster ,Finder” auf das
Anwendungssymbol ,Kingston®. (Abb. 5.2) Dadurch wird der Installationsprozess gestartet.

=

Abb. 5.1 - DT4000G2DM

<

Favorites
@ AirDrop .

& All My Files autorun.inf Kingston
¢ iCloud Drive
+2: Applications
& Desktop

Eﬁ Documents

O Downloads

Kingston.exe win

Devices
|5 MacOs
Q Login

Shared

Abb. 5.2 — Inhalt
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Installationseinrichtung (Mac-Umgebung)

Der DT4000G2DM kann auf zwei Arten installiert werden: Als Einzelplatz- oder als Managed
Version. Nach der Ausfiihrung der Datei Kingston.app werden Sie zum Erstellen eines
Benutzerpasswortes aufgefordert.

1. Passwort einrichten. Bei nicht-managed Standalone-USB-Speichern ist die Einrichtung
eines Passworts nach folgenden Kriterien erforderlich (Abb. 6.1):

Mindestens 8 Zeichen, in denen 1 GroRbuchstabe, 1 Kleinbuchstabe und 1 Ziffer enthalten
sein mussen.

. Welcome

Password Policy

Password must contain:

= at least 8 characters

x at least one digit (1)

 at least one upper case letter (A)
= at least one lower case letter (a)

Select password

essnsusen v |

[ 1 have read and understood the warranty

Abb. 6.1 — Passwortbestatigung

Hinweis: Fir Managed USB-Speicher sind Passworter geman den Kriterien erforderlich,
die in den Richtlinien des DatalLocker SafeConsole-Managementservers festgelegt sind.

1. Nach dem Einrichten des Passworts missen Sie es zur Kontrolle der richtigen Eingabe
ein zweites Mal im Textfeld ,Passwort bestétigen“ eingeben.
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2. Bestatigen Sie mit einem Hakchen im Kontrollkastchen, dass Sie die Garantieerklarung
akzeptieren.

3. Klicken Sie zum Abschluss der Installation auf [Bestatigen].

Verwendung des Gerats (Mac-Umgebung)

Sie werden nach jedem Einstecken des DT4000G2DM zur Eingabe des Passworts
aufgefordert, das bei der Installation eingerichtet wurde (Abb. 7.1). Wenn Sie beim Einloggen
ein ungultiges Passwort eingegeben haben (Abb. 7.2), werden Sie erneut zur Eingabe eines
korrekten Passworts aufgefordert. Beachten Sie bitte, dass die integrierte Sicherheitsfunktion
die unglltigen Zugriffsversuche z&hlt und der DT4000G2DM bei Uberschreiten des
voreingestellten Wertes von 10 (maximale Anzahl) ungultigen Zugriffen gesperrt wird. Der USB -
Speicher muss danach zuriickgesetzt werden. Abb. 7.3 auf der nachsten Seite

(Hinweis: Nach dem erfolgreichen Einloggen wird der Zugriffszahler zuriickgesetzt und es

stehen wieder 10 ungultige Passworteingaben zur Verfigung, bevor USB-Speicher gesperrt
wird. Fortsetzung nachste Seite.

. Enter password

Abb. 7.1 — Passworteingabe
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Abb. 7.2 — Fehlgeschlagene Anmeldung

Gerateinstallation (Mac-Umgebung), Fortsetzung:

Abb. 7.3 — MaxNoA erreicht
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Solution gérée DataLocker

Manuel d'utilisation
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A propos de ce manuel d'utilisation

Ce Guide de démarrage rapide est concu pour la clé USB sécurisée DataTraveler® 4000G2
FIPS 140-2 Niveau 3 — DatalLocker Managed de Kingston (ou DT4000G2DM dans ce
document) avec les valeurs par défaut du systéme sans personnalisations.

Configuration systeme

Plateforme PC Systémes d'exploitation supportés
e Processeur Pentium 1l ou équivalent e Windows 11
(ou plus rapide) e Windows 10
e 15Mo d'espace disque libre
e USB 2.0/3.0

e Deux lettres de lecteur disponibles et
consécutives apres le dernier disque
physique.

Plateforme Mac Prise en charge des systemes
d'exploitation
e 15Mo d'espace disque libre
e USB 2.0/3.0 ¢ macOS 10.15.x - 12.x.x

==
¢ Kingston §
==
Figure 1.1 — Ports USB 2.0/3.0, Type A Figure 1.2 — DT4000G2DM
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Recommandations

Pour que la DT4000G2DM bénéficie d'une alimentation suffisante, elle doit étre insérée
directement sur un port USB 2.0/3.0 d'un ordinateur portable ou de bureau, comme indiqué
dans la Figure 1.3. Evitez de brancher la clé sur un périphérique équipé d'un port USB, par
exemple un clavier ou un concentrateur USB alimenté, comme indiqué dans la Figure 1.4.

Figure 1.3 — Utilisation conseillée Figure 1.4 — Déconseillé
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Configuration (Environnement Windows)

1. Connectez la DT4000G2DM a un port USB
disponible de votre ordinateur de bureau ou [

| Installing device driver software *
Click here for status.

portable et attendez que Windows la détecte.

e Les utilisateurs de Windows 11/10 verront
s'afficher une notification de pilote de
périphérique, comme indiquée a la Figure 2.1. Figure 2.1  Installation du pilote de

périphérique

Lorsque la détection du nouveau matériel est terminée,
Windows vous demande de lancer le processus (@ Autoriay ] (= =
d'initialisation.

~

' DVD RW Drive (F:) Login Kingston

e Windows 11/10 affiche une fenétre AutoPlay,
similaire a celle indiquée a la Figure 2.2. [F] Aiways do this for software and games:

Install or run program from your media

' Run Kingston.exe

2. Sélectionnez I'option "Run Kingston.exe". General options
- Qicbinirlabondns

Si la fonction AutoPlay de Windows ne démarre pas, T TS

naviguez sur le CD-ROM (Figure 2.3) et lancez

manuellement le programme DT4000G2DM. Le

View more AutoPlay options in Control Panel

processus d'initialisation démarrera aussi. Figure 2.2 — Fenétre AutoPlay
@Qvﬁ » DVD RW Drive (F) .. » v|¢,H Search DVD RW Drive... |
Organize v Sharewith v Bum S- [ @ (Remarque : Les options du menu
K Favorites = affiché dans la fenétre AutoPlay
B Deskiop = i peuvent varier selon les programmes
e = E. | installés sur votre ordinateur.
B o , L'exécution automatique (AutoRun)
ingston.app win .
H 4 Libraries lancera automatiquement le
| Documents RN .
g - ' pa processus d'initialisation).
&= Pictures { ¢
B Videos N
Al Kingston.exe autorun.inf
. 4 items
= =7

Figure 2.3 — Contenu de la clé DT4000G2DM
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Initialisation du dispositif (Environnement Windows)

La DT4000G2DM peut étre initialisée de deux maniéres : autonome ou gérée. Lorsque vous
lancez Kingston.exe, il vous sera demandé de créer un mot de passe utilisateur.

1. Sélectionnez un mot de passe. Les clés autonomes et non-gérées nécessitent un mot
de passe conforme aux critéres suivants (Figure 3.1) :

Huit (8) caractéres au minimum, incluant 1 majuscule, 1 minuscule, 1 chiffre.

T T N
§ DT4000620M 4.8.16 m| [ =]

. Welcome

Password Policy

Password must contain:
at least 8 characters
. E at least one digit (1)
B at least one upper case letter (A)
K at least one lower case letter (a)

[ I have read and understood the warranty

Confirm

Figure 3.1 — Confirmer le mot de passe

Remarque : Une clé Managed exige un mot de passe conforme aux criteres définis par
la politiqgue du serveur de management SafeConsole DatalLocker.

2. Lorsqu'un mot de passe a été sélectionné (et qu'il est conforme aux critéres spécifiés),
vous devez le saisir une deuxieme fois dans la case "Confirmer le mot de passe", pour
accéder au dispositif.

3. Cliquez sur la case a cocher pour accepter la garantie.

4. Cliquez sur [Confirmer] pour terminer l'initialisation.
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Utilisation du dispositif (Environnement Windows)

A chaque insertion de la DT4000G2DM, vous étes invité & saisir le mot de passe créé pendant
le processus d'initialisation (Figure 4.1). Pendant le processus de connexion, si un mot de
passe invalide est saisi (Figure 4.2), vous pourrez a nouveau saisir le mot de passe. Notez
gu'une fonction de sécurité intégrée compte le nombre de tentatives d'acces invalides. Sile
nombre maximal préconfiguré de 10 tentatives est atteint, la clé DT4000G2DM se verrouille et
devra étre réinitialisé. Figure 4.3 a la page suivante

Remarque : Le compteur d'acces est remis a zéro apres chaque acces réussi et avant de
verrouiller le dispositif aprés la dixieme tentative invalide.) Continuer a la page suivante...

Figure 4.1 — Saisissez le mot de passe

Figure 4.2 — Echec de la connexion
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Initialisation du dispositif (Environnement Windows) — suite :

Figure 4.3 — Le nombre prédéterminé de tentatives de connexion erronées est atteint.
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Configuration(Environnement Mac)

Insérez la DT4000G2DM dans un port USB disponible sur votre ordinateur de bureau ou
portable Mac et attendez que le systéme d'exploitation Mac la détecte. Si le volume

" Login" (Figure 5.1) n'apparait pas sur le bureau, ouvrez le Finder et localisez le
volume "& Login" (Figure 5.2) sur le c6té gauche de la fenétre du Finder (listé sous
PERIPHERIQUES.) Sélectionnez le volume et double-cliquez sur l'icone de 'application
"Kingston" dans la fenétre du Finder. (Figure 5.2) Le processus d’initialisation démarrera
automatiqguement.

e

Figure 5.1 — DT4000G2DM

<

Favorites
@ AirDrop .

& Al My Files autorun.inf Kingston
<7y iCloud Drive
:f-\.; Applications
= Desktop

Eﬁ Documents

o Downloads

Kingston.exe win

Devices

=) Mac0S
Q Login

Shared

Figure 5.2 — Contenus
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Initialisation du dispositif (Environnement Mac)

La DT4000G2DM peut étre initialisée de deux maniéres : autonome ou gérée. Lorsque vous
lancez Kingston.app, il vous sera demandé de créer un mot de passe utilisateur.

1. Sélectionnez un mot de passe. Les clés non-managed nécessitent un mot de passe
conforme aux critéres suivants (Figure 6.1) :

Huit (8) caractéres au minimum, incluant 1 majuscule, 1 minuscule, 1 chiffre.

g
. Welcome

Password Policy

Password must contain:

= at least 8 characters

x at least one digit (1)

% at least one upper case letter (A)
® at least one lower case letter (a)

p———
|' : m

e ——
[¥] ! have read and understood the warranty

Confirm

Figure 6.1 — Confirmer le mot de passe

Remarque : Une clé Managed exige un mot de passe conforme aux critéres définis par
la politiqgue du serveur de management SafeConsole DatalLocker.
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1. Lorsqu'un mot de passe a été sélectionné (et qu'il est conforme aux critéres spécifiés),
vous devez le saisir une deuxieme fois dans la case "Confirmer le mot de passe”, pour
acceder au dispositif.

2. Cliguez sur la case a cocher pour accepter la garantie.

3. Cliguez sur [Confirmer] pour terminer l'initialisation.

Utilisation du dispositif (Environnement Mac)

A chaque insertion de la DT4000G2DM, vous étes invité & saisir le mot de passe créé pendant
le processus d'initialisation (Figure 7.1). Pendant le processus de connexion, si un mot de
passe invalide est saisi (Figure 7.2), vous pourrez a houveau saisir le mot de passe. Notez
gu'une fonction de sécurité intégrée compte le nombre de tentatives d'accés invalides. Sile
nombre maximal préconfiguré de 10 tentatives est atteint, la clé DT4000G2DM se verrouille et
devra étre réinitialisé. Figure 7.3 ala page suivante

Remarque : Le compteur d'acces est remis a zéro apres chaque acces réussi et avant de
verrouiller le dispositif aprés la dixieme tentative invalide.) Continuer a la page suivante...

. Enter password

Figure 7.1 — Saisissez le mot de passe
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# DT4000G2DM 4.8.16

Figure 7.2 — Echec de la connexion

Utilisation du dispositif (Environnement Mac) — suite :

e et
f DT4000G2DM 4.8.16

Figure 7.3 — Le nombre prédéterminé de tentatives de connexion erronées est atteint.
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DataTraveler® 4000 G2 FIPS 140-2 di Livello 3

Soluzione managed - DataLocker

Manuale utente
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Informazioni sulla Guida Utente

La presente guida rapida illustra il dispositivo USB sicuro DataTraveler® 4000G2 FIPS 140-2 di
Livello 3 — DataLocker Managed di Kingston (di seguito, “DT4000G2DM”) con i valori di
sistema preimpostati e senza alcuna personalizzazione.

Requisiti di sistema

Piattaforma PC Sistemi operativi supportati
e Processore Pentium Il o equivalente e Windows 11
(oppure superiore) e Windows 10
e 15MB di spazio libero su disco
e USB 2.0/3.0

e Due lettere di unita libere consecutive
dopo quella associata all'ultimo drive
fisico presente sull'unita

Piattaforma Mac Sistemi operativi supportati
e 15MB di spazio libero su disco ¢ macOS 10.15.x - 12.x.x
e USB 2.0/3.0

T
4 Kingston §
_
Figura 1.1 — Porte USB 2.0/3.0, Tipo A Figure 1.2 — DT4000G2DM
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Raccomandazioni

Per garantire una potenza adeguata al funzionamento del drive DT4000G2DM, inserirlo
direttamente all'interno di una porta USB 2.0/3.0 sul computer notebook o desktop, come
illustrato in Figura 1.3. Evitare di collegare il drive a qualunque tipo di periferica dotata di porta
USB, come tastiere o hub USB, come illustrato in Figura 1.4.

Figura 1.3 — Metodi di collegamento Figura 1.4 — Metodi di collegamento sconsigliati
raccomandati
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Configurazione (ambienti Windows)

1. Inserire il drive DT4000G2DM in una delle porte
USB disponibili sul computer notebook o desktop in
uso e attendere il rilevamento da parte di Windows.

e Gli utenti di Windows 11/10 riceveranno la
notifica dell'installazione del driver software per il
nuovo hardware, come illustrato in Figura 2.1.

Una volta completata la fase di rilevamento del nuovo
hardware, Windows chiedera all'utente di avviare la
procedura di inizializzazione.

e Per gli utenti del sistema operativo Windows
nelle versioni 11/10, sara visualizzata la finestra
di esecuzione automatica della funzione
AutoPlay, simile a quella mostrata in Figura 2.2.

2. Selezionare l'opzione “Run Kingston.exe (Esegui

Kingston.exe)”.

Se la funzione AutoPlay non dovesse essere attiva, €
possibile accedere alla funzione del CD-ROM e
lanciare manualmente I'esecuzione del programma
DT4000G2DM (Figura 2.3). Verra avviata la procedura
di inizializzazione.

M pED = é‘
@uvﬁ » DVDRW Drive (F) ... » ~ [ ¢ [ Search VD RW Drive... P |
Organize v Share with v Burn =~ [ f@\

-
{ Favorites
Bl Desktop £ :
& Downloads . ‘
1=l Recent Places E ‘ g
o Kingston.app win
4 Libraries
H | Documents
J Music !
k=] Pictures \ ( ;,
E Videos L
Al Kingston.exe autorun.inf
. 4 items
= =

Click here for status.

{“ | Installing device driver software *

Figura 2.1 — Notifica di installazione del
driver del dispositivo

-~

-
' AutcPlay = A= R

' DVD RW Drive (F:) Login Kingston

[T] Always do this for software and games:

Install or run program from your media

' Run Kingston.exe

General options

Open folder to view files

View more AutoPlay options in Control Panel

Figura 2.2 — Schermata AutoPlay di
Windows

(Nota: le opzioni del menu nella
finestra di AutoPlay possono variare
in base ai programmi attualmente
installati sul computer in uso. La
funzione di esecuzione automatica
awviera il processo di inizializzazione
automaticamente.)
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Figura 2.3 — Contenuti del drive DT4000G2DM

Inizializzazione del dispositivo (ambienti Windows)

Il dispositivo DT4000G2DM puo essere inizializzato in due modalita diverse: “solo drive” o
“‘managed”. All'avvio del file Kingston.exe viene richiesto di creare una password utente.

1. Scegliere una password. | drive inizializzati in modalita solo drive richiedono una
password dotata delle seguenti caratteristiche (Figura 3.1):

Minimo otto (8) caratteri, che devono necessariamente includere almeno un carattere
maiuscolo, un carattere minuscolo e un numero.

# Dr4000G20M 4.8.16

. Welcome

Password Policy

Password must contain:
at least 8 characters
. B at least one digit (1)
B at least one upper case letter (A)
K at least one lower case letter (a)

[¥A 1 have read and understood the warranty

Confirm

Figura 3.1 — Conferma password

Nota: | drive managed richiedono password dotate delle caratteristiche previste dalle
policy impostate nel server di gestione SafeConsole per DatalLocker.

2. Una volta impostata una password che rispetti i criteri previsti, sara necessario
reimmetterla una seconda volta nella casella di testo “Confirm Password (Conferma
password)” per prevenire eventuali errori di digitazione.
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3. Fare clic sulla casella di controllo per accettare la dichiarazione di garanzia.

4. Fare clic su [Confirm (Conferma)] per terminare l'inizializzazione.

Utilizzo del dispositivo in ambiente Windows

Ad ogni inserimento del drive DT4000G2DM, verra richiesto di immettere la password creata
durante il processo di inizializzazione (Figura 4.1). Se durante il processo di login viene inserita
una password non corretta (Figura 4.2), l'utente avra a disposizione un'altra possibilita per
inserire la password corretta; il drive dispone di una funzione di sicurezza integrata che conta il
numero di tentativi di accesso falliti:una volta superati i 10 tentativi (numero massimo predefinito
di tentativi possibili) il drive DT4000G2DM blocchera 'utente e sara necessario reimpostare il
dispositivo. Figura 4.3 alla pagina successiva

(Nota: prima di bloccare il dispositivo con 10 tentativi non validi, &€ possibile reimpostare il
contatore di accessi eseguendo il login con i dati corretti. Continua alla pagina successiva.

Actions Help

. Enter password

x

Figura 4.1 — Inserimento della password
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Figura 4.2 — Schermata di login fallito

Inizializzazione del dispositivo in ambiente Windows (continua):

'§ DT4000G2DM 4816

Figura 4.3 — Raggiungimento del numero massimo di tentativi di accesso falliti
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Configurazione in ambiente Mac

Inserire il drive DT4000G2DM in una delle porte USB disponibili sul notebook o desktop Mac in
uso e attendere il rilevamento da parte del sistema operativo. Se l'unita “Login” (Figura 5.1)
non viene visualizzata sul desktop, utilizzare Finder & per individuare l'unita “Login” (Figura
5.2) nel lato sinistro della finestra Finder all'interno dell’elenco dei dispositivi. Selezionare I'unita
e fare doppio clic sull'icona dell’applicazione “Kingston” all'interno della finestra “Finder” (Figura
5.2). Verra avviata la procedura di inizializzazione.

Figura 5.1 — DT4000G2DM
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<

Favorites
@ AirDrop .

= All My Files autorun.inf Kingston
¢ iCloud Drive

:f-\; Applications
= Desktop
Eﬁ Documents
o Downloads

Kingston.exe win

Devices
=) Mac0S
Q Login

Shared

Figura 5.2 — Contenuti

Inizializzazione del dispositivo in ambienti Mac

Il dispositivo DT4000G2DM pud essere inizializzato in due modalita diverse: “solo drive” o
“‘managed”. All'avvio del file Kingston.app viene richiesto di creare una password utente.

1. Scegliere una password. | drive inizializzati in modalita solo drive richiedono una
password dotata delle seguenti caratteristiche (Figura 6.1):

Minimo otto (8) caratteri, che devono necessariamente includere almeno un carattere
maiuscolo, un carattere minuscolo e un numero.
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. Welcome

Password Policy

Password must contain:

= at least 8 characters

x at least one digit (1)

% at least one upper case letter (A)
® at least one lower case letter (a)

Select password

esencusen v

[ 1 have read and understood the warranty

Figura 6.1 — Conferma password

Nota: | drive managed richiedono password dotate delle caratteristiche previste dalle
policy impostate nel server di gestione SafeConsole per DataLocker.

1. Una volta impostata una password che rispetti i criteri previsti, sara necessario
reimmetterla una seconda volta nella casella di testo “Confirm Password (Conferma
password)” per prevenire eventuali errori di digitazione.

2. Fare clic sulla casella di controllo per accettare la dichiarazione di garanzia.

3. Fare clic su [Confirm (Conferma)] per terminare l'inizializzazione.

Utilizzo del dispositivo in ambiente Mac

Ad ogni inserimento del drive DT4000G2DM, verra richiesto di immettere la password creata
durante il processo di inizializzazione (Figura 7.1). Se durante il processo di login viene inserita
una password non corretta (Figura 7.2), l'utente avra a disposizione un’altra possibilita per
inserire la password corretta; il drive dispone di una funzione di sicurezza integrata che conta il
numero di tentativi di accesso falliti:una volta superati i 10 tentativi (numero massimo predefinito
di tentativi possibili) il drive DT4000G2DM blocchera 'utente e sara necessario reimpostare il
dispositivo. Figura 7.3 alla pagina successiva
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(Nota: prima di bloccare il dispositivo con 10 tentativi non validi, & possibile reimpostare il
contatore di accessi eseguendo il login con i dati corretti. Continua alla pagina successiva.

ATAOOOCONM A4 8 18
. DT4000G2DM 4.8.16

Figura 7.1 — Inserimento della password

# DT4000G2DM 4.8.16

Figura 7.2 — Schermata di login fallito

Utilizzo del dispositivo in ambiente Mac (continua):
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Figura 7.3 — Raggiungimento del numero massimo di tentativi di accesso falliti
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DataTraveler® 4000 G2 Certificacdo FIPS 140-2 Nivel 3

DataLocker Managed Solution

Manual do Usuario
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Sobre este Manual do Usuario

Este guia rapido se refere ao pendrive DataTraveler® 4000G2 certificacdo FIPS 140-2 Nivel 3
da Kingston - DatalLocker Managed Secure (mencionado simplesmente como DT4000G2DM
daqui em diante) usando os valores padréo do sistema e sem personalizac¢des.

Requisitos do Sistema

Plataforma PC

e Processador Pentium Il ou equivalente
(ou mais rapido)

e 15MB de espaco livre no disco

e USB2.0/3.0

e Duas letras consecutivas de drives
disponiveis apds o ultimo drive fisico

Suporte do Sistema Operacional

e Windows 11
e Windows 10

Plataforma Mac

e 15MB de espaco livre no disco
e USB20/3.0

Suporte do Sistema Operacional

¢ macOS 10.15.x - 12.x.x

g ==

Figura 1.1 — Portas 2.0/3.0, Tipo A

KRingston § |

Figura 1.2 - DT4000G2DM
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Recomendacgodes

Para garantir que haja energia suficiente para o dispositivo DT4000G2DM, encaixe-0
diretamente em uma porta USB 2.0/3.0 no seu notebook ou computador, como mostrado na
Figura 1.3. Evite conecta-lo a um dispositivo periférico que possua uma porta USB, como um
teclado ou hub USB, como mostrado na Figura 1.4.

Figura 1.3 — Uso recomendado Figura 1.4 — Nao Recomendado
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Instalacao (Ambiente Windows)

1. Insira 0 DT4000G2DM em uma porta USB
disponivel no seu notebook ou computador e
aguarde o Windows detecta-lo.

e Os usuarios de Windows 11/10 receberdo um
aviso de dispositivo como mostrado na Figura
2.1.

Quando o novo hardware tiver sido detectado, o
Windows ir& solicitar que vocé comece o processo de
inicializacao.

e Usuarios do Windows 11/10 verdo uma janela
AutoPlay similar aquela da Figura 2.2.

2. Selecione a opgao * Executar Kingston.exe’.

Se 0 Windows n&o executar automaticamente em
AutoPlay, navegue até a particdo de CD-ROM (Figura
2.3) e execute o programa DT4000G2DM
manualmente. Isso também fara comecar o processo
de inicializag&o.

(== = EE=)
@uvﬁ » DVDRW Drive (F) .. » ~ |43 ||| search VD AW Drive... P |
Organize v Share with v Burn = v )] '@
-{ Favorites
B Desktop £ |
& Downloads ¥ l
=l Recent Places E j £ |
Kingston.app win
4 Libraries
H | Documents
| @ Music <
= Pictures { ‘;‘
B videos N
2\l Kingston.exe autorun.inf
. 4 items

Figura 2.3 — Contetido do DT4000G2DM

Click here for status.

[“ | Installing device driver software *

Figura 2.1 — Instalacdo do Dispositivo

~

—
. AutoPlay s A== =

. DVD RW Drive (F:) Login Kingston

[T] Always do this for software and games:

Install or run program from your media

' Run Kingston.exe

General options

Open folder to view files

View more AutoPlay options in Control Panel

Figura 2.2 - Janela AutoPlay

(Observacéo: As opgbes do menu na
janela do AutoPlay podem variar
dependendo dos programas
atualmente instalados no seu
computador.. O AutoRun acionara o
processo de inicializagédo
automaticamente.)

Documento No. 480DT4000G2DM.A00

DatalLocker Managed Solution

Pagina 4 do 11



® Kingston

Inicializacao do dispositivo (Ambiente Windows)

O DT4000G2DM pode ser inicializado de dois modos: Independente ou gerenciado. Apos
executar o programa Kingston.exe vocé serd solicitado a criar uma senha de usuario.

1. Selecione uma senha. Unidades ndo gerenciadas e independentes irdo requerer uma
senha com os seguintes critérios (Figura 3.1):

Minimo de oito (8) caracteres, incluindo 1 maidsculo, 1 mintsculo e 1 numeral

T T N
§ DT4000620M 4.8.16 m| [ =]

. Welcome

Password Policy

Password must contain:

at least 8 characters

B at least one digit (1)

B at least one upper case letter (A)
K at least one lower case letter (a)

Select password

[ I have read and understood the warranty

Confirm

Figura 3.1 — Confirmar senha

Observacao: Unidades gerenciadas irdo requerer senhas que atendam aos critérios
estabelecidos na politica do servidor de gerenciamento SafeConsole DatalLocker.

2. Quando a senha tiver sido selecionada (e atender aos critérios especificados), vocé
devera digita-la uma segunda vez na caixa de texto 'Confirmar Senha' para assegurar a
entrada apropriada.

3. Clique na caixa de selecdo para aceitar a declaracdo de garantia.

4. Cligue em [Confirmar] para concluir a inicializagéo.
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Uso do dispositivo (Ambiente Windows)

Cada vez que vocé inserir o DT4000G2DM, vocé sera solicitado a digitar a senha criada
durante o processo de inicializacado(Figura 4.1). Durante o processo de login, se for digitada
uma senha invalida, (Figura 4.2), vocé terd outra oportunidade para digitar a senha correta;
observe que existe um recurso de seguranca integrado que rastreia 0 nimero de tentativas
invalidas de login e se esse numero alcancar o valor pré-configurado de 10 (nUmero maximo de
logins invalidos), o DT4000G2DM ira bloquear o usuario e precisara ser refeita a formatacéo
do dispositivo. Figura 4.3 na pagina seguinte

(Observacao: Antes de bloguear o dispositivo apos 10 tentativas invalidas de senha, o
contador de login ira reiniciar com um login correto). Continua na préoxima pagina.

: Enter password

Figura 4.1 — Digitar senha

Figura 4.2 — Erro de Login
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Inicializacdo do dispositivo (Ambiente Windows), continuacao:

Figura 4.3 — N°Max Atingido

Documento No. 480DT4000G2DM.AQ0 DatalLocker Managed Solution Péagina 7 do 11



® Kingston

Configuracao (Ambiente Mac)

Insira 0 DT4000G2DM em uma porta USB disponivel em seu notebook ou computador Mac e
aguarde o sistema operacional detectd-lo. Se o 'Login' (Figura 5.1) ndo aparecer na area de
trabalho, abra o Buscador ¥ e localize o '‘Login’ (Figura 5.2) no lado esquerdo da janela do
Buscador (relacionado em DISPOSITIVOS.) Destaque o volume e clique duas vezes no icone
do aplicativo 'Kingston' na janela do '‘Buscador'. (Figura 5.2) Isso fara comecar o processo de
inicializac&o.

Figura 5.1 — DT4000G2DM

<

Favorites
@ AirDrop .

& All My Files autorun.inf Kingston
¢ iCloud Drive
+2: Applications
& Desktop

Eﬁ Documents

O Downloads

Kingston.exe win

Devices
|5 MacOs
Q Login

Shared

Figura 5.2 — Contetdo
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Inicializacdo do dispositivo (Ambiente Mac)

O DT4000G2DM pode ser inicializado de dois modos: Independente ou gerenciado. Apés
executar o programa Kingston.app vocé sera solicitado a criar uma senha de usuario.

1. Selecione uma senha. Unidades ndo gerenciadas e independentes irdo requerer uma
senha com os seguintes critérios (Figura 6.1):

Minimo de oito (8) caracteres, incluindo 1 mailsculo, 1 mintsculo e 1 numeral

. Welcome

Password Policy

Password must contain:

= at least 8 characters

x at least one digit (1)

% at least one upper case letter (A)
® at least one lower case letter (a)

Select password

[¥] ! have read and understood the warranty

Figura 6.1 — Confirmar senha

Observacao: Unidades gerenciadas irdo requerer senhas que atendam aos critérios
estabelecidos na politica do servidor de gerenciamento SafeConsole DatalLocker.

1. Quando a senha tiver sido selecionada (e atender aos critérios especificados), vocé
devera digita-la uma segunda vez na caixa de texto 'Confirmar Senha' para assegurar a
entrada apropriada.

2. Clique na caixa de selecao para aceitar a declaracdo de garantia.
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3. Clique em [Confirmar] para concluir a inicializagéo.

Uso do Dispositivo (Ambiente Mac)

Cada vez que vocé inserir o DT4000G2DM, vocé sera solicitado a digitar a senha criada
durante o processo de inicializacado(Figura 7.1). Durante o processo de login, se for digitada
uma senha invalida, (Figura 7.2), vocé tera outra oportunidade para digitar a senha correta;
observe gque existe um recurso de seguranca integrado que rastreia 0 nimero de tentativas
invalidas de login e se esse numero alcancar o valor pré-configurado de 10 (niUmero maximo de
logins invalidos), o DT4000G2DM ir&4 bloguear o usuério e precisara ser refeita a formatacao
do dispositivo. Figura 7.3 na pagina seguinte

(Observacéo: Antes de bloquear o dispositivo apds 10 tentativas invalidas de senha, o
contador de login ira reiniciar com um login correto). Continua na préxima pagina.

l Enter password

Figura 7.1 — Digitar senha

# DT4000G2DM 4.8.16
. Enter password

L >
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Figura 7.2 — Erro de Login

Inicializacao do dispositivo (Ambiente Mac), continuacgéo:

S e S i

Figura 7.3 — N°Max Atingido
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DataTraveler® 4000 G2 FIPS 140-2 Level 3

Rozwiazanie zarzadzane Datalocker

Instrukcja obstugi
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'KTECH,NOLOGY

Informacje o tej Instrukcji obstugi

Ta skrocona instrukcja obstugi dotyczy wersji zarzgdzanej bezpiecznej pamieci USB
DataTraveler® 4000G2 FIPS 140-2 Level 3 — DatalLocker firmy Kingston (odtgd DT4000G2DM),
w ktorej zastosowano domysine ustawienia systemowe i nie wprowadzono Zzadnych
modyfikacji.

Wymagania systemowe

Platforma PC Obstugiwane systemy operacyjne
komputeréw PC
e Procesor Pentium IIl lub odpowiednik

(lub szybszy) e Windows 11
e 15 MB wolnego miejsca na dysku e Windows 10
e USB 2.0/3.0

e Dostepne dwie kolejne litery dysku po
ostatnim dysku fizycznym

Platforma Mac Obstugiwane systemy operacyjne
e 15 MB wolnego miejsca na dysku e macOS 10.15.x - 12.x.x
e USB 2.0/3.0

S——
- - P R . ‘
P Kingston §
L Ll
llustracja 1.1 — Porty USB 2.0/3.0, typ A llustracja 1.2 — DT4000G2DM
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Zalecenia

Aby zagwarantowaé odpowiednie zasilanie pamieci DT4000G2DM , nalezy podtgczac jg
bezposrednio do portu USB 2.0 lub 3.0 w notebooku lub komputerze stacjonarnym, tak jak
pokazano na ilustracji 1.3. Nalezy unika¢ podtgczania pamieci do urzgdzen peryferyjnych z
portem USB, takich jak klawiatura czy koncentrator zasilany z portu USB, tak jak pokazano na
ilustracji 1.4.

llustracja 1.3 — Zalecany sposob uzycia llustracja 1.4 — Niezalecany sposob uzycia

Dokument nr 480DT4000G2DM.A00 Rozwigzanie zarzgdzane DatalLocker Strona 3z 12



® Kingston

Konfiguracja (Srodowisko Windows)

1. Podtgcz pamie¢ DT4000G2DM do dostepnego
portu USB w notebooku lub komputerze [

| Installing device driver software *
Click here for status.

stacjonarnym i poczekaj, az system Windows jg
wykryje.

e Uzytkownicy systemow Windows 11/10
zobaczg powiadomienie dotyczgce sterownika

- . . .. llustracja 2.1 — Instalacja sterownika
urzadzenia, tak jak pokazano na ilustracji 2.1. : J

urzadzenia
Po zakonczeniu wykrywania nowego sprzetu system (@ AvtoPiay @] (= = |
Windows wys$wietli monit o rozpoczecie procesu
inicjowania. ' DVD RW Drive (F:) Login Kingston
L UZytkOWHICy SySteméW Windows 11/10 ["] Always do this for software and games:
zobaczg okno autoodtwarzania, podobne do .
K . Install or run program from your media
pokazanego na ilustracji 2.2. . s
General options
2. Wybierz opcje * Uruchom Kingston.exe. Open folder to view files
| using NAoWs EXplorer
Jeie” System WindOWS nie WyéW|etI| Okna View more AutcPlay options in Control Panel

. A

autoodtwarzania, nalezy przejs¢ do partycji dysku CD-
ROM (ilustracja 2.3) i recznie uruchomi¢ program
DT4000G2DM. Spowoduje to rozpoczecie procesu
inicjowania.

llustracja 2.2 — Okno autoodtwarzania

(Uwaga: Opcje menu w oknie
autoodtwarzania mogq sie rozni¢ w
zaleznoSci od tego, jakie programy sg
w danej chwili zainstalowane na
komputerze. Funkcja
autouruchamiania automatycznie
rozpocznie proces inicjowania.)
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[ Y= E )
@uvﬁ » DVD RW Drive (F) .. » « [ 43 | Search VD AW Drive.. P |
Organize v Share with v Burn = v [0 @

-
{ Favorites
Bl Desktop e
& Downloads
=il Recent Places
o Kingston.app win
4 Libraries
<| Documents
4 Music g !
b=/ Pictures i ;,
B videos S
Al Kingston.exe autorun.inf
l 4 items

llustracja 2.3 — Zawarto$¢ nosnika DT4000G2DM

Inicjowanie urzgdzenia (Srodowisko Windows)

Urzadzenie DT4000G2DM mozna zainicjowac na dwa sposoby: jako urzgdzenie samodzielne
lub zarzagdzane. Po uruchomieniu programu Kingston.exe uzytkownik zostanie poproszony o

utworzenie hasfa.

1. Woybierz hasto. Pamieci niezarzgdzane i samodzielne bedg wymagaty podania hasta
spetniajgcego nastepujgce kryteria (ilustracja 3.1):

Co najmniej 8 (osiem) znakéw, obejmujacych jednag wielka litere, jedng matq litere i jedna

cyfre
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¥ Kingston

f T T T
# DT4000G20M 4.8.16 m| | ®

. Welcome

Password Policy

Password must contain:

B at least 8 characters

Bl at least one digit (1)

B at least one upper case letter (A)
K at least one lower case letter {a)

Select password

[< 1 have read and understood the warranty

Confirm

llustracja 3.1 — Potwierdzenie hasta

Uwaga: Pamieci zarzgdzanie wymagajg podania hasta, ktore spetnia kryteria
wyznaczone na serwerze zarzgdzania DataLocker SafeConsole.

2. Po wybraniu hasta (spetniajgcego okreslone kryteria) nalezy podac je po raz drugi w
polu tekstowym ,Potwierdz hasto”.

3. Zaznacz pole wyboru, aby zaakceptowac tekst gwaranciji.

4. Kliknij [Potwierdz], aby zakonhczy¢ inicjacje.

Uzycie urzadzenia (Srodowisko Windows)

Po kazdym podtgczeniu pamieci DT4000G2DM pojawi sie monit o podanie hasta utworzonego
w trakcie procesu inicjacji (ilustracja 4.1). Jezeli w trakcie procesu logowania podane zostanie
nieprawidtowe hasto (ilustracja 4.2), uzytkownik bedzie miat kolejng mozliwos¢ podania hasta;
nalezy jednak pamieta¢, ze urzadzenie ma wbudowang funkcje sledzacg liczbe
nieprawidtowych préb logowania i jesli ta liczba osiggnie fabrycznie ustawiong wartos¢ 10
(maksymalna fliczba nieprawidtowych préb logowania), urzagdzenie DT4000G2DM zablokuje
uzytkownika i bedzie wymagac zresetowania. llustracja 4.3 na nastepnej stronie
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(Uwaga: Przed zablokowaniem urzgdzenia po 10 nieudanych probach licznik prob logowania
zostanie zresetowany po udanym zalogowaniu sie). Ciag dalszy na nastepnej stronie.

llustracja 4.1 — Wpisanie hasta

llustracja 4.2 — Niepowodzenie logowania

Inicjacja urzadzenia (Srodowisko Windows), ciag dalszy:
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llustracja 4.3 — Osiagnieto maksymalng liczbe préb

Konfiguracja (Ssrodowisko Mac)
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Podtagcz pamie¢ DT4000G2DM do dostepnego portu USB w notebooku lub komputerze
stacjonarnym Mac i poczekaj, az system operacyjny komputera jg wykryje. Jezeli wolumin
Login (ilustracja 5.1) nie pojawi sie na pulpicie, otworz okno programu Finder L znajdz
wolumin Login (ilustracja 5.2)) po lewej stronie (na liscie URZADZENIA). Zaznacz ten wolumin i
kliknij dwa razy ikone aplikacji Kingston w oknie programu Finder (ilustracja 5.2) ). Spowoduje

to rozpoczecie procesu inicjowania.

e

llustracja 5.1 — DT4000G2DM

<

Favorites
@ AirDrop .

= All My Files autorun.inf Kingston

¢ iCloud Drive
-_f-\.; Applications
= Desktop
Eﬁ Documents
o Downloads
Devices

=) Mac0S

Q Login

Shared

llustracja 5.2 — Zawartosé

Inicjowanie urzadzenia (Srodowisko Mac)

Kingston.exe win
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Urzadzenie DT4000G2DM mozna zainicjowac na dwa sposoby: jako urzgdzenie samodzielne
lub zarzgdzane. Po uruchomieniu programu Kingston.exe uzytkownik zostanie poproszony o
utworzenie hasta.

1. Wybierz hasto. Pamieci niezarzgdzane i samodzielne bedg wymagaty podania hasta
spetniajgcego nastepujgce kryteria (ilustracja 6.1):

Co najmniej 8 (osiem) znakéw, obejmujacych jedna wielka litere, jedng mata litere i jedng

cyfre

. Welcome

Password Policy

Password must contain:

= at least 8 characters

x at least one digit (1)

 at least one upper case letter (A)
= at least one lower case letter (a)

Select password

essnsnsen v |

[¥] 1 have read and understood the warranty

llustracja 6.1 — Potwierdzenie hasfa

Uwaga: Pamieci zarzgdzanie wymagajg podania hasta, ktére spetnia kryteria
wyznaczone na serwerze zarzgdzania DataLocker SafeConsole.

1. Po wybraniu hasta (spetniajgcego okreslone kryteria) nalezy podac je po raz drugi w
polu tekstowym ,Potwierdz hasto”.

2. Zaznacz pole wyboru, aby zaakceptowac tekst gwaranciji.

3. Kiiknij [Potwierdz], aby zakonczy¢ inicjacje.
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Uzywanie urzadzenia (Srodowisko Mac)

Po kazdym podtgczeniu pamieci DT4000G2DM pojawi sie monit o podanie hasta utworzonego
w trakcie procesu inicjacji (ilustracja 7.1). Jezeli w trakcie procesu logowania podane zostanie
nieprawidtowe hasto (ilustracja 7.2), uzytkownik bedzie miat kolejng mozliwos¢ podania hasta;
nalezy jednak pamietac, ze urzgdzenie ma wbudowang funkcje sledzacg liczbe
nieprawidtowych préb logowania i jesli ta liczba osiggnie fabrycznie ustawiong wartosc 10
(maksymalna fliczba nieprawidtowych préb logowania), urzgdzenie DT4000G2DM zablokuje
uzytkownika i bedzie wymagac zresetowania. llustracja 7.3 na nastepnej stronie

(Uwaga: Przed zablokowaniem urzgdzenia po 10 nieudanych probach licznik prob zalogowania
zostanie zresetowany po udanym zalogowaniu sie). Ciag dalszy na nastepnej stronie.

llustracja 7.1 — Wpisanie hasta

llustracja 7.2 — Niepowodzenie logowania
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Uzywanie urzadzenia (Srodowisko Mac), cigg dalszy:

ORI SN s
§ DT4000G2DM 4.8.16

l» Enter password

llustracja 7.3 — Osiaggnieto maksymalng liczbe préob
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DataTraveler® 4000 G2 FIPS 140-2 Level 3

DataLocker Managed Solution

PykoBoAacTBO nonb3oBaTens
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'KTECH,NOLO

O pokymeHTe

HaHHbin 0o gmeHT SABMSETCA KpaTKMM pPyKoBOACTBOM no 3awmueHHomy USB-ycTponctsy
DataTraveler- 4000G2 FIPS 140-2 Level 3 — DataLocker Managed Kingston (Oanee —
DT4000G2DM) co cTaHOapTHBIMW CUCTEMHBIMU 3HaYeHNAMUN N 6e3 MoaepHM3aL K.

CuctemMmHble TpeboBaHUA

Mnatdopma MK NMoppepxxuBaemble onepauuoHHbIe
cuctewmsbl MK
e [lIpoueccop Pentium [ nnm
aHanornyHeln (Mnu Gonee BbLICTPLIN) e Windows 11
e 15MBE cBoGOAHOrO MNpoOCTpaHCTBa Ha e Windows 10
ancke
e USB 2.0/3.0
e [lBe gocTynHble nocneaywowme OyKBbl
ob603Ha4YeHus npuBOOOB nocne

nocnegHero d)I/ISI/I‘-IeCKOFO npmuBoda

NMnaTtdopma Mac Mopnepxka onepaumMoHHbIX CUCTEM
e 15MbB cBoBogHOro NpocTpaHcTBa Ha e macOS 10.15.x - 12.x.x
ancke
e USB 2.0/3.0

¢ —— Kingston &
I ‘

Puc. 1.1 - lNopmsbi USB 2.0/3.0, mun A Puc. 1.2 — DT4000G2DM
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PekomeHaauum

UTto6bl 06ecneunTb Hanuyme AocTaTouHOro NuTaHna ansa yctponcrtesa DT4000G2DM, ero
cnefyet Hanpsamyto BcTaBuTb B nopT USB 2.0/3.0 HoyTOyKa nnu HaCcTonbHOro KOMMbHTEPA,
Kak n3obpaxeHo Ha Puc. 1.3. He cneayeTt noaknto4yaTb YCTPOMCTBO K KakumM-nnmbo
nepudepuinHbiM yCTPOMCTBaM, OCHaLeHHbIM nopToM USB, Taknm Kak knasuaTypa nnm
KOHUEHTpaTop ¢ nuTaHnem vepes3 USB, kak nsobpaxeHo Ha Puc. 1.4.

Puc. 1.3 — PekomeHOyembIli criocob Puc. 1.4 — He pekomeHOyemcsi
nookIoYeHus
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HacTtpouka (cpeaa Windows)

1. BctaButb yctponctso DT4000G2DM B
AocTynHbIn nopT USB Ha HOyTOYKe nnu
HaCTONbHOM KOMMbIOTEPE M A0XAAaTbCs, Koraa
Windows obHapyXuT ero.

e B cnyyae OC Windows 11/10 nosiButcs
coobLeHne gparBepa yCTPOMCTBA, Kak
rnokasaHo Ha Puc. 2.1.

Korga obHapyxeHne HoBoro obopyaoBaHus dyget
BbInosiHeHo, Windows npegnoXxuT HayaTb npoLecc
MHULUManmn3auun.

e Y nonb3oaTtenen Windows 11/10 Ha akpaHe
NOsIBUTCH OKHO aBTo3anycka, Hanogobue Toro,
KOTOpOEe Noka3aHo Ha Puc. 2.2.

2. Bbibepute onumto © Run Kingston.exe’.

Ecnun Windows He oTobpaxaeTt okHo AutoPlay, MoXxHO
OoTKpbITb Anck CD-ROM (Puc. 2.3) n 3anycTuTb
Bpy4Hyto nporpammy DT4000G2DM. [Mpwn aTom Takke
3anycTuTCA NpoLecc MHULManM3aumu.

Click here for status.

[ *[ installing device driver software *

Puc. 2.1 — YcmaHoeka Opalieepa
ycmpolicmea

~

-
' AutcPlay = A= 4

' DVD RW Drive (F:) Login Kingston

[7] Always do this for software and games:

Install or run program from your media

. Run Kingston.exe

General options

Open folder to view files

View more AutcPlay options in Control Panel

Puc. 2.2 - OkHo aemo3anycka

(MpumeyvaHue: onuuu MeHI0 8 OKHe
asmoaariycka 3asucsm om
yYCMaHOoB/1eHHbIX Ha KOMIMbomepe
npozpamm. @DyHKYUS asmo3sarnycka
asmomamu4ecKu 3arycmum rpoyecc
UHUYuanusayuu.)
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r =S =S
@Qvﬁ » DVDRW Drive (F) .. » ~ | 43 || Search VD RW Drive... P |
Organize v Share with ¥ Burn = v ‘ﬂ '6‘

{ Favorites E

Bl Desktop = ’
& Downloads

=il Recent Places

Kingston.app win
4 Libraries

<| Documents
4 Music .
b=/ Pictures i \,

v
F s
5 .’
E Videos N

Kingston.exe autorun.inf
l 4 items

Puc. 2.3 — Codepxxumoe DT4000G2DM

MHunumnannsauma yctpouctsa (cpepa Windows)

DT4000G2DM moxeT 6bITb MHULMaNM3NpoBaH O4HUM U3 ABYX CMNOCOOOB: HE3aBUCUMbIM Y
ynpasnsaembiM. Mpu 3anycke Kingston.exe Bam OygeT npeanoxeHo co3fgaTth Naposib
nonb3oBaTens.

1. Bbibepute naponb. HeynpaBnsiemble 1 He3aBUCUMbIE HakonuTenu TpebyoT Nnapons co
cnegyoowmnmm kputepuamm (Puc. 3.1):

[OnvuHon He MeHee 8 (BOCbMW) CUMBOJIOB, COOAEPXUT He MeHee 1 cMMBona B BepxHem
peructpe, He MeHee 1 cMMBoOna B HUXKHEM perucTpe u He meHee 1 undpbl
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# DT400062DM 4.8.16 m| | =

. Welcome

Password Policy

Password must contain:

B at least 8 characters

Bl at least one digit (1)

B at least one upper case letter (A)
at least one lower case letter (a)

Select password

[< 1 have read and understood the warranty

Confirm

Puc. 3.1 — [loOmeepxdeHue naposisi

MpumeyaHmne. Ynpasnsemble HaKONUTENN TPEOYIOT Naponen, yaoBneTBOPSAOLLNX
KpuTepusm, ycTaHOBMEHHbIM NOANTUKON cepBepa ynpasneHus Datalocker
SafeConsole.

2. Tocne BbIbopa Nnapons (YAOBNETBOPSIOLWErO yKazaHHbIM KpuTepunam) Heobxoanmo
BBECTW €ro NOBTOPHO B TeKCTOBOE none "MlodmeepxxoeHue naposns", Yytobbl ydeantbca
B MpaBUIIbHOCTN BBOAA.

3. lNocTtaBbTe riaxokK, YTOObl NPUHATE YCNOBUA rapaHTUNHbIX 06A3aTENbCTB.

4. Haxmute [[ToOmeepdumsb] LN 3aBEPLUEHMS NHMLMANN3ALNN.

Ucnonb3oBaHue yctpouctsa (cpeaga Windows)

Mpwn kaxxgom nogkrtoveHmm DT4000G2DM 3anpawmBaeTcs BBOA Napons, CO34aHHOro B
npouecce nHmumanmsaumm (Puc. 4.1). Ecnu B npouecce Bxoga BBeAEH HeNpaBuiibHbIA Naposib
(Puc. 4.2), npegocTaBnseTcs elle ogHa BO3MOXHOCTb BBOAaA NPaBUibHOIo napons; crieagyet
YYeCTb, YTO BCTPOEHHasA (PyHKUMS 3aLUTbl OTCNEXMBAET KONMYECTBO HEYAauHbIX MOMbITOK
BXOAa, U ecnv 3To KONM4eCcTBO AOCTUMHET NpeayCTaHOBMEHHOro 3HavyeHus, pasHoro 10
(MakcumanbHoOe KoNM4ecTBO HeyaayHbIx nonbiTok), DT4000G2DM 3abnokupyeT nonb3oBatens
n noTpebyeT cbpoca ycTponcTea. Puc. 4.3 Ha cnedyroweii cmpaHuye

HokymeHT Ne 480DT4000G2DM.A00 DatalLocker Managed Solution Ctp. 613 12
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(MpumeyaHue: B criyyae ycriewHo20 exola 00 10 HeyOa4HbIX MOrbIMOK CHEMYUK MOMbIMOK
exo0a cbpacbieaemcsi.) MpodosnxeHue Ha cnedyrowell cmpaHuye.

Puc. 4.1 — Beod napons

Puc. 4.2 - Owu6bka exoda

MHnuuanusauma yctpouctBa (cpeaa Windows), npogonxeHue:

HokymeHT Ne 480DT4000G2DM.A00 DatalLocker Managed Solution Crtp. 713 12
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| Actions Help

Puc. 4.3 - JocmuzHym MaxNoA

HacTtpouka (cpeaa Mac)

HokymeHT Ne 480DT4000G2DM.A00 DatalLocker Managed Solution Ctp. 8us 12
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BctaBbTe ycTponctso DT4000G2DM B goctynHbii nopT USB Ha HOyTOyKe Mnn HacTonNbHOM
KomnbtoTepe Mac 1 goxagntech, korga onepaunoHHasa cuctema obHapyxut ero. Ecnu Ttom
"Login" (" Puc. 5.1) He oToGpaxxaeTcsa Ha paboyem ctone, oTkponTe MNpoBogHWK U Hatudume
mom "Login" (Puc. 5.2) B neBon 4acTtu okHa [1poBogHuKa (B crniMcke "yCTPOVICTBA.)
Bbibepute TOM 1 aBaxabl HaAXXMUTE Ha 3Ha4oK NpunoxeHna 'Kingston' B okHe 'TlpoBoaHMKA'.
(Puc. 5.2) 3anyctuTtca npouecc nHmumanuaaumn.

Puc. 5.1 - DT4000G2DM

<

Favorites
@ AirDrop .

£ Al My Files autorun.inf Kingston
<7 iCloud Drive
-_f-\; Applications
= Desktop

Eﬁ Documents

o Downloads

Kingston.exe win

Devices

=) Mac0S
Q Login

Shared

Puc. 5.2 — Codepxumoe

UHuumnannsauma yctpouctsa (cpeaa Mac), npogomkeHue:
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DT4000G2DM moxeT 6bITb MHMLMaNM3MpoBaH OOHUM M3 ABYX CNOCOOOB: HE3AaBUCUMbIM U
ynpasnsembiM. NMpu 3anycke Kingston.app Bam 6yaeTt npeanoxeHo co3gaTb Naposib
nonb3oBarens.

1. Bbibepute naponb. HeynpaBnsiemble 1 He3aBUCUMbIE HakonuTenu TpebyoT Nnapons co
cnegyowmnmm kputepuamm (Puc. 6.1):

OnuHon He MeHee 8 (BOCbMWU) CUMBOJIOB, COOEPXUT He MeHee 1 cuMBona B BEpXHEM
perncrpe, He MeHee 1 cMMBONa B HUXKHEM peructpe u He meHee 1 uncpbl

. Welcome

Password Policy

Password must contain:

= at least 8 characters

x at least one digit (1)

 at least one upper case letter (A)
= at least one lower case letter (a)

Select password

esensusen v |

=

m';’v :  pas:

escncnses

[¥] 1 have read and understood the warranty

Puc. 6.1 — [TloOmeepxdeHue napoJsisi

MpumeyaHue. YnpaBnaembie HakoNUTeNn TPebyOT naposien, yaoBNeTBOPSAIOLLNX
KpUTEpusM, yCTaHOBMNEHHBIM MNONUTUKON cepBepa ynpasneHnsa DatalLocker
SafeConsole.

1. lMocne BbiGopa napons (yooBMNeTBOPSAOLLErO YKa3daHHbIM KpUTepusiM) Heob6xoanmo
BBECTM €ro NOBTOPHO B TeKCTOBOE norne "flodmeepxdeHue naposs", 4Tobbl yoeantoecs
B MPaBUIIbHOCTW BBOAA.

2. lNocTtaBbTe priaxokK, YTObbl NPUHATL YCIIOBUA rapaHTUIHbIX 00A3aTENbLCTB.
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3. Haxmute [[ToOmeepdumsb] Ans 3aBepLUeHNs nHMUManm3aumm.

Ucnonb3oBaHue ycTtpouctsa (cpeaa Mac)

Mpun kaxxgom nogkntoveHnn DT4000G2DM 3anpalumBaeTcs BBOA Napons, CO34aHHOro B
npouecce nHmumanmsaumm (Puc. 7.1). Ecnu B npouecce Bxoaa BBeAEH HernpaBuiibHbIA Naposib
(Puc. 7.2), npegocTaBnsieTcs elle ogHa BO3MOXHOCTb BBOa NPaBuUIibHOro napons; cnegyet
YYeCTb, YTO BCTPOEHHasA (PYHKUMS 3aLUUTbl OTCNEXMBAET KONMYECTBO HeYyAauHbIX NOMbITOK
BXOAa, U ecnn 3TO KONMYeCTBO AOCTUMHET NpeayCTaHOBNEHHOro 3HayYeHus, pasHoro 10
(MakcMmanbHoe KonmyecTBO HeyaayHbix nonbiTok), DT4000G2DM 3abnokupyeT nonb3oBaTenst
n notpebyeTt cbpoca ycTponcTea. Puc. 7.3 Ha cnedyrouieli cmpaHuye

(MpumeyaHue: B criyyae ycriewHo2o exola 00 10 HeyOda4HbIX MOrbIMOK CHEMYUK MOMbIMOK
8xo0a cbpacbkigaemcsi.) MpodomkeHue Ha cnedyrouieli cmpaHuye.

Puc. 7.1 - Beod napons

HokymeHT Ne 480DT4000G2DM.A00 DatalLocker Managed Solution Crp. 11 mn3 12



K Kingston

Puc. 7.2 - Owubka exo0da

Ucnonb3oBaHue ycTpoucTBa (cpepa Mac), npoaonxeHue:

Puc. 7.3 - JocmuzHym MaxNoA
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DataTraveler® 4000 G2 FIPS 140-2 Seviye 3

DataLocker Managed Solution

Kullanim Kilavuzu

SR
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Bu Kullanim Kilavuzu Hakkinda

Bu hizli basglatma kilavuzu, varsayilan sistem degerlerinin kullanildigi, herhangi bir
ozellestirmeye gerek duyulmayan Kingston DataTraveler® 4000G2 FIPS 140-2 Level 3 —
DataLocker Managed Secure USB aygiti (bundan sonra kisaca DT4000G2DM  olarak
adlandirilacaktir) icindir.

Sistem Gereksinimleri

PC Platformu PC isletim Sistemi Destegi
e Pentium Il islemci veya muadili (veya e Windows 11
daha hizl bir iglemci) e Windows 10

e 15 MB kullanilabilir disk alani

e USB20/3.0

e En son fiziki sdOrlictden sonra iki
kullanilabilir ardisik surtclt harfi

Mac Platformu isletim Sistemi Destegi

e 15 MB kullanilabilir disk alani e macOS 10.15.x - 12.x.x
e USB20/3.0

—
- . 7o . : &
s Kingston §
 —
- -
Sekil 1.1 — USB 2.0/3.0 Baglanti Noktalari, Tip A Sekil 1.2 - DT4000G2DM
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Oneriler

DT4000G2DM aygitina yeterince gug saglandigindan emin olmak i¢in cihazi Sekil 1.3'te
gosterildigi gibi dogrudan dizlstl veya masausti bilgisayarinizdaki bir USB 2.0/3.0 baglanti
noktasina takin. Cihazi, Sekil 1.4'te gOsterildigi gibi bir klavye veya USB beslemeli bir veri
aktarim merkezi gibi USB baglanti noktasina sahip herhangi bir gcevresel cihaza baglamaktan
kaginin.

T Teaeeie;
LOAIALS
B A A LA
s
(Sl

Sekil 1.3 — Onerilen Kullanim Sekil 1.4 — Onerilmez
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Kurulum (Windows Ortami)

1. DT4000G2DM aygitini dizistl veya masaustu
bilgisayarinizdaki kullanilabilir bir USB baglanti
noktasina takin ve Windows'un aygiti algilamasini
bekleyin.

e Windows 11/10 kullanicilari Sekil 2.1'de
gOsterildigi gibi bir aygit strtcusu bildirimi
alacaktir.

Yeni donanim algilama iglemi tamamlandiginda

Windows, baglatma islemini baslatmanizi isteyecektir.

e Windows 11/10 kullanicilari Sekil 2.2'de
gOsterilen pencereye benzer bir AutoPlay
(Otomatik Yurutme) penceresi gbrecektir.

2. ' Run Kingston.exe'yi segin.

Windows AutoPlay (Otomatik Yuarttme) 6zelligini
calistirmazsa, CD-ROM bolumune g6z atabilir (Sekil
2.3) ve DT4000G2DM programini manuel olarak
yurutebilirsiniz. Bu sekilde de baglatma islemi
baslatilacaktir.

@uvﬁ » DVDRW Drive (F) ... » ~ [ ¢ [ Search VD RW Drive... P |
Organize v Share with v Burn =~ 0 @
-
{ Favorites 1
Bl Desktop £ :
& Downloads . ‘
1=l Recent Places E ‘
o Kingston.app win
»4 Libraries
H | Documents
J Music !
k=] Pictures \ ( ;,
E Videos L
Al Kingston.exe autorun.inf
. 4 items
= =)

Sekil 2.3 — DT4000G2DM igerikleri

-
' AutcPlay = A= R

Click here for status.

{“ | Installing device driver software *

Sekil 2.1 — Aygit Siiriiciisii Kurulumu

-~

' DVD RW Drive (F:) Login Kingston

[T] Always do this for software and games:

Install or run program from your media

' Run Kingston.exe

General options

Open folder to view files

View more AutoPlay options in Control Panel

. A

Sekil 2.2 - Otomatik Ylritme Penceresi

(Not: Otomatik Yuritme
penceresindeki meni segenekleri,
bilgisayarinizda kurulu olan
programlara bagli olarak degisiklik
gOsterebilir. AutoRun (Otomatik
Calistirma), baslatma islemini
otomatik olarak baglatacaktir.)

Belge No. 480DT4000G2DM.A00 DatalLocker Managed Solution
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Kingston §

Aygit Baslatma islemi (Windows Ortami)

DT4000G2DM aygiti, bagimsiz veya yonetimli olmak Uzere iki sekilde baglatilabilir.
Kingston.exe'yi ¢alistirdiginizda bir kullanici parolasi olusturmaniz istenecektir.

1. Bir parola belirleyin. Yonetimli olmayan bagimsiz suruculer icin asagidaki kriterlere

uygun bir parola gerekir (Sekil 3.1):

Minimum sekiz (8) karakterden olusan, 1 buyiik harf, 1 kii¢iik harf ve 1 rakam i¢eren parola

# Dr4000G20M 4.8.16

. Welcome

Password Policy

Password must contain:

at least 8 characters

B at least one digit (1)

B at least one upper case letter (A)
K at least one lower case letter (a)

ct password

3l)

[ I have read and understood the warranty

Confirm

Sekil 3.1 — Parolay1 Dogrulama

Not: Yonetimli surtictler icin DataLocker SafeConsole yénetim sunucusunun ilkesinde

belirtilen kriterleri karsilayan parolalar gerekir.

2. Bir parola belirlendiginde (ve belirtilen kriterleri karsilamasi halinde), uygun sekilde girig
yapmak igin bu parolayi ‘Confirm Password' (Parolay1 Dogrula) metin kutusuna ikinci kez

girmeniz gerekir.

3. Garanti bildirimini kabul etmek i¢in onay kutusuna tiklayin.

Belge No. 480DT4000G2DM.A00 DatalLocker Managed Solution
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4. Baslatma islemini tamamlamak i¢in [Confirm] (Dogrula) 6gesine tiklayin.

Aygit Kullanimi (Windows Ortami)

DT4000G2DM aygitinin her takilisinda, baslatma islemi sirasinda olusturulan parolayi girmeniz
istenecektir (Sekil 4.1). Oturum agma islemi sirasinda gecersiz bir parola girilirse (Sekil 4.2),
dogru parolayi girmeniz igin bir firsat daha verilecektir; gegersiz oturum agma girisimi sayisini
izleyen bir yerlegik glvenlik 6zelligi varsa ve bu sayi 6énceden yapilandirilmig olan 10 degerine
(maksimum gegersiz giris sayisi) ulasirsa, DT4000G2DM aygitinin kullaniciyi kilitleyecegini ve
aygit sifirrama isleminin gerekecegini unutmayin. Sekil 4.3, bir sonraki sayfada

(Not: 10 adet gegersiz parola girigimi ile aygiti kilitlemeden 6nce, giris sayaci bagarili bir giris ile
sifirlanacaktir.) Bir sonraki sayfaya gegin.

Sekil 4.1 — Parolayi Girme
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Sekil 4.2 — Oturum A¢ma Basarisiz

Aygit Baglatma islemi (Windows Ortami), Devam:

Sekil 4.3 — MaxNoA Degerine Ulasildi
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Kurulum (Mac Ortami)

DT4000G2DM cihazini Mac dizistu veya masaustl bilgisayarinizdaki kullanilabilir bir USB
baglanti noktasina takin ve Mac igletim sisteminin cihazi algilamasini bekleyin. 'Login' birimi
(Sekil 5.1) masaustinde belirmezse, Finder & (Bulucu) uygulamasini agin ve Finder (Bulucu)
penceresinin sol tarafinda ‘Login’ birimini (Sekil 5.2) bulun (DEVICES (Aygitlar) altinda listelenir.)
'Finder' (Bulucu) penceresinde birimi vurgulayin ve 'Kingston' uygulama simgesine c¢ift tiklayin.
(Sekil 5.2) Bu sekilde baslatma islemi baslatilacaktir.

=

Sekil 5.1 — DT4000G2DM

<

Favorites
@ AirDrop .

& All My Files autorun.inf Kingston
¢ iCloud Drive
+2: Applications
& Desktop

Eﬁ Documents

O Downloads

Kingston.exe win

Devices

|5 MacOs
Q Login

Shared

Sekil 5.2 — igindekiler
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Aygit Baslatma islemi (Mac Ortami)

DT4000G2DM aygiti, bagimsiz veya yonetimli olmak tzere iki sekilde baglatilabilir.
Kingston.app'yi ¢alistirdiginizda bir kullanici parolasi olusturmaniz istenecektir.

1. Bir parola belirleyin. Yonetimli olmayan bagimsiz suruculer igin asagidaki kriterlere
uygun bir parola gerekir (Sekil 6.1):

Minimum sekiz (8) karakterden olusan, 1 blyiik harf, 1 kiigiik harf ve 1 rakam igeren parola

. Welcome

Password Policy

Password must contain:

= at least 8 characters

x at least one digit (1)

% at least one upper case letter (A)
® at least one lower case letter (a)

[¥] ! have read and understood the warranty

Sekil 6.1 — Parolay1 Dogrulama

Not: Yonetimli surtictler icin DataLocker SafeConsole yonetim sunucusunun ilkesinde
belirtilen kriterleri karsilayan parolalar gerekir.

1. Bir parola belirlendiginde (ve belirtilen kriterleri kargilamasi halinde), uygun sekilde giris
yapmak igin bu parolayi '‘Confirm Password' (Parolay! Dogrula) metin kutusuna ikinci kez
girmeniz gerekir.
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2. Garanti bildirimini kabul etmek icin onay kutusuna tiklayin.

3. Baslatma islemini tamamlamak igin [Confirm] (Dogrula) 6gesine tiklayin.

Aygit Kullanimi (Mac Ortami)

DT4000G2DM aygitinin her takilisinda, baslatma iglemi sirasinda olusturulan parolayi girmeniz
istenecektir (Sekil 7.1). Oturum agma islemi sirasinda gecersiz bir parola girilirse (Sekil 7.2),
dogru parolayi girmeniz igin bir firsat daha verilecektir; gegersiz oturum agma girigimi sayisini
izleyen bir yerlesik guvenlik 6zelligi varsa ve bu sayi 6nceden yapilandiriimis olan 10 dederine
(maksimum gecersiz girig sayisi) ulagirsa, DT4000G2DM aygitinin kullaniciyi kilitleyecegini ve
aygit sifirlama isleminin gerekecedini unutmayin. Sekil 7.3, bir sonraki sayfada

(Not: 10 adet gecgersiz parola girigsimi ile aygiti kilittemeden énce, girig sayaci bagarili bir giris ile
sifirlanacaktir.) Bir sonraki sayfaya gegin.

Sekil 7.1 — Parolayi Girme
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Sekil 7.2 — Oturum A¢ma Basarisiz

Aygit Kullanimi (Mac Ortami), Devam:

l» Enter password

Sekil 7.3 — MaxNoA Degerine Ulasiidi
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DataTraveler® 4000 G2 FIPS 140-2 Level 3
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AEIZONWT

AKEIF. 7 A KX=4 X FI2. Kingston © DataTraveler® 4000G2 FIPS 140-2 Level 3 —
DatalLocker Managed Secure USB 7 /34 A (AZ T/14/>. DT4000G2DM & P rF ) % &t
W D749 72— A4 RTT, WZAR2A ZEFTT 74U F 3 2T 2HD A DM H %t
Kruh)ET,

VAT LEH
PC77vF74—24 Xtits OS
e Pentium I 7w+ v ¥ (F721x %LU e Windows 11
) e Windows 10
e 15MB D7 1 A 778 & 44
e USB 2.0/3.0

o INBOWBELNZ A4 7T DHBD, 2 DD
Gl 728747 b X—

Mac 72 v b7 1 —& ity OS
e 15MB D7 4 A 778 & i e macOS 10.15.x ~ 12.x.x
e USB2.0/3.0
¢ Kingston §
==
[J1.1-USB 2.0/3.0 #—}. X4 7A /1.2 - DT4000G2DM

HAFE 480DT4000G2DM.A00 DataLocker iFHLY V) = —3 3 > ~N—2 2112



® Kingston

HESEZIR
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F|E (Windows BRENIHE)

1. DT4000G2DM #. / — | "V a> 723727 |
v TN A DIEANT DS USB R— M2 LA
A . Windows »°Z D F 74 7#HT 5 £ THb
F9,

e Windows 11/10 » 2. —% —
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'KTECH]NOLOGY

DataTraveler® 4000 G2 Chiteng nhan FIPS 140-2 Cap d6 3

Gidi phap quan ly DatalLocker

Hwéng dan Str dung

SR
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'KTECH,NOLOGY

Gi®i thiéu vé Hwéng dan Str dung nay

Hwéng dan st dung nhanh nay danh cho DataTraveler® 4000G2 FIPS 140-2 Cép d6 3 — thiét
bi USB Bao mat Quan ly DatalLocker cta Kingston (ttr day goi tat la DT4000G2DM) s dung
cac gia tri hé thong mac dinh va khéng dworc thiet ké theo don dat hang.

Yéu cau hé théng

Nén tang PC Hé diéu hanh PC dwoc H6 tror
e BO xt& ly Pentium Il hoac twong dwong e Windows 11
(hoac nhanh hon) e Windows 10
e 15MB dung lvong tréng trén dia
e USB 2.0/3.0
e Hai ky tw 6 d7a ranh lién tiép sau 6 vat
ly cudi cung
Nén tang Mac Hé diéu hanh dwoc H6 tror
e 15MB dung lwong tréng trén dia e macOS 10.15.x - 12.x.x
e USB 2.0/3.0
==
73 \ ' i
¢ Kingston §
Hinh 1.1 - Céng USB 2.0/3.0, Loai A Hinh 1.2 — DT4000G2DM
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Khuyén céo

DPé bao ddm cé du dién nang cung cap cho thiét bi DT4000G2DM, cam thiét bj truc tiép vao
céng USB 2.0/3.0 trén may tinh xach tay hodc may tinh dé ban nhw trong Hinh 1.3. Khéng nén
két nbi thiét bi vao mot thiét bi ngoai vi cé trang bi cdng USB nhw ban phim hodc hub USB nhw
trong Hinh 1.4.

Hinh 1.3 — Khuyén dung Hinh 1.4 — Khéng khuyén dung
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Cai dat (Méi trirdng Windows)

1. Cam 6 DT4000G2DM vao mét cong USB trong trén
may tinh xach tay hoac may tinh dé ban va ch&
Windows phét hién ra.

e Nguoi dung Windows 11/19 sé nhan dugc mot
théng béo vé trinh diéu khién thiét bi nhw trong
Hinh 2.1.

Khi viéc phat hién phan cirng méi da hoan tat,
Windows sé nhac ban bat dau qua trinh khéi tao.

 Nguoi dung Windows 11/10 sé& nhin thay mot
ctra sO AutoPlay twong tw nhw ctra so trong
Hinh 2.2.

2. Chon tuy chon * Run Kingston.exe’.

Néu Windows khéng tw chay, ban cé thé duyét dén
phan vung CD-ROM (Hinh 2.3) va chay chwong trinh
DT4000G2DM mét cach tha cong. Thao tac nay sé
bat dau qua trinh khéi tao.

M ] (e s |
@uvﬁ » DVDRW Drive (F) ... » ~ [ ¢ [ Search VD RW Drive... P |
Organize v Share with v Burn =~ 0 @

-
{ Favorites
Bl Desktop £ :
& Downloads . ‘
1=l Recent Places E J 8
o Kingston.app win
4 Libraries
H 7:] Documents
| j Music L]
=/ Pictures \ ( ‘;,
B Videos N
Al Kingston.exe autorun.inf
. 4 items
— =)

Hinh 2.3 — Néi dung cda DT4000G2DM

Click here for status.

[“ | Installing device driver software *

Hinh 2.1 — Cai dét trinh diéu khién cda thiét
bj

~

—
. AutoPlay s A== =

. DVD RW Drive (F:) Login Kingston

[T] Always do this for software and games:

Install or run program from your media

' Run Kingston.exe

General options

Open folder to view files

View more AutoPlay options in Control Panel

Hinh 2.2 — Cdra sé AutoPlay

(Lwu y: Céc tuy chon trinh don trén
ctra s6 AutoPlay c6 thé khac nhau tly
thudc vao chuwong trinh nao hién dang
duworc cai dat trén may tinh. AutoRun
sé khdi déng qua trinh khéi tao moét
cach tw ddng.)
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Khei tao Thiét bi (Méi trieng Windows)

C6 thé kh&i tao DT4000G2DM theo mQt trong hai cach sau: Doc lap hoac dwoc quan ly. Khi
chay Kingston.exe, ban sé duwgc yéu cau tao mét mat khau.

1. Chon mét mat khau. Cac 6 khéng dwoc quan ly va doc 1ap sé yéu cau mot mat khau voi
nhirng tiéu chi sau day (Hinh 3.1):

Téi thiéu tam (8) ky tw, bao gém 1 chir hoa, 1 chir thwong va 1 chiv sé

T T N
§ DT4000620M 4.8.16 m| [ =]

. Welcome

Password Policy

Password must contain:
at least 8 characters
. E at least one digit (1)
B at least one upper case letter (A)
K at least one lower case letter (a)

[ I have read and understood the warranty

Confirm

Hinh 3.1 — Xa4c nhdn Mat kh&u

Lwu y: Cac 6 dwoc quan ly sé yéu cau mat khau dap &ng céc tiéu chi dwoc dét ra trong
chinh sach cia may cha quan ly DataLocker SafeConsole.

2. Mot khi mat khéu da duwgc chon (va dap tng cac tiéu chi da dwoc dat ra), ban phai nhap
mat khau mét lan nira vao 6 'Confirm Password' dé bao dam ban da nhap dung.

3. Nhép vao 6 kiém dé chap nhan tuyén bd bao hanh.

4. Nhan [Confirm] dé hoan tat qué trinh khéi tao.

Str dung Thiét bj (Mdi trwdng Windows)
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Mbi khi ban cdm DT4000G2DM vao may tinh, ban sé dwoc yéu cau nhap mat khau dwoc tao
ra trong qué trinh khéi tao (Hinh 4.1). Trong qua trinh d&ng nhap, néu ban nhap sai mat khau
(Hinh 4.2), ban sé c6 thém mét lan nira dé& nhap dung mat khau; lwu y rang c6 mét tinh nang
b&o mat tich hop s&n dé theo ddi sb Ian dang nhap khong hop 1 va néu sb 1an nay dat dén gia
tri trwéc khi cAu hinh la 10 (sb lan dang nhap khéng hop 18 ti da), & DT4000G2DM sé khoa
nguwoi dung lai va yéu ciu dat lai thiét bj. Hinh 4.3 trén trang tiép theo

(Lwu y: Truée khi khoa thiét bj sau 10 1an nhap mét khdu khong hop 16, bé dém dang nhap sé
dat lai voi mét lan dang nhap thanh céng.) Tiép tuc &trang tiép theo.

Hinh 4.1 — Nhdp méat khau

Hinh 4.2 — bang nhap khéng thanh céng

Khéi tao Thiét bj (Mdi trwérng Windows), Tiép tuc:
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Hinh 4.3 — DPat dén sé |1an dang nhap téi da

Cai dat (Méi trirong Mac)
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Cam 6 DT4000G2DM vao mét cdng USB tréng trén may tinh xach tay hodc may tinh dé ban
Mac cta ban va ch& hé diéu hanh phat hién ra. Néu phan vung 'Login' (Hinh 5.1) khdng xuét
hién trén man h|nh desktop, m& Finder K va tim dén phan vung 'Login’ (Hinh 5.2) & phia bén
tréi cGia ctra s Finder (liét ké dwdi DEVICES.) Chon phan vung va nhan dup vao biéu twong
&ng dung 'Kingston' trong ctra sb 'Finder'. (Hinh 5.2) Thao tac nay sé bat dau qua trinh khéi

tao.

L4
Favorites
@ AirDrop
E All My Files
"™ iCloud Drive
43 Applications
& Desktop
Eﬁ Documents
O Downloads
Devices
=] MacDS

Q Login

Shared

=

Hinh 5.1 — DT4000G2DM

autorun.inf

Kingston.exe

Hinh 5.2 — Néi dung

Kingston

win
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Khéi tao Thiét bi (M6i trwérng Mac)

C6 thé khéi tao DT4000G2DM theo mot trong hai cach sau: Boc 1ap hodc dugc quan ly. Khi
chay Kingston.app, ban sé& dwoc yéu cau tao moét mat khau.

1. Chon mét mat khau. Céac & khéng dwoc quan ly va ddc lap sé yéu cau mét mat khau voi
nhirng tiéu chi sau day (Hinh 6.1):

T6i thiéu tdm (8) ky tw, bao gom 1 chir hoa, 1 chir thweng va 1 chir sé

. Welcome

Password Policy

Password must contain:

= at least 8 characters

x at least one digit (1)

% at least one upper case letter (A)
® at least one lower case letter (a)

[¥] ! have read and understood the warranty

Hinh 6.1 — X4c nhdn Mat kh&u

Lwu y: Cac 6 dwoc quan ly sé yéu cau mat khau dap &ng céc tiéu chi dwoc dét ra trong
chinh sach cia may cha quan ly DataLocker SafeConsole.

1. Mot khi mat khéu da duwgc chon (va dap tng cac tiéu chi da dwoc dat ra), ban phai nhap
mat khau mét lan nira vao 6 'Confirm Password' dé bao dam ban da nhap dung.

2. Nhép vao 6 kiém dé chap nhan tuyén bd bao hanh.

3. Nhén [Confirm] d& hoan tat qua trinh khéi tao.
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Str dung Thiét bj (Mdi trwdng Mac)

M&i khi ban cdm DT4000G2DM vao may tinh, ban sé& dwoc yéu cau nhap mat khau dwoc tao
ra trong qua trinh khé&i tao (Hinh 7.1). Trong qua trinh dang nhap, néu ban nhap sai mat khau
(Hinh 7.2), ban sé& c6 thém mét lan niva d& nhap dung mat khau; lwu y rang c6 mét tinh nang
b&o mat tich hop sén dé theo ddi sb 1an dang nhap khéng hop lé va néu sbé 1an nay dat dén gia
tri trwdc khi ciu hinh 12 10 (sb Ian dang nhap khong hop & tbi da), 6 DT4000G2DM sé khda
ngudi dung lai va yéu cau dat lai thiét bi. Hinh 7.3 trén trang tiép theo

(Luu y: Truée khi khoa thiét bj sau 10 1an nhap mét khau khong hop 16, bé dém dang nhap sé
dat lai voi mét lan dang nhap thanh céng.) Tiép tuc étrang tiép theo.

l‘ Enter password

Hinh 7.1 — Nhdp méat khau

._ Enter password

Hinh 7.2 — bang nhap khéng thanh céng
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Str dung Thiét bi (Mdi trwéng Mac), Tiép tuc:

S e S i

Hinh 7.3 — Pat dén sé |1an ddng nhap t6i da
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DataTraveler® 4000 G2 FIPS 140-2 Level 3

DataLocker Managed Solution
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KTHEAPFH

AP A THE FESE T T T ARG BE S I 4 i DataTraveler® 4000G2 FIPS 140-2
Level 3 — DataLocker Managed Jn% USB %% ( f X /5% DT4000G2DM)

RGFER
PC & PC B{FRGTH
e Pentium Il ZAFEZS O [R)SERAREZS (Bl o e Windows 11
P AR ES) e Windows 10
e 15MB "] I {if% 7= a]
e USB2.0/3.0

o T ANYERIRENE 2 AT AR
)35 SR 2 5 1

Mac & BERG S FF
o 15MB "] FIfe £ 74 [H] e macOS 10.15.x - 12.x.x
e USB 2.0/3.0

==
¢ Kingston §
==
A1.1-USB 2.0/3.0 #1, A% /1.2 — DT4000G2DM
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9 1 itk DT4000G2DM &7 e 72, 15 A 246 0 10 A s fing 25 SHLT 711 USB
2.0/3.0 #Z00vh, WAL1.3 Fs, EEGIFHLERE BT T USB $2 DA EE S D, g sl USB
e RS, WA 1.4 PR,
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b
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Z%: (Windows ¥5%)

1. ¥ DT4000G2DM i A 10 A B g b 15 LAY v ]

USB #211, %:#5 Windows F il %112 (A 47 1.

e Windows 11/10 i il 215 25 IR N R Y 3B
A& 2.1 FiR,

RSS2 5, Windows 23 R~ IR FF- A ot bt
2,

e Windows 11/10 F F A2 AutoPlay (H Zh#%
) w, 52.2 gz,

BTN 277 Kingston.exe”,

A1 Windows 3% 41 F1 i L, /AT LAt CD-ROM 43
X (&2.3) H#TZh#H1T DTA000G2DM /¥, X [FRERE

IR WL R

D (@] o |
7 X gl i
@Uv[i » DVDRW Drive (F) .. ¥ ~ | 49 | search DVD RW Drive... P |
=
Organize v Share with v Burn =+ [ ‘@
- Favorites |
Desktop &l i
& Downloads i L ]
=l Recent Places E 1 . |
Kingston.app win
4 Libraries
j‘ Documents
,J'/ Music g
[&=] Pictures ( ‘,:‘
B videos gt
2\l Kingston.exe autorun.inf

. 4 items

/&7 2.3 - DTA000G2DM /A72¢

BB E{E (Windows ¥5E)

*M installing device driver software *
Click here for status.

B12.1 - REPoIrE/FLLE

' AutcPlay ‘ m |

. DVD RW Drive (F;) Login Kingston

["] Always do this for software and games:
Install or run program from your media

Run Kingston.exe
Published by Datalocker Inc.

General options

Open folder to view files

} using Windows Explorer

View more AutoPlay options in Control Panel

B&J2.2 - AutoPlay (Az1#Es) &n

(& : AutoPlay (Hz0#55c) 2l
) RS A 11 L [ H T4 HEFE
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FIHAE A LT FE, )

W R44S 480DT4000G2DM.A00

DatalLocker Managed Solution

& 4T,

-
A=Y
[
=



iKTECH]NOLOGY

DT4000G2DM w1 LLiiat LA M i i 2 — 3T 80k« Jhn7 sz, 1fEi51T Kingston.exe 2 )5
. BRREEIE I PR,

PR, IESZPERENL A B TR S L L P S S (&73.1)

AN (8) F/F, B L NMKEFR. LAVNEFRN 1 NET

. N
§ D74000620M 4.8.16 (m] [ = ]

Actions Help

. Welcome

Password Policy

~ Password must contain:
at least 8 characters
B at least one digit (1)
. K at least one upper case letter (A)
B at least one lower case letter (a)

_Pwd Hint o -
[ 1 have read and understood the warranty

Confirm

R&I3.1 - #Hi &5

B P LA T B 4 ) Datalocker SafeConsole 4 AR 2 28 S il 72 2k
EOE T

2. BETRG (MG R e aett) Ja, E AL i g SCARE b 1 K A% G DA
Prbg A1,

3. R EEHE RS IR A
4. i [#U] elaL,

&R (Windows 3f5%)
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i DT4000G2DM ## A Mac Eic A5 AL AT USB #2111, SFAF R SRR RN Z A £
B, IR A U “Login™ (&5.1) , FTJT Finder & 37 Finder & 1 /2 {il$k% “Login”
& (&5.2) (gghsit) . 2 E F%}FYX% Finder"# 11 i “Kingston” i FHRE - B b5, (&
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£&75.1 — DT4000G2DM
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Favorites
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=) All My Files autorun.inf Kingston
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& Desktop
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O Downloads
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Q Login
Shared
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. Welcome

Password Policy

Password must contain:
 at least 8 characters

x at least one digit (1)

% at least one upper case letter (A)
= at least one lower case letter (a)

Select passwore

[V 1 have read and understood the warranty
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e USB 2.0/3.0
==
P Kingston §
==
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ublished by Datalocker Inc.

General options

J Open folder to view files

View more AutoPlay options in Control Panel

2.2 - HE#Ew &

(FLE - THEEI W& I aEZ
I, AT H P& RGNS L1195
A HAAN T HEET & HBH
B BT RIE EFESF. )

SR Y 480DT4000G2DM.AQ00
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iKTECH]NOLOGY

DT4000G2DM HELL F oI Rl 5 k.2 —HETT®IiA L« M7 sy B, AT Kingston.exe If, R
(RN AN VAT

SRR (G, I AURs RSB BRI M 37 3B B RS E AT 5 DL M R S (3.1)

A\ (8) ¥, Bif1EANRFR. 1HENSFRA 1 AT

- :
§ DT4000G20M 4.8.16 (m=] (=]

Actions  Help

. Welcome

Password Policy

| Password must contain:
B at least 8 characters
K at least one digit (1)
B at least one upper case letter (A)
B at least one lower case letter (a)

[A I have read and understood the warranty

Confirm

B 3.1 — R

HE . 2R S A A 74 DataLocker SafeConsole 45 ¥ ] Al 28 B 5k v fr 716
PRI 5,

2. {EEEHEM % (HAEREreR), e "Confirm Password ) (2% H5) (19307 )i
B AR AR, DAE SRR A IE

3. i PRI H L 2 S F AR [
4. ¥i— 1 "Confirm, (ff32) LLSE BRI ILIEZE,

ZEEMFEH (Windows REE)

SCE#R 5% 480DT4000G2DM.A00 DataLocker Managed fi# ¥k /5% FUi5 511



HKTECH]NOLOGY

REXFEA DTA4000G2DM IR,  SAifft # & b /s (g AAE A AA A LA e JON T N7 0 505 (7 4.1).

AR AR, A Sl A L) S (B 4.2), ]S R AR (A &ﬁ%ﬁﬁﬁq%mﬁ
EPEIIEE B sl B8RS S A KM s, 5 REGEGE AN 10 & (5 A R R 8),
DT4000G2DM # & g &, W NS dsE, N a4.3

(VLB - 26BN 7 10 AL G Eal THETER], K GANE i G A7, ) BEET
—H,

4.1 - BEAFHE

B 4.2 - AL

FEBEOEE (Windows BE) () :

AR SR 480DT4000G2DM.A00 DataLocker Managed fi# ¥k /5% FUi5 6/11
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5 4.3 — E:#F) MaxNoA

HE (Mac BE)
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® Kingston

¥ DT4000G2DM ##H A £ Mac it IS ol g BRIV IS B USB SHigeiR, W S (F2E R 1 B
), A1 Login' BEMEE (A75.1) N0 A H B b, S5BHEL Finder & A Finder i &1 /¢
il (A "DEVICES, (#iE) % By N J) #H 'Login' WAl (#5.2)), (& 'Finder' i, P
M B A $2  T 'Kingston' JEFHRESE 7R, (B5.2) i858 BB LRSS 7,

13

/&7 5.1 - DT4000G2DM

<

Favorites
@ AirDrop -

=) All My Files autorun.inf Kingston
7Y iCloud Drive

:ﬁ-\-.- Applications

& Desktop

@ D Kingston.exe win
O Downloads
Devices

l;l MacOS

Q Login
Shared

5.2 - A%

B AL (Mac FIE)

SCERR SR 480DT4000G2DM.A00 Datalocker Managed fi## /5 % 5 8/11



K Kingston

DT4000G2DM HELL R #I i Ji vk 2 — AT oAl « M7 siig i, T Kingston.app Hf, %
o PN AR N ] 2 B,

1. SRPE (A, AZH Ry A S BRI Mg N7 A B Rl s a5 6 L M R 0 (A 6.1)

A\ (8) EFTT, Wi 1 EASFRL 1ENSFRA 1 ERF
g

. Welcome

Password Policy

Password must contain:
 at least 8 characters

x at least one digit (1)

% at least one upper case letter (A)
= at least one lower case letter (a)

Select passworc

[V 1 have read and understood the warranty

6.1 — HEZREH

HE . IS L H A 74 DataLocker SafeConsole 45 ¥ ] ARz 28 B 5k v fr 716
IR

1. (S0 (HAF G fRCHrr), @unZa/e " Confirm Password s (a2 4 l5) 19+ )5
B Rl AR, DU SRR A (T

2. ¥ MREIUTBL LIRS s FA PR I A
3. #—F "Confirm, (X)) LATEAIIARILIE S,

HEFEH (Mac %)

SCE#R 5% 480DT4000G2DM.A00 DataLocker Managed fi# ¥k 5% FUi5 9/11
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TEC NOLOGY

T X4EA DTA000G2DM IRy, it & e b/ 7 AAE #)ha (LR Fy IR N2 () 3 il (M7 7.1), 28
AREF T, 0 i A A Tl (B 7.2), SR R AR 5 TR SR N
VEIhBE e H BhRl B E T A KM RS, A REGEGE TAZEN 10 K (5 A R K 8),
DT4000G2DM & §c (1 %, W H S S dkiE, N EA7.3

(FEE - A HEE A 5 10 AL G Gl TR, K EANE 7 G A G, ) ERE T
—H.

B 7.1 - BAEHE

E7.2 - ALK

SEE M (Mac B5S) (1H)
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[E 7.3 - 2:ZF MaxNoA
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