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This user manual covers the FIPS-Validated DataTraveler® 4000 G2 (referred to simply as DT4000 G2
from this point forward) based on the factory image with no implemented customisations.

System Requirements

PC Platform Supported PC Operating Systems
* Pentium Il processor or equivalent (or *  Windows® 8, 8.1 (not RT)
faster) «  Windows® 7 SP1
« 15MB free disk space «  Windows® Vista SP2

* Available USB 2.0/ 3.0 port
e Two consecutive drive letters after the
last physical drive*

Mac Platform Supported Operating Systems
* 15MB free disk space e Mac OS X 10.8.x-10.10x
* USB 2.0/3.0

Recommendations

To ensure that ample power is provided to the DT4000 G2 device, insert it directly into a USB port on
your notebook or desktop, as seen in Figure 1.1. Avoid connecting the DT4000 G2 to any peripheral
device(s) that may feature a USB port, such as a keyboard or USB-powered hub, as seen in Figure
1.2.
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Figure 1.1 — Recommended Usage

*Note: See ‘Drive Letter Conflict’ on page 26.

Setup (Windows Environment)

1. Insert the DT4000 G2 into an available USB port
on your notebook or desktop and wait for
Windows to detect it.

* Windows Vista users will receive a device
driver notification as seen in Figure 2.2.

e Windows 7 users will receive a device driver
notification as seen in Figure 2.2.

Once the new hardware detection is complete,
Windows will prompt you to begin the initialisation
process.

* Windows Vista users will see an AutoPlay
window similar to the one in Figure 2.3.

* Windows 7 users will see an AutoPlay window
similar to the one in Figure 2.3.

2. Select the option ‘Run DT4000 G2_Launcher.exe’.

If Windows does not AutoPlay, you can browse to
the CD-ROM partition (Figure 2.4) and manually
execute the DT4000 G2_Launcher program. This
will also start the initialisation process.

Figure 1.2 — Not Recommended

‘| Installing device driver software
Click here for status.

=N

Figure 2.1 — Found New Hardware
(Windows Vista)

‘| Installing device driver software
Click here for status.

=N

Figure 2.2 — Device Driver Installation
(Windows 7)
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b __ & AutoPlay I = i&l
@@ [® [#3][ search DVD RW Drive o
Organize v Bumto disc =~ 0 @ :
Files Currently on the Disc l J‘ DVD RW Dere ﬂ\ DT4OOOGZ
& —
l Vs ( || Always do this for software and games:
’J
Support sttorunot DT4000G2_Launc Install or run program from your media
her.exe
. " Run DT4000G2_Launcher.exe
S Published by Kingston Technology Corp
General options
\.) Open folder to view files
5 i using Windows Explorer
View more AutoPlay options in Control Panel
Figure 2.4 — DT4000 G2 Contents
\

Figure 2.3 — AutoPlay Window
(Windows Vista/7)

(Note: Menu options in the AutoPlay
window may vary depending on what
programs are currently installed on
your computer. AutoRun will start the
initialisation process automatically.)

Device Initialisation (Windows Environment)

1. Select your language preference from the drop-down menu and click ‘Next’ (Figure 3.1.)

~

-
Device Initialization - DT4000 G2

Datalraveler®
2000 G2

ORORORC

Language

Select Language: English v

'Kingston

Figure 3.1 — Language Selection
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2. Review the licence agreement and click ‘Next (Figure 3.2.) (Note: You must accept the licence
agreement before continuing; otherwise the ‘Next’ button will remain disabled).

-
Device Initialization - DT4000 G2

Datalraveler®
4000 G2
1)@ G)(a
License Agreement
SOFTWARE LICENSE AGREEMENT -

IMPORTANT - READ CAREFULLY:

THIS SOFTWARE LICENSE AGREEMENT ("Agreement”) is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
(*Kingston®). This Agreement relates to the software accompanying
this Agreement, which indudes computer software and may indude
associated media, printed materials, and "online" or electronic -

Q@ Accept Dedline

® Kingston

Figure 3.2 — Licence Agreement

3. Create a password to protect your data on the DT4000 G2. Enter it in the ‘Password’ field, then re-
enter it in the ‘Password Confirmation’ field, as seen below in Figure 3.3. The password that you
create must meet the following criteria before the initialisation process will allow you to continue:

1. Passwords must contain 8 characters or more (up to 16 characters).
2. Passwords must contain three (3) of the following:

- UPPER CASE, lower case, numeric and/or special characters (!, $, etc.)

You may also enter a password hint, but it is not a mandatory field. The hint field can be useful in
providing a clue as to what the password is, should the password ever be forgotten. (Note: The hint
CANNOT be an exact match to the password.)
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Device Initialization - DT4000 G2

Datalraveler®

4000 G2

1) (2) 3) (4
Password
* Password: sscssssee
* Password Confirmation: escsseeee
o Password Rules
Hint: Pwd Hint
*Mandatory field

" Kingston

Figure 3.3 — Password Setup

4. Enter your contact information in the text boxes provided (see Figure 3.4). (Note: The information
that you enter in these fields may NOT contain the password string that you created in Step 3.
However, these fields are optional and can be left blank, if so desired).

* The ‘Name’ field may contain up to 32 characters, but cannot contain the exact
password.

* The ‘Company’ field may contain up to 32 characters, but cannot contain the
exact password.

* The ‘Details’ field may contain up to 156 characters, but cannot contain the exact
password.
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-

Device Initialization - DT4000 G2
®

Dlellellge\V==g
2000 G~

Contact Information

Name: Test Name
Company: Test Company
Details: Test Details & Other Info

" Kingston

Figure 3.4 — Contact Information

5. Click ‘Finish’ to complete the device initialisation process.

The DT4000 G2 will now format the secure data partition (Figure 3.5) and notify you when it is
complete (Figure 3.6).

> Note: If you are logged in using a non-admin role, the ‘Format’ routine can take
.~ up to a minute.”

6. Click ‘OK’ to continue.

Document No. 48000127-001.A04 DataTraveler® 4000 G2 Page 7 of 27



K Kingston

-

Format - DT4000 G2
| DoroTrc:veIer‘“’
4000 G~2

Formatting DT4000 G2 (I:)...

Datalraveler®
4000 G2

Format Complete.

¥ Kingston ¥ Kingston

Figure 3.5 — Formatting DT4000 G2 Figure 3.6 — Format Complete

Initialisation complete.

*Note: Times may vary based on system hardware and the capacity of the DT4000 G2 drive.

Device Usage (Windows Environment)
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Once the DT4000 G2 has been initialised, yOU [ (ogin device bra000 62 )

can access the secure data partition and use )
the device options by logging in to the device Dotg—gggellieer
with your password. To do so, follow these

Steps Password:

1. Insert the DT4000 G2 into a USB port on
your notebook or desktop and enter your
password (see Figure 4.1).

Forgot Password

* Once you have typed your password, Contact Information
click the ‘Login’ button to continue.

Read-Only Mode

¥ Kingston

* If the correct password is entered, the
DT4000 G2 will unlock and you can

. . . Figure 4.1 — Login Window
begin using the device. 9 9

* If an incorrect password is entered, an error message will appear just below the [1Hint
field, indicating a login failure.

(NOTE: If you enter a bad password during the login process, you will be given another opportunity to
enter the correct password. However, there is a built-in security feature that tracks the number of failed
login attempts®. If this number reaches the pre-configured value of 10 failed attempts, the DT4000 G2
will lock and require a device format of the secure data partition prior to its next use. THIS MEANS
THAT ALL DATA STORED ON THE DT4000 G2 WILL BE LOST. For more details on this feature,
see ‘Device Lockout’ on page 24).

2. You may unlock the secure data partition in read-only mode, sometimes referred to as “write-protect
mode”, by selecting the checkbox labelled ‘Read-Only Mode’ prior to logging in to the device. Once
authenticated under read-only, you will be allowed to open or view content on the DT4000 G2, but
not update, change or erase content while in this mode. (Note: Read-only mode will also prevent
the format option from appearing in the DT4000 G2 menu that later appears on page 10).

If you are currently logged in under read-only mode and wish to unlock the device with full read/write
access to the secure data partition, you must shut down the DT4000 G2 (see page 11) and log back in,
leaving the ‘Read-Only Mode’ checkbox deselected during authentication.

* Once you authenticate to the device successfully, the failed login counter will be reset.

Device Options (Windows Environment)
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While you are logged in to the device, a ‘DT4000 G2 icon is shown in the right-hand corner of the
Windows taskbar (Figure 5.1). (Note: Windows 7 users will need to click on the Up arrow in the
taskbar to access the ‘DT4000’ icon (Figure 5.2).

Clicking once on the DT4000 G2 icon will display the following menu:

DT4000 G2 Settings
[ Browse DT4000 G2

/& Format DT4000 G2 o ¥
| & Online Support
0 €@ About DT4000 G2 e
% |&) Shut down DT4000 G2
[T
Figure 5.1 — DT4000 G2 icon in Taskbar Figure 5.2 — DT4000 G2 icon in Taskbar

DT4000 G2 Settings

* Allows you to change your password and/or hint (Figure 5.3)
* Allows you to add/view/change your contact information (Figure 5.4)
* Allows you to change your current language selection (Figure 5.5)

(Note: For security purposes, your current DT4000 G2 password is required to update and/or modify
any of these settings).

Settings Settings

Datdlraveler® Datdlraveler® Datairavale
4000 a2 4000 G2 2000 G2

Password | Contact Infomation | Lanquace | Password  Contact Information | Lanauace | Password | Contact Information  Language |
* Current Password:

" Test Name s . Engish =
* New Password:

* Password Confirmation:

O revvodrues its: Test Detais & Other Info

Hint: Pwd Hint

*Mandatory field

¥ Kingston ")

ZKingstonC =) G T = )

Figure 5.3 Figure 5.4 Figure 5.5
Change Password Contact Information Select Language

Browse DT4000 G2
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* Allows you to browse the contents of the secure data partition while you are logged in.

Format DT4000 G2* Format - DT4000 G2
+ Allows you to format the secure data partition 4000 &=
(warning: all data will be erased). (Figure 5.6) To format te G 0, Gk O To 2, & CACE

Your password is required to complete format.

Password:

Online support (requires Internet access)

* Opens your Internet browser and navigates to
http.//www.kingston.com/support/ where you
can access additional support information

¥ Kingston

Figure 5.6 — Format Warning

About DT4000 G2 About - DT4000 G2
Datalraveler®
» Provides specific details about the DT4000 4000 &2
G2, including information about the application Copyrht @ 11 Rigaton Tedhmaloay Company, T

and firmware version (Figure 5.7).

Modules Version Information

DT4000 G2 K40 000FFE23C7ECBF 1080000102
Application K4.0.0.5

Shut Down DT4000 G2 ottt 440

* Properly shuts down the DT4000 G2, allowing
you to safely remove it from your system.

¥ Kingston

Figure 5.7 — About DT4000 G2

*Note: Your current DT4000 G2 password is required in Windows Vista and Windows 7

-Windows Section Complete-

Setup (Mac Environment)
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Insert the DT4000 G2 into an available USB port on your notebook or
desktop and wait for the Mac operating system to detect it. When it
does, you will see a DT4000 G2 volume appear on the desktop, as

Vi

seen in Figure 6.1. ~—
1. Double-click the DT4000 G2 CD-ROM icon.
2. Double-click the Mac folder found in the window displayed in Figure 6.1 — DT4000 G2
Figure 6.2.

3. Double-click the DT4000 G2 application icon found in the window
displayed in Figure 6.3. This will start the initialisation process.

LN J DT4000G2 PY PY Mac
autorun.inf DT4000G2_Launcher.exe . y
DT4000G2_Launch
er
linux Mac
rr_moved Support
Figure 6.2 — DT4000 G2 Contents Figure 6.3 — DT4000 G2 Application

UL (LA VI

4000 G2

Device Initialization (Mac Environment)

Document No. 48000127-001.A04 DataTraveler® 4000 G2 Page 12 of 27



Kingston

1. Select your language preference from the drop-down menu and click ‘Next' (Figure 7.1.)

Device Initialization - DT4000 G2

Datalraveler®
<200

0 G2

Language

Select Language: English 7]

Jston

Figure 7.1 — Language Selection

2. Review the licence agreement and click ‘Next (Figure 7.2). (Note: You must accept the licence
agreement before continuing; otherwise the ‘Next’ button will remain disabled).

Device Initialization - DT4000 G2

®
Datalraveler®
4000 G2
1)@ () (4
License Agreement
SOFTWARE LICENSE AGREEMENT
IMPORTANT - READ CAREFULLY: O

THIS SOFTWARE LICENSE AGREEMENT ("Agreement") is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying

this Agreement, which includes computer software and may include 4
associated media, printed materials, and "online" or electronic v

() Accept @ Decline

# Kingstori T —

Figure 7.2 — Licence Agreement
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3. Create a password to protect your data on the DT4000 G2. Enter it in the ‘Password’ field, then re-
enter it in the ‘Password Confirmation’ field, as seen below in Figure 7.3. The password that you
create must meet the following criteria before the initialisation process will allow you to continue:

1. Passwords must contain 8 characters or more (up to 16 characters).
2. Passwords must contain three (3) of the following:

- UPPER CASE, lower case, numeric and/or special characters (!, $, etc.)

You may also enter a password hint, but it is not a mandatory field. The hint field can be useful in
providing a clue as to what the password is, should the password ever be forgotten. (Note: The hint
CANNOT be an exact match to the password.)

Device Initialization - DT4000 G2

Datalraveler®

4000 a2

1) (2) (3) (4

Password

* Password: ssccsscee

* Password Confirmation: ssccssccse
Password Rules

Hint: Pwd Hint

* Mandatory field

" Kingston

Figure 7.3 — Password Setup
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4. Enter your contact information in the text boxes provided (see Figure 7.4). (Note: The information
that you enter in these fields may NOT contain the password string that you created in Step 3.
However, these fields are optional and can be left blank, if so desired).

* The ‘Name’ field may contain up to 32 characters, but cannot contain the exact
password.

* The ‘Company’ field may contain up to 32 characters, but cannot contain the
exact password.

* The ‘Details’ field may contain up to 156 characters, but cannot contain the exact
password.

Device Initialization - DT4000 G2

Datalraveler®
2000 G~2

Contact Information

D Test Name
- Test Company

Test Details & Other Info
Details:

¥ Kingston

Figure 7.4 — Contact Information

5. Click ‘Finish’ to complete the device initialisation process.
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The DT4000 G2 will now format the secure data partition (Figure 7.5) and notify you when it is
complete (Figure 7.6).

6. Click ‘OK’ to continue.

Format - DT4000 G2 Format - DT4000 G2

9 Datalraveler®
Da tggggel-';eer 4000 G2

Formatting DT4000 G2 ... Format Complete.

= Kingston ———

¥ Kingston

Figure 7.5 — Formatting DT4000 G2 Figure 7.6 — Format Complete

Initialisation complete.
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Device Usage (Mac Environment)

Once the DT4000 G2 has been initialised, you

can access the secure data partition and use ——— .
the device options by logging in to the device
with your password. To do so, follow these
steps:

Password:

Hint

1. Insert the DT4000 G2 into a USB port on
your notebook or desktop and enter your
password (see Figure 8.1).

Forgot Password

Contact Information ] Read-Only Mode

2. Once you have typed your password, click
the ‘Login’ button to continue. = Kingston

* If the correct password is entered, the
DT4000 G2 will unlock and you can Figure 8.1 — Login Window
begin using the device.

* If anincorrect password is entered, an
error message will appear just below
the ‘Hint field, indicating a login
failure (see Figure 8.2).

(NOTE: If you enter a bad password during the login process, you will be given another opportunity to
enter the correct password. However, there is a built-in security feature that tracks the number of failed
login attempts®. If this number reaches the pre-configured value of 10 failed attempts, the DT4000 G2
will lock and require a device format of the secure data partition prior to its next use. THIS MEANS
THAT ALL DATA STORED ON THE DT4000 G2 WILL BE LOST. For more details on this feature,
see ‘Device Lockout’ on page 24).

3. You may unlock the secure data partition in read-only mode, sometimes referred to as “write-protect
mode”, by selecting the checkbox labelled ‘Read-Only Mode’ prior to logging in to the device. Once
authenticated under read-only, you will be allowed to open or view content on the DT4000 G2, but
not update, change or erase content while in this mode. (Note: Read-only mode will also prevent
the format option from appearing in the DT4000 G2 menu that appears on page 10.)

If you are currently logged in under read-only mode and wish to unlock the device with full read/write

access to the secure data partition, you must shut down the DT4000 and log back in, leaving the
[TRead-Only Mode’ checkbox deselected prior to login.

* Once you authenticate to the device successfully, the failed login counter will reset.
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Device Options (Mac Environment)

While you are logged into the device, a ‘DT4000 G2_Launcher icon is displayed in the Mac OS X Dock
as seen in Figure 9.1 below:

DT4000G2_Launcher

MOCUBEERG I XRETOOFAE!

Figure 9.1 — DT4000 G2 Icon In Mac OS X Dock

Hold down the ‘Control key on your keyboard and click once on DT4000 G2 Settings
the ‘DT4000 G2_Launcher icon to display the menu shown in Browse DT4000 G2

Figure 9.2 to the right. Format DT4000 G2
Online Support

About DT4000 G2
Shut down DT4000 G2

Options >

H Show All Wind
DT4000 G2 Settings Show All Windows

Quit

* Allows you to change your password and/or hint (Figure 9.3)
* Allows you to add/view/change your contact information Figure 9.2

(Figure 9.4) DT4000 G2 Options
* Allows you to change your language preference (Figure 9.5)

Settings Settings Settings

Datalraveler® Datdlraveler® Datdlraveler®
4000 G2 4000 G2 4000 G2
Wbl Contact Information  Language Password [EINIREION Language Password  Contact Information |ENIIEGRY

* Current Password: Name: Select Language: English ]
* New Password:
* Password Confirmation: Company:

0 Password Rules Details:

Hint:
* Mandatory field

Apply Cancel m 0 I Apply l Cancel l O Apply ™ Cancel

Figure 9.3 Figure 9.4 Figure 9.5
Change Password Contact Information Select Language

(Note: For security purposes, your current DT4000 G2 password is required to update and/or modify
any of these settings).
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Browse DT4000 G2

* Allows you to browse the contents of the secure data partition while you are logged in.

Format DT4000 G2
* Allows you to format the secure data partition
(warning: all data will be erased). (Figure 9.6)
Online Support (requires Internet access)
* Opens your Internet browser and navigates to

http.//www.kingston.com/support/ where you
can access additional support information

About DT4000 G2
* Provides specific details about the DT4000

G2, including information about the application
and firmware version (Figure 9.7).

Shut Down DT4000 G2

* Properly shuts down the DT4000 G2, allowing
you to safely remove it from your system.

Format - DT4000 G2

Datalraveler®
4000 G2

WARNING: Formatting will erase ALL data on this disk.
To format the disk, click OK. To quit, click CANCEL.

= Kingston ok

Figure 9.6 — Format Warning

About - DT4000 G2
®
Datalraveler
4000 G2
Copyright (c) 2007 Kingston Technology Company, Inc.

Modules Version Information

DT4000 G2 3.0 000FFE23C7ECBF10800001D2
Application 400.1

FW Version 3.05
Crypto Library FW 1.00

™ Kingston

Figure 9.7 — About DT4000 G2

-Mac Section Complete-

Document No. 48000127-001.A04 DataTraveler® 4000 G2

Page 19 of 27



K Kingston

Setup (Linux Environment)

(NOTE: Due to the various distributions of Linux available today, the look and feel of the interface may
vary from one version to the next. However, the general command set used in the terminal application
is very similar and can be referenced in the Linux instructions that follow. The screenshot examples
in this section were created in a 64-bit environment.)

> Certain distributions of Linux will require super-user (root) privileges in order to
.~ execute the DT4000 G2 commands properly in the terminal application window.

Insert the DT4000 G2 into an available USB port on your
notebook or desktop and wait for the Linux operating @
system to detect it. When it does, a DT4000 G2 volume

) . . DT4000G2
icon will appear® on the desktop, as seen in Figure 10.1.

) Figure 10.1 — DT4000G2 Volume
The DT4000 G2 comes with 5 commands that can be

used in Linux:

dt4000g2_about, dt4000g2_forgotpassword, dt4000g2_initialize, dt4000g2_login and
dt4000g2_logout

(Note: To execute these commands, you must open a “Terminal” application window and navigate to
the folder where each of the files exist. Each command must be preceded by the following two

characters: “./" (a full stop and a forward slash).

For 32-bit users, open a “Terminal’ application window and change the current directory to
/media/DT4000G2/linux/linux32$ by typing the following command at the prompt:

cd /media/DT4000G 2/linux/linux32 (and then press ENTER)

For 64-bit users, open a “Terminal’ application window and change the current directory to
/media/DT4000G2/linux/linux64$ by typing the following command at the prompt:

cd /media/DT4000G 2/linux/linux64 (and then press ENTER)

*Note: If the DT4000 G2 volume is not loaded automatically by the operating system, you will need to
load the volume manually in a terminal window using the Linux ‘mount’ command. Please refer to the
Linux documentation for your specific OS distribution or favourite on-line support site for proper syntax
and command options.
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Device Initialisation (Linux Environment)

Once the DT4000 G2 is connected to your computer and has been recognised by the operating
system, the device will need to be initialised prior to first use. To do so, open the ‘Terminal’ application
(or command-line window) and follow these steps:

(Note: The screenshots and instructions in this section use the linux32 folder (signifying 32-bit) for
purposes of demonstrating use of the DT4000 G2 device in the Linux OS. If you are using the 64-bit
version of Linux, simply navigate to and use the respective 64-bit folder in place of the 32-bit folder, i.e.
linux64 rather than linux32.)

1' Change direCtOry tO the DT4OOO G2 E root@localhost:/media/DT4000 G2 /linux/linux64
volume by typing the following command | ge eat view Terminal Tabs Heip

at the terminal prompt (as seen in Figure |(rootelocalhost /1# cd /media/ dt4000g2/linux/linux64
10 2) [root@localhost linux64]# _

cd /media/DT4000G2/linux/linux32

(Note: Commands and folder (directory)
names are case-sensitive, i.e. 1inux32’
is NOT the same as 'Linux32’. Syntax
must also be typed exactly as shown.)

Figure 10.2 — Command-Line Navigation

2. Type Is (as in list) at the current prompt and press ENTER. This will provide you with a list of files
and/or folders in the /media/DT4000G2/linux/linux32 (or linux64) folder. You will see five DT4000
G2 commands listed: dt4000g2_about, dt4000g2_forgotpassword, dt4000g2_initialize,
dt400092_login and dt4000g2_logout, as seen in Figure 10.3.

root@localhost:/media/DT4000G2 /linux/linux64 T Ex
File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64 el
[root@localhost linux64]# 1s

dt4000g2 about dt400092_initialize dt400092 logout

dt4000g2 forgotpassword dt400092_ login

[root@localhost linux64]# _

Figure 10.3 — List of DT4000 G2 Commands

— This section is based on the 64-bit version of Linux —
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3. To initialise the DT4000 G2, type the following command at the terminal prompt and press ENTER:
./dt4000 G2_initialize* (remember, commands are case-sensitive) See Figure 10.4.

root@localhost:/media/DT4000G2 /linux/linux64 T Ex

File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64
[root@localhost 1linux64]# 1s

dt40009g2 about dt4000g2_initialize dt400092_ logout
dt4000g2 forgotpassword dt4000g2_ login

[root@localhost 1inux64]# ./dt4000g2_initialize

D

Figure 10.4 — Executing a DT4000 G2 Command

4. After you press ENTER, the licence agreement will display in the terminal window. Press Y’ to
accept the licence agreement and continue. (Note: If you press ‘N’ and do not accept the licence
agreement, you will be returned to the terminal prompt and unable to continue the initialisation
process until you repeat step 3 and press ‘Y’.)

5. After you accept the licence agreement, you will be prompted to input (create) a password, which
will be used to protect the files stored on the secure data partition. The password you create must
meet the following criteria before the initialisation process will allow you to continue:

a. Passwords must contain 8 characters or more (up to 16 characters)

b. Passwords must contain three (3) of the following:

- UPPER CASE, lower case, numeric and/or special characters (!, $, etc.)

6. Confirm your password by re-entering it on the command line when prompted to input it again and
press ENTER. If the passwords match, you will be notified that the DT4000 G2 has been initialised
successfully. If the passwords do not match, you will receive a message indicating that you still
need to confirm the password correctly. To do so, repeat steps 5 and 6 until the passwords match.

After creating your password, a secure data volume (partition) will appear on the desktop. This
indicates that the initialisation process was successful and is now complete. You may begin using the
DT4000 G2.

*Note: Certain distributions of Linux will require super-user (root) privileges in order to execute the
DT4000 G2 commands properly in the terminal application window.
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Device Usage (Linux Environment)

Once the DT4000 G2 has been initialised, you can access the secure data partition by logging in to the
device using the DT4000 G2 password that you created on page 22. To do so, follow these steps:

1. Open a ‘Terminal’ application window.
Type the following command at the terminal prompt: cd /media/DT4000G2/linux/linux32

With the command prompt now at /media/DT4000G2/linux/linux32$, type the following
command to log in to the device: ./dt4000g2_login* and press ENTER. (Note: Commands and
folder names are case-sensitive and syntax must be exact.)

4. Enter your DT4000 G2 password and press ENTER. After a successful login, the secure data
volume will open on your desktop and you can proceed to use the DT4000 G2.

If you enter a bad password during the login process, you will be given another opportunity to enter the
correct password by repeating step 3. However, there is a built-in security feature that tracks the
number of failed login attempts. If this number reaches the pre-configured value of 10 failed attempts,
the DT4000 G2 will lock and require you to initialise the device by executing the
dt4000g2_forgotpassword command prior to next use. This process will allow you to create a new
password, but in order to protect the privacy of your data, the DT4000 G2 will format the secure data
partition. This means that all of your data will be lost.

Once the dt4000g2_forgotpassword process is complete and you have successfully set up a new
password, the built-in security counter that tracks failed login attempts will be reset (Note: A successful
login prior to reaching the maximum number of attempts (MaxNoA, for short) will also reset the failed-
login counter.)

When you have finished using the DT4000 G2, log out of the device and secure your data. To do so,
follow these steps:
1. Open a ‘Terminal’ application window.
Type the following command at the terminal prompt: cd /media/DT4000G2/linux/linux32

With the command prompt now at /media/DT4000G2/linux/linux32$, type the following
command to log out of the device properly: ./dt4000g2_logout* and press ENTER. (Note:
Commands and folder names are case-sensitive and syntax must be exact.)

4. Remove the DT4000 G2 from your system and store it in a safe place.

*Note: Certain distributions of Linux will require super-user (root) privileges in order to execute the DT4000 G2
commands properly in the terminal application window.
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Help and Troubleshooting

Device Lockout

The DT4000 G2 includes a security feature that prevents unauthorised access to the data partition
once a maximum number of consecutive failed login attempts (MaxNoA for short) has been made; the
default “out-of-box” configuration has a pre-configured value of 10 (no. of attempts.)

The ‘lock-out’ counter tracks each failed login and is reset one of two ways: 1) A successful login prior
to reaching MaxNoA or 2) reaching MaxNoA and performing a device format.*

If an incorrect password is entered, an error Login device DT4000G2
message will appear just below the ‘Hint field, Datalraveler®
indicating a login failure. See Figure 10.1. 4000 a2

Password:

If and when a 7" failed attempt is made, you will
See an addltlonal errOr message Indlcatlng that AFaiIedtoL-:\gianhe password is incorrect, Please try again.

you have 3 attempts left before reaching
MaxNoA (which is set to 10 by default). See
Figure 10.2 Forgot Password

Contact Information

After a 10™ failed login attempt, the DT4000 G2
will permanently block the data partition and
require a device format prior to next use. This
means that all data stored on the DT4000 G2 Figure 10.1— Login Failure
will be lost and you will need to create a new

password.

* Kingston

This security measure limits someone (who Login device DT4000G2

does not have your password) from attempting Datalraveler®
countless login attempts and gaining access to 4000 &=
your SGnSltlve data Password:

If y0U are the OWner Of the DT4000 G2 and have A Failed to Login: The password is incorrect. Please try again.
forgotten your password, the same security

measu res WI | | be enfo rced , I nCI ud I ng a d eVI Ce 3 Attempts left before your DT4000 is blocked permanently.
fO rm at . * Forgot Password

Contact Information

For more on this feature, see ‘Forgot Password’
on page 25.

¥ Kingston

Figure 10.2 — 7" Login Failure

*Note: A device format will erase ALL of the information stored on the DT4000 G2’s secure data
partition.
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Forgot Password

If you forget your password, you can click
on the ‘Forgot Password link that appears
in the login window when DT4000
G2_Launcher is executed (see Figure 10.3).

This option will allow you to create a new
password but, in order to protect the privacy
of your data, the DT4000 G2 will be
formatted. This means that all of your data
will be erased in the process.*

When you click on ‘Forgot Password’, a
message box (Figure 10.4) will appear and
ask if you want to enter a new password
prior to executing the format. At this point,
you can either 1) click ‘OK’ to confirm or 2)
click Cancel’ to return to the login window.

If you opt to continue, you will be prompted
to create a new complex password and a
new hint. The hint is not a mandatory field,
but it can be useful in providing a clue as to
what the password is, should you ever
forget the password.

(Note: The hint CANNOT be an exact match
to the DT4000 G2 password.)

Login device DT4000G2

Datalraveler®
4000 G2

Password:

Forgot Password

¥ Kingston

Figure 10.3 — Forgot Password

Forgot Password

In order to protect your data, your DT4000G2 will be Formatted and all data will be erased. Do
\./you want to enter a new password and format your DT4000G2?

Figure 10.4 — Prompt Before Formatting
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*Note: A device format will erase ALL of the information stored on the DT4000 G2’s secure data
partition.
Drive Letter Conflict (Windows Operating Systems)

As mentioned in the ‘System Requirements’ section of this manual (on page 3), the DT4000 G2
requires two consecutive drive letters AFTER the last physical disk that appears before the ‘gap’ in
drive letter assignments (see Figure 10.5.) This does NOT pertain to network shares because they are
specific to user profiles and not the system hardware profile itself, thus appearing available to the OS.

This means that Windows may assign the DT4000 G2 a drive letter that is already in use by a network
share or Universal Naming Convention (UNC) path, causing a drive letter conflict. If this happens,
please consult your administrator or helpdesk department for information on changing drive letter
assignments in Windows Disk Management (administrator privileges required.)

2 My Computer, Q@@
File Edit View Favorites Tools Help .','
Qeak - © - [P O searct Folders | [T37]~
Address | | v| B o

System Tasks A
= ° =

View system information S O, S
9 Add or remove programs N
[ Change a setting

Local Disk {C:) DVYD/CD-RW Drive (D:) Local Disk (E:)
Other Places 2
3 My Network Places > -
(&) My Documents . v v
(@ Control Panel \) —_—r
Details DT4000G2 (F:) Metwork Share (G:) Local Disk (H:)

System Folder

Figure 10.5 — My Computer

In this example, the DT4000 G2 uses drive F:, which is the first available drive letter after drive E: (the
last physical disk before the drive letter gap). Since letter G: is a network share and not part of the
hardware profile, the DT4000 G2 may attempt to use it as its second drive letter, causing a conflict.

If there are no network shares on your system and the DT4000 G2 still will not load, it is possible that a
card reader, removable disk or other previously-installed device is holding on to a drive-letter
assignment and still causing a conflict.

Please note that Drive Letter Management, or DLM, has improved significantly in Windows Vista and 7,
so0 you may not come across this issue. However, if a conflict does occur and you are unable to resolve
it, please contact Kingston’s Technical Support Department for further assistance.
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Error Messages

Unable to create file — This error message will appear when attempting to CREATE a file or folder ON
the secure data partition while logged in under read-only mode.

Unable to create file x|
': Unable to create the file 'New Text Document. bxt'

The media is write protected.

Figure 10.6 — Unable to Create File Error

Error copying file or folder — This error message will appear when attempting to COPY a file or folder
TO the secure data partition while logged in under read-only mode.

Error Copying File or Folder 5[
@ Cannot copy Filel: The disk is write-protected.

Remove the write-protection or use another disk.

Figure 10.7 — Error Copying File or Folder Error

Error deleting file or folder — This error message will appear when attempting to DELETE a file or folder
FROM the secure data partition while logged in under read-only mode.

Error Deleting File or Folder x|
@ Cannot delete Filel: The disk is write-protected.

Remove the write-protection or use another disk.

Figure 10.8 — Error Deleting File or Folder Error

If you are currently logged in under read-only mode and wish to unlock the device with full read/write
access to the secure data partition, you must shut down the DT4000 G2 and log back in, leaving the
[TRead-Only Mode’ checkbox deselected prior to login.
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DataTraveler® Manual de usuario de 4000 G2 G2

Datalraveler
2000 G2
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)
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Indice

TOCACERCA DE ESTE MANUAL

Este es el manual de usuario del dispositivo DataTraveler® 4000 G2 (con el fin de simplificar, se
denominara DT4000 G2 a partir de ahora) basada en la imagen de fabrica sin personalizaciones

implementadas.

Requisitos del sistema

Plataforma PC

* Procesador Pentium Il o equivalente
(o0 mas rapido)

* 15 MB de espacio disponible en disco

e Puerto USB 2.0/ 3.0 disponible

* Dos letras de unidad consecutivas tras
la ultima unidad fisica*.

Sistemas operativos para PC
compatibles

«  Windows® 8, 8.1 (se excluye RT)
e Windows® 7 SP1
e Windows® Vista SP2

Plataforma Mac

* 15 MB de espacio disponible en disco
 USB 2.0/3.0

Sistemas operativos compatibles

* Mac OS X 10.8.x-10.10x

Recomendaciones

Para garantizar que el dispositivo DT4000 G2

reciba suficiente alimentacion eléctrica, insértelo

directamente en un puerto USB de su ordenador portatil o de sobremesa, tal y como puede verse en la
Figura 1.1. Evite conectar el DT4000 G2 a algun dispositivo periférico que pueda disponer de puerto
USB, como un teclado o un concentrador alimentados por USB, tal y como puede verse en la Figura

1.2.
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Figura 1.1 — Uso recomendado

Figura 1.2 — Uso no recomendado

*Nota: Consulte ‘Conflicto entre letras de unidad’ en la pagina 26.

Configuracion (entorno Windows)

1. Inserte el DT4000 G2 en un puerto USB
disponible de su ordenador portati o de
sobremesa, y espere a que Windows lo detecte.

Los usuarios de Windows Vista recibiran una
notificacion desde el controlador de
dispositivo, tal y como puede verse en la
Figura 2.2.

Los usuarios de Windows 7 recibiran una
notificacion desde el controlador de
dispositivo, tal y como puede verse en la
Figura 2.2.

Una vez detectado el hardware, Windows le indicara
que ponga en marcha el proceso de inicializacion.

Los usuarios de Windows Vista veran una
ventana AutoPlay similar a la que se muestra
en la Figura 2.3.

Los usuarios de Windows 7 veran una
ventana AutoPlay similar a la que se muestra
en la Figura 2.3.

2. Seleccione la opcién ‘Run DT4000
G2 _Launcher.exe’.

Installing device driver software

[ Click here for status.

=N

Figura 2.1: Nuevo hardware encontrado

(Windows Vista)

Installing device driver software

[ Click here for status.

=N

Figura 2.2 — Instalacién del controlador del

dispositivo
(Windows 7)
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Si Windows no le muestra la ventana Reproduccién
Automatica, vaya hasta la particion del CD-ROM
(Figura 2.4) y ejecute manualmente el programa
DT4000 G2_Launcher. De este modo también
comenzara el proceso de inicializacion.

| B S
@) [® [#3 ][ search DVD RW Drive o
Organize v Bumto disc =~ 0 @

Files Currently on the Disc

¢

l N y
[ >
w

DT4000G2_Launc
her.exe

Support autorun.inf

L3

Figura 2.4: Contenido de la unidad DT4000 G2

[ & AutoPlay l = -i&l‘
» DVD RW Drive (I) DT4000G2
]

[] Always do this for software and games:

Install or run program from your media

. " Run DT4000G2_Launcher.exe
\/ Published by Kingston Technology Co

General options

Open folder to view files

View more AutoPlay options in Control Panel

Figura 2.3: Ventana Reproduccion
automadtica
(Windows Vista/7)

(Nota: Las opciones de ment de la
ventana Reproduccion automatica
pueden variar en funcién de los
programas que tenga instalados en
su ordenador. AutoRun pondré en
marcha automaéaticamente el proceso
de inicializacion.)

Inicializacién de dispositivo (entorno Windows)

1. Seleccione el idioma que desee en el menu desplegable y haga clic en ‘Siguiente’ (Figura 3.1.)

-
Device Initialization - DT4000 G2

ORORORC

Language

Datalraveler®
2000 G2

Select Language: English

¥ Kingston

~
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Figura 3.1: Seleccién de idioma

2. Lea el contrato de licencia y haga clic en ‘Siguiente’ (Figura 3.2). (Nota: Antes de continuar, debe
aceptar el contrato de licencia; de lo contrario, el botén «Siguiente» seguira deshabilitado.)

-
Device Initialization - DT4000 G2

Datalraveler®
<2000

G2
1)@ G)(a

License Agreement

SOFTWARE LICENSE AGREEMENT -
IMPORTANT - READ CAREFULLY:

THIS SOFTWARE LICENSE AGREEMENT ("Agreement”) is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
(*Kingston®). This Agreement relates to the software accompanying
this Agreement, which indudes computer software and may indude
associated media, printed materials, and "online" or electronic -

Q@ Accept Dedline

Figura 3.2: Contrato de licencia

3. Cree una contrasefia para proteger sus datos en el DT4000 G2. Introdizcala en el campo
‘Password’ (contrasefa), luego vuelva a introducirla en el campo ‘Password Confirmation’
(confirmacion de contrasefa) como se muestra en la Figura 3.3. La contrasefa creada debera
cumplir los siguientes criterios para que el proceso de inicializacion le permita continuar:

1. Las contrasefias deben contener un minimo de 8 caracteres (hasta un maximo de 16
caracteres).

2. Las contrasenas deben contener tres (3) de los siguientes criterios a elegir:

- LETRAS MAYUSCULAS, letras minGsculas, nimeros y/o caracteres especiales (!, $, etc.).

También puede introducir un indicio de contrasefia, aunque este campo no es obligatorio. EIl
campo de indicio puede ser util a la hora de proporcionarle una pista sobre la contrasefia a
introducir, en caso de que se le olvide. (Nota: el indicio NO PUEDE ser exactamente igual que la
contrasefia.)
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7

~
Device Initialization - DT4000 G2

Datalraveler®

4000 G2

1) (2) 3) (4
Password
* Password: sscssssee
* Password Confirmation: sesssscee
0 Password Rules
Hint: Pwd Hint
*Mandatory field

" Kingston

Figura 3.3: Configuraciéon de contrasena

4. Introduzca sus datos de contacto en los cuadros de texto pertinentes (véase la Figura 3.4) (Nota:
los datos que introduzca en estos campos NO puede contener la contrasena introducida en el paso
3. No obstante, estos campos son opcionales y, si lo desea, puede dejarlos en blanco).

* El campo «Nombre» puede contener hasta 32 caracteres, pero no puede
contener la contrasefia exacta.

* El campo «Comparia» puede contener hasta 32 caracteres, pero no puede
contener la contrasefia exacta.

* El campo «Detalles» puede contener hasta 156 caracteres, pero no puede
contener la contrasefia exacta.
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o« N

Device Initialization - DT4000 G2

Datalraveler®
2000 G~

Contact Information

Name: Test Name
Company: Test Company
Details: Test Details & Other Info

" Kingston

Figura 3.4: Informacién de contacto

5. Haga clic en «Finalizar» para completar el proceso de inicializacion del dispositivo.

En este momento, el DT4000 G2 formateara la particion de datos protegidos (Figura 3.5) y le avisara
cuando haya terminado (Figura 3.6.)

> Nota: Si se ha iniciado la sesién en el modo Non-Admin (no administrativo) de
- Windows XP, la rutina de ‘Format’ (formato) puede llevar hasta un minuto.*

6. Para continuar, haga clic en «Aceptar.
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-

Format - DT4000 G2
| DoroTrc:veIer‘“’
4000 G~2

Formatting DT4000 G2 (I:)...

Datalraveler®
4000 G2

Format Complete.

¥ Kingston ¥ Kingston

Figura 3.5: Formateo de DT4000 G2 Figura 3.6: Formateo terminado

Inicializacién concluida.

*Nota: la duracion puede variar en funcién del hardware del sistema y de la capacidad de la unidad
DT4000 G2.

Uso del dispositivo (Entorno de Windows)
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KT ECHINOLOGY
Una vez que se haya inicializado la unidad (o device raooo o2 )

DT4000 G2, podra acceder a la particion de )
datos protegidos y utilizar las opciones del Dotg'gggell;eer

dispositivo iniciando sesion del dispositivo

mediante su contrasena. Para ello, efectue el Password:
siguiente procedimiento:

1. Inserte el DT4000 G2 en un puerto USB de
su ordenador portatil o de sobremesa y, a

continuacion, introduzca la contrasenha o
(Véase Ia Figura 4.1) Contact Information Read-Only Mode
e Una vez que haya escrito su = Kingston

contrasefia, haga clic en el boton
‘Login’ (iniciar sesion) para continuar.

Figura 4.1: Ventana Iniciar sesion

e Si introduce la contrasefa correcta, el
DT4000 G2 quedara desbloqueado y
podra comenzar a utilizar el dispositivo.

* Si se introduce una contrasefia incorrecta, aparecera un mensaje de error abajo del
campo ‘Hint' (pista), lo cual indica que el inicio de sesion fallo.

(NOTA: Durante el proceso de inicio de sesion, si introduce una contrasefia incorrecta tendra otra
oportunidad para introducir la correcta. No obstante, existe una funcién de seguridad integrada que
registra el nimero de intentos fallidos de inicio de sesion*. Si este numero alcanza el valor
preconfigurado de 10 intentos fallidos, el DT4000 G2 se bloqueara y requerird que se realice un
formateo de dispositivo de la particion de datos de seguridad antes de que se pueda volver a utilizar.
ESTO SIGNIFICA QUE SE BORRARAN TODOS LOS DATOS ALMACENADOS EN EL DT4000 G2.
Para detalles adicionales sobre esta funcion, vea ‘Bloqueo del dispositivo’ en la pagina 24.)

2. Puede desbloquear la particion de datos de seguridad en el modo de solo lectura, denominado a
veces “modo de proteccion contra escritura”, seleccionando la casilla de verificacion ‘Read-Only
Mode’ (modo de solo lectura) antes de iniciar una sesion con el dispositivo. Una vez que haya sido
autentificado en el modo de solo lectura, se le permitira abrir o ver el contenido del DT4000 G2,
pero no podra actualizarlo, modificarlo o borrarlo en este modo. (Nota: En el modo de solo lectura
se suprime la opcién de formateo en el menu del DT4000 G2 que se muestra mas adelante, en la
pagina 10)

Si ha iniciado sesidon en modo de solo lectura y desea desbloquear el dispositivo con acceso total de
lectura/escritura a la particion de datos de seguridad, debe apagar el DT4000 G2 (consulte la pagina
11) y volver a iniciar sesién en él, dejando la casilla de verificacién ‘Read-Only Mode’ (modo de solo
lectura) sin marcar durante la autentificacion.
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* Una vez que haya autentificado correctamente el dispositivo, se restablecera en cero el contador de
inicios de sesio6n fallidos.

Opciones del dispositivo (Entorno de Windows)

Mientras tenga la sesion iniciada en el dispositivo, se mostrard un icono «DT4000 G2» en la esquina
inferior derecha de la barra de tareas de Windows (Figura 5.1). (Nota: Los usuarios de Windows 7
tendran que hacer clic en el boton de flecha arriba en la barra de tareas para poder acceder al icono
[1DT4000 G2’ (Figura 5.2.)

Al hacer clic una vez en el icono DT4000 G2 se abrira el siguiente menu:

DT4000 G2 Settings
[ Browse DT4000 G2

## Format DT4000 G2 o ¥
| @ Qnline Support
o G © About DT4000 G2 Customize...
.| |8 Shut down DT4000 G2
' It
[T 12/3/2010

Figura 5.1: Icono DT4000 G2 en la barra de tareas Figura 5.2: Icono DT4000 G2 en la barra de tareas

Ajustes de la DT4000 G2

* Permite cambiar la contrasefia y/o indicio (Figura 5.3)
* Permite agregar, ver o cambiar la informacién de contacto (Figura 5.4)
* Permite cambiar la seleccién de idioma actual (Figura 5.5)

(Nota: por motivos de seguridad tendra que volver a introducir la contrasefia del dispositivo DT4000 G2
para actualizar y/o modificar cualquiera de estas opciones).
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Settings Settings

Datdlraveler® Datdlraveler® Datdlraveler®
4000 G2 4000 G2 4000 G2

Password ‘C:mtad nfomation | Lanauace | Password | Contact Information ‘LAF\DJAGE | Password | Cortact Infomation  Language |

* Current Password: Name: TestName Select Language: Engish -

* New Password:
Company: Test Company
* Password Confirmation:
o Password Rules Details: Test Details & Other Info

Hint: Pwd Hint

*Mandatory field

# KingstonC_> ) @

L [ )

Figura 5.3 Figura 5.4 Figura 5.5
Cambiar contrasena Informacion de contacto Seleccionar idioma

Explorar en DT4000 G2

* Permite explorar el contenido de la particion de datos protegidos, siempre y cuando tenga una
sesion en curso.

Formatear DT4000 G2* Format - DT4000 G2

Datalraveler®
* Permite formatear la particion de datos 4000 &=

WARNING: Formatting will erase ALL data on this disk.

protegidos (advertencia: se borraran todos los To format the ik (1), ick OK. To qut, cick CANCEL.
datos). (Figura 5.6)

Your password is required to complete format.

Password:

Asistencia en linea (Es necesario disponer de
acceso a Internet)

'Kingston
* Abra el explorador de Internet y acceda a SHMEON C = O C=1)
http.://www.kingston.com/support/, donde
podra consultar informacién de asistencia Figura 5.6: Advertencia de formateado
adicional

Acerca de DT4000 G2

* Proporciona detalles especificos sobre Ila
unidad DT4000 G2, incluida la informacion de
version de la aplicacion y del firmware (Figura
5.7)
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Apagar DT4000 G2 About - DT4000 G2
Datalraveler®
» Apaga correctamente la unidad DT4000 G2, lo 4000 G2
que le permite extraerla de forma segura del Copyrht @ 11 Rigaton Tedhmaloay Company, T
sistema.

Modules Version Information

DT4000 G2 K40 000FFE23C7ECBF 1080000102
Application K4.0.0.5

FW Version 3.05

Crypto Library FW 1.00

¥ Kingston

Figura 5.7: Acerca de DT4000 G2

*Nota: En Windows Vista y Windows 7 se requiere introducir su contrasefia actual de DT4000 G2

-Seccion de Windows concluida-

Configuracion (entorno Mac)

Inserte la unidad DT4000 G2 en un puerto USB disponible de su

ordenador portatil o de sobremesa, y espere a que el sistema operativo

Mac lo detecte. Cuando lo detecte, en el escritorio se abrira un v
volumen DT4000 G2, tal y como se indica en la Figura 6.1. —

1. Haga doble clic en el icono DT4000 G2 CD-ROM.

2. Haga doble clic en la carpeta de Mac que encontrara en la Figura 6.1: DT4000 G2
ventana que se muestra en la Figura 6.2.

3. Haga doble clic en el icono de la aplicacion DT4000 G2 que
encontrara en la ventana mostrada en la Figura 6.3. De este modo
comenzara el proceso de inicializacion.
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LN J DT4000G2

[ ] [ ] Mac
autorun.inf DT4000G2_Launcher.exe . 1
- 4
e
DT4000G2_Launch
er
linux Mac
rr_moved Support
Figura 6.2: Contenido de la unidad DT4000 G2 Figura 6.3: Aplicacion DT4000 G2

AL iraveliel

4000 G2

¥ Kingston

Inicializacién de dispositivo (Entorno de Mac)

1. Seleccione el idioma que desee en el menu desplegable y haga clic en ‘Siguiente’ (Figura 7.1.)
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Device Initialization - DT4000 G2

Datalraveler®
4000 G2
Language
Select Language: English Z]
= Kingston

Figura 7.1: Seleccién de idioma

2. Lea el contrato de licencia y haga clic en «Siguiente» (Figura 7.2). (Nota: Antes de continuar, debe
aceptar el contrato de licencia; de lo contrario, el botén «Siguiente» seguira deshabilitado.)

Device Initialization - DT4000 G2

Datalraveler®

4000 G2
1)@ () (4

License Agreement

SOFTWARE LICENSE AGREEMENT
IMPORTANT - READ CAREFULLY: O

THIS SOFTWARE LICENSE AGREEMENT ("Agreement") is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying

this Agreement, which includes computer software and may include 4

associated media, printed materials, and "online" or electronic v

() Accept @ Decline

7 Kingston e

Figura 7.2: Contrato de licencia

Cree una contrasefia para proteger sus datos en el DT4000 G2. Introduzcala en el campo
[1Password’ (contrasefa), luego vuelva a introducirla en el campo ‘Password Confirmation’
(confirmacion de contrasefa) como se muestra en la Figura 7.3. La contrasefa creada debera
cumplir los siguientes criterios para que el proceso de inicializacion le permita continuar:
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1. Las contrasefias deben contener un minimo de 8 caracteres (hasta un maximo de 16
caracteres).

2. Las contrasenas deben contener tres (3) de los siguientes criterios a elegir:
- LETRAS MAYUSCULAS, letras minGsculas, nimeros y/o caracteres especiales (!, $, etc.).

También puede introducir un indicio de contrasefia, aunque este campo no es obligatorio. El
campo de indicio puede ser util a la hora de proporcionarle una pista sobre la contrasefa a
introducir, en caso de que se le olvide. (Nota: el indicio NO PUEDE ser exactamente igual que la
contrasefia.)

Device Initialization - DT4000 G2

Datalraveler®

4000 a2

1) (2) (3) (4

Password

* Password: ssccsscee

* Password Confirmation: ssccssccse
Password Rules

Hint: Pwd Hint

* Mandatory field

" Kingston

Figura 7.3: Configuraciéon de contrasefa
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4. Introduzca sus datos de contacto en los cuadros de texto pertinentes (véase la Figura 7.4) (Nota:
los datos que introduzca en estos campos NO puede contener la contrasena introducida en el paso
3. No obstante, estos campos son opcionales y, si lo desea, puede dejarlos en blanco).

* El campo «Nombre» puede contener hasta 32 caracteres, pero no puede
contener la contrasefia exacta.

* El campo «Compafdia» puede contener hasta 32 caracteres, pero no puede
contener la contrasefia exacta.

* El campo «Detalles» puede contener hasta 156 caracteres, pero no puede
contener la contrasefia exacta.

Device Initialization - DT4000 G2

Datalraveler®
2000 G~2

Contact Information

Name:

Test Name
- Test Company

Test Details & Other Info
Details:

# gingston

Figura 7.4: Informacién de contacto

5. Haga clic en «Finalizar» para completar el proceso de inicializacion del dispositivo.
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En este momento, el DT4000 G2 formateara la particion de datos protegidos (Figura 7.5) y le avisara
cuando haya terminado (Figura 7.6.)

6. Para continuar, haga clic en «Aceptar.

Format - DT4000 G2 Format - DT4000 G2

s Datalraveler®
Da tg_gggeﬁlear 4000 G2

Formatting DT4000 G2 ... Format Complete.

 Kingston F———

7 Kingston

Figura 7.5: Formateo de DT4000 G2 Figura 7.6: Formateo terminado

Inicializacién concluida.
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Uso del dispositivo (entorno Mac)

Una vez que se haya inicializado la unidad
DT4000 G2, podra acceder a la particion de ——— .
datos protegidos y utilizar las opciones del
dispositivo iniciando sesion del dispositivo

mediante su contrasefa. Para ello, efectue el
siguiente procedimiento:

Password:

Hint

1. Inserte el DT4000 G2 en un puerto USB de
su ordenador portatil o de sobremesa y, a
continuacion, introduzca la contrasefa Eorgot Password
(Véase Ia Figura 8.1) Contact Information ] Read-Only Mode

= Kingston

2. Una vez que haya escrito su contrasefia,
haga clic en el botdn ‘Login’ (iniciar sesion)
para continuar. Figura 8.1: Ventana Iniciar sesion

* Siintroduce la contrasefia correcta, el
DT4000 G2 quedara desbloqueado y
podra comenzar a utilizar el
dispositivo.

e Si se introduce una contrasena
incorrecta, se muestra un mensaje de
error bajo el campo «Sugerencia», que
indica que se produjo un error al
iniciar sesion (consulte la Figura 8.2).

(NOTA: Durante el proceso de inicio de sesion, si introduce una contrasefia incorrecta tendra otra
oportunidad para introducir la correcta. No obstante, existe una funcién de seguridad integrada que
registra el numero de intentos fallidos de inicio de sesion*. Si este numero alcanza el valor
preconfigurado de 10 intentos fallidos, el DT4000 G2 se bloqueara y requerird que se realice un
formateo de dispositivo de la particion de datos de segquridad antes de que se pueda volver a utilizar.
ESTO SIGNIFICA QUE SE BORRARAN TODOS LOS DATOS ALMACENADOS EN EL DT4000 G2.
Para detalles adicionales sobre esta funcion, vea ‘Bloqueo del dispositivo’ en la pagina 24.)

3. Puede desbloquear la particion de datos de seguridad en el modo de solo lectura, denominado a
veces “modo de proteccidn contra escritura”, seleccionando la casilla de verificacion [1Read-Only
Mode’ (modo de solo lectura) antes de iniciar una sesion con el dispositivo. Una vez que haya sido
autentificado en el modo de solo lectura, se le permitira abrir o ver el contenido del DT4000 G2,
pero no podra actualizarlo, modificarlo o borrarlo en este modo. (Nota: En el modo de solo lectura
se suprime la opcién de formateo en el ment del DT4000 G2 que se muestra en la pagina 10)
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Si ha iniciado sesidon en modo de solo lectura y desea desbloquear el dispositivo con acceso total de
lectura/escritura a la particion de datos de seguridad, debe apagar el DT4000 G2 y volver a iniciar
sesién en él, dejando la casilla de verificacion ‘Read-Only Mode’ (modo de solo lectura) sin marcar
antes de iniciar sesion.

* Una vez que haya autentificado correctamente el dispositivo, se restablecera en cero el contador de
inicios de sesion fallidos.

Opciones del dispositivo (Entorno de Mac)

Mientras haya una sesion activa en el dispositivo, aparecera un icono ‘DT4000 G2_Launcher en el X
Dock de Mac OS, como se muestra a continuacion en la Figura 9.1:

DT4000G2_Launcher

HOOUPEIRG I XRKRETOOFIE

Figura 9.1: Icono de Ila unidad DT4000 G2 en el Dock de Mac OS X

Al mantener pulsada la tecla ‘control del teclado y hacer clic una :
. ¢ . . DT4000 G2 Settings
vez en el icono ‘DT4000 G2 _Launcher, aparecera el menu que se Browse DT4000 G2

muestra a la derecha en la Figura 9.2. Format DT4000 G2
Online Support

About DT4000 G2
Shut down DT4000 G2

Options >

Ajustes de la DT4000 G2 ﬁ?(;::« All Windows

Quit

* Permite cambiar la contrasefia y/o indicio (Figura 9.3)
* Permite agregar, ver o cambiar la informacion de contacto Figura 9.2

(Figu(a 9.4) _ . _ DT4000 G2 Video
* Permite cambiar el idioma seleccionado (Figura 9.5)
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Settings Settings Settings

Datalraveler® Datdlraveler® Datdalraveler®
4000 G2 4000 G2 4000 G2

WEZSEEN contact Information  Language Password [ESICEUNE Ol Language Password  Contact Information [JIETFTR

* Current Password: Name: Select Language: English -]

* New Password:

- . Company:
* Password Confirmation:

© pessvod rues Details:

Hint:
* Mandatory field

Apply Cancel o = ! 0 Apply Cancel

Figura 9.3 Figura 9.4 Figura 9_.5_
Cambiar contrasena Informacion de contacto Seleccionar idioma

(Nota: por motivos de seguridad tendra que volver a introducir la contrasefia del dispositivo DT4000 G2
para actualizar y/o modificar cualquiera de estas opciones).

Navegar en DT4000 G2

* Permite explorar el contenido de la particion de datos protegidos, siempre y cuando tenga una
sesion en curso.

Formatear DT4000 G2 —

. o Datalraveler®
e Permite formatear la particion de datos 4000 &=

WARNING: Formatting will erase ALL data on this disk.

protegidos (advertencia: se borraran todos los To format the disk lick OK. To qu, lick CANCEL,
datos). (Figura 9.6)

Asistencia en linea (Es necesario disponer de
acceso a Internet)

* Kingston _———

* Abre el explorador de Internet y accede a

http.’/’/ WWW'kquton'Com/ Su.p’port/, ) dond_e Figura 9.6: Advertencia de formateado
podra consultar informacién de asistencia
adicional
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Acerca de DT4000 G2

* Proporciona detalles especificos sobre Ila
unidad DT4000 G2, incluida la informacion de
version de la aplicacion y del firmware (Figura
9.7)

Apagar DT4000 G2

* Apaga correctamente la unidad DT4000 G2, lo
que le permite extraerla de forma segura del
sistema.

About - DT4000 G2

Datdlraveler®
4000 G2

Copyright (c) 2007 Kingston Technology Company, Inc.

Version Information
3.0 000FFE23C7ECBF10800001D2

™ Kingston

Figura 9.7: Acerca de DT4000 G2

-Seccién de Mac completada-

Configuracion (entorno Linux)

(NOTA: Existen hoy en dia diversas distribuciones de Linux, de modo que el ‘disefio y aspecto’ de las
interfaces pueden variar de una versiéon a otra. Sin embargo, el conjunto de comandos generales que
se emplean en la aplicacién de terminal es muy similar y se puede hacer referencia a dicho conjunto
en las instrucciones para Linux que siguen. Las imdgenes de pantalla utilizadas en esta secciéon

fueron creadas en un entorno de 64 bits.)

) En ciertas distribuciones de Linux sera necesario disponer de derechos de

3 superusuario (root, o usuario raiz) para ejecutar los comandos de la unidad

DT4000G2 en la ventana de la aplicacion Terminal.

Inserte la unidad DT4000 G2 en un puerto USB disponible
de su ordenador portatil o de sobremesa, y espere a que
el sistema operativo Linux lo detecte. Cuando sea
detectado, aparecera® un icono de volumen DT4000 G2
en el escritorio como se muestra en la Figura 10.1.

@

DT4000G2

Figura 10.1: Volumen DT4000G2
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El DT4000 G2 viene con 5 comandos que pueden
utilizarse en Linux:

dt4000g2_about, dt4000g2_forgotpassword, dt4000g2_initialize, dt4000g2_login, and
dt4000g2_logout

(Nota: Para ejecutar estos comandos debe abrir una ventana de aplicacion "Terminal" y navegar hasta
las carpetas en las que se encuentran estos archivos. Cada comando debe empezar con los siguientes

dos caracteres: “./” (un punto seguido de una barra diagonal.)

Los usuarios de sistemas de 32 bits deben abrir una ventana de aplicacion «Terminal» y cambiar el
directorio actual a /media/DTVP30/linux/linux64$ escribiendo el siguiente comando junto al prompt
del sistema:

cd /media/adminuser/DTVP30/linux/linux32 (luego presione INTRO.)

Los usuarios de sistemas de 64 bits deben abrir una ventana de aplicacion «Terminal» y cambiar el
directorio actual a /media/DT4000G2/linux/linux64$ escribiendo el siguiente comando junto al prompt
del sistema:

cd /media/adminuser/DTVP30/linux/linux64 (luego presione INTRO.)

*Nota: Si el sistema operativo no carga el volumen DT4000 G2 de forma automatica, debera cargarlo
manualmente en una ventana de terminal mediante el uso del comando ‘mount’ de Linux. Para
obtener las opciones correctas de sintaxis y de comandos, consulte la documentacion de su
distribuciéon especifica del SO Linux o su pagina web de soporte preferida.

Inicializacién del dispositivo (entorno Linux)

Una vez que el DT4000 G2 esté conectado a su ordenador y lo haya reconocido el sistema operativo,
sera necesario inicializar el dispositivo antes del primer uso. Para ello, abra la aplicaciéon ‘Terminal’ (o
ventana de linea de comando) y realice los siguientes pasos:

(Nota: Las imagenes de pantalla e instrucciones de esta seccién emplean la carpeta linux32 (que
significa 32 bits) con el fin de demostrar el uso del dispositivo DT4000 G2 en el SO Linux. Tenga
presente que si usa la version de 64 bits de Linux, simplemente tiene que navegar a la carpeta
correspondiente de 64 bits en lugar de la de 32 bits (p. €j.:linux64 en lugar de linux32.)
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1. Cambie al directorio del volumen

7Y . . E root@localhost:/media/DT4000G2/linux/linux64
DT4000 G2 escribiendo el siguiente [ge edt view Terminal Tabs Help

comando junto al prompt de terminal |irooterocatnost /1# cd /media/ dta000g2/linux/linuxes
(como se muestra en la Figura 10.2.): [root@locathost Linux64l# _

cd /media/DT4000G2/linux/linux32

(Nota: En los nombres de los comandos
y carpetas (directorios) se hace
distincion entre las letras mayusculas y
minusculas. Por ejemplo, linux32’ NO es
lo mismo que ‘Linux32.” Al escribir el
comando se debe respetar también la
sintaxis exacta mostrada.)

Figura 10.2 — Navegacioén en la linea de comandos

2. Escriba Is (que representa lista) junto al prompt actual y pulse INTRO. Se le proporcionara una
lista de los archivos y/o carpetas que se encuentran en la carpeta /media/DT4000G2/linux/linux32
(o linux64). Vera una lista de los cinco comandos DT4000 G2, dt4000g2_about,
dt4000g2_forgotpassword, dt4000g2_initialize, dt4000g2_login y dt4000g2_logout como se
muestra en la Figura 10.3.

root@localhost:/media/DT4000G2 /linux/linux64 T Ex
File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64 e
[root@localhost linux64]# 1s

dt400092_ about dt400092_initialize dt400092_ logout

dt4000g2 forgotpassword dt400092_ login

[root@localhost linux64]# _

Figura 10.3: lista de los comandos DT4000 G2

— Esta seccién esta basada en la version de Linux de 64 bits —

3. Para inicializar el DT4000 G2, escriba el siguiente comando junto al prompt de terminal y pulse
INTRO:  .Idt4000 G2_initialize* (Recuerde que se hace distincion entre mayudsculas y
minusculas.) Consulte la Figura 10.4.
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root@localhost:/media/DT4000G2 /linux/linux64
File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64 el
[root@localhost 1inux64]# 1s

dt4000g2 about dt4000g2_initialize dt400092_ logout

dt4000g2 forgotpassword dt4000g2_ login

[root@localhost 1inux64]# ./dt4000g2_initialize

Figura 10.4 — Ejecucién de un comando DT4000 G2

4. Después de pulsar INTRO, aparecera el acuerdo de licencia en la ventana de terminal. Pulse ‘Y’
(yes = si) para aceptar el acuerdo de licencia y continuar. (Nota: Si pulsa ‘N’ y no acepta el
acuerdo de licencia, regresara al prompt de terminal y no podréa continuar con el proceso de
inicializacién hasta que no repita el paso 3 y pulse ‘Y’.)

5. Una vez que haya aceptado el acuerdo de licencia, se le indicara que introduzca (o sea, que cree)
una contrasefia, la cual se utilizara para proteger los archivos almacenados en la particién de datos
de seguridad. La contrasefia que cree debera cumplir los siguientes criterios; de lo contrario el
proceso de inicializacion no le permitira continuar:

a. Las contrasefias deben contener al menos 8 caracteres (hasta un maximo de 16
caracteres).

b. Las contrasefias deben incluir tres (3) de los siguientes tipos de caracteres:

- LETRAS MAYUSCULAS, letras minusculas, nimeros y/o caracteres especiales (!,
$, etc.).

6. Confirme la contrasefa introduciéndola de nuevo en la linea de comandos cuando se le indique
que lo haga, luego pulse INTRO. Si las contrasefas coinciden, se le avisard que el DT4000 G2 ha
sido inicializado correctamente. Si no coinciden, recibira un mensaje indicando que aun no ha
confirmado correctamente la contrasefia. Para hacerlo, repita los pasos 5 y 6 hasta que las
contrasefas coincidan.

Después de que cree su contrasefia, un volumen de datos de seguridad (particién) aparecera en el
escritorio. Esto significa que el proceso de inicializacion se ha realizado correctamente y que esta
completa. Ahora puede empezar a usar el DT4000 G2.

*Nota: En ciertas distribuciones de Linux sera necesario disponer de derechos de superusuario (root, o
usuario raiz) para ejecutar los comandos de la unidad DT4000 G2 en la ventana de la aplicacion
Terminal.
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Uso del dispositivo (entorno Linux)

Una vez que se haya inicializado el DT4000 G2, podra acceder a la particion de datos de seguridad
iniciando una sesién en el dispositivo mediante el uso de la contrasefia del DT4000 G2 que cred en la
pagina 22. Para ello, realice los siguientes pasos.

Abra una ventana de aplicacion ‘Terminal’.
Escriba el siguiente comando junto al prompt de terminal: cd /media/DT4000G2/linux/linux32

Ahora que el prompt de comandos se encuentra en/media/DT4000G2/linux/linux32$, escriba
el siguiente comando para iniciar sesion en el dispositivo: ./dt4000g2_login* y pulse INTRO.
(Nota: En los nombres de los comandos y carpetas se hace distincion entre las letras
mayusculas y minusculas, y la sintaxis de los comandos debe respetarse con exactitud.)

4. Introduzca su contrasefia DT4000 G2 y pulse INTRO. Una vez que haya iniciado la sesion
correctamente, el volumen de datos de seguridad se abrira y podra utilizar el DT4000 G2.

Si se introduce una contrasena incorrecta durante el proceso de inicio de sesion, se le dara otra
oportunidad de introducir la contrasefia correcta repitiendo el paso 3; sin embargo hay una
caracteristica de seguridad que lleva un control del numero de intentos de inicio de sesién fallidos. Si
este numero alcanza el valor preconfigurado de 10 intentos fallidos, el DTVP 3.0 se bloqueara y le
requerira inicializar el dispositivo ejecutando el comando dt4000g2_forgotpassword antes del
siguiente uso. Este proceso le permitira crear una nueva contrasefia, pero para proteger la privacidad
de sus datos, el DT4000 G2 formateara la particion de datos de seguridad. Esto significa que se
perderan todos sus datos.

Una vez que finalice el proceso dt4000g2_forgotpassword y haya configurado correctamente una
nueva contrasefia, se restablecera en cero el contador de seguridad incorporado que lleva el control de
la cantidad de intentos fallidos de inicio de sesion (Nota: Si inicia una sesion correctamente antes de
alcanzar la cantidad maxima de intentos (abreviatura: MaxNoA), esto también restablecera en cero el
contador de intentos fallidos de inicio de sesion.)

Cuando termine de usar el DT4000 G2, termine la sesion en el dispositivo y asegure los datos. Para
ello, efectue el siguiente procedimiento:
Abra una ventana de aplicacion ‘Terminal’.
2. Escriba el siguiente comando junto al prompt de terminal: cd /media/DT4000G2/linux/linux32

Ahora que el prompt de comandos se encuentra en/media/DT4000G2/linux/linux323%, escriba
el siguiente comando para cerrar la sesion en el dispositivo: ./dt4000g2_logout* vy pulse
INTRO. (Nota: En los nombres de los comandos y carpetas se hace distincién entre las letras
mayusculas y minusculas, y la sintaxis de los comandos debe respetarse con exactitud.)

4. Retire el DT4000 G2 del sistema y guardelo en un lugar seguro.

*Nota: En ciertas distribuciones de Linux sera necesario disponer de derechos de superusuario (root, o usuario
raiz) para ejecutar los comandos de la unidad DT4000 G2 en la ventana de la aplicacién Terminal.
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Ayuda y solucion de problemas
Bloqueo del dispositivo

La unidad DT4000 G2 incluye una funcidon de seguridad que impide el acceso no autorizado a la
particion de datos si se ha realizado un nimero maximo de intentos fallidos de inicio de sesion
consecutivos (MaxNoA para abreviar). El valor predeterminado de esta funcion es de 10 (n°. de
intentos).

El contador de «bloqueo» registra cada intento fallido de inicio de sesion y se reinicia mediante una de
las dos maneras siguientes: 1) Se logra iniciar sesién correctamente antes de que se alcance el valor
de MaxNoA, o bien 2) se alcanza el valor de MaxNoA y el dispositivo se formatea.*

Si se introduce una contrasefia incorrecta, Login device DT4000G2

aparecera un mensaje de error abajo del campo Datalraveler®
‘Hint (pista), lo cual indica que el inicio de 4000 G2
sesion fallé. Consulte la Figura 10.1. W

Si se lleva a cabo un 7° intento fallido, A Feido Loge: The passwordis ncorect. Please try agai.

aparecera un mensaje de error adicional
avisando que le quedan 3 intentos antes de

alcanzar el valor de MaxNoA (cuyo valor Foraot Passond
predeterminado es de 10). Consulte la Figura Contact Infarpation
10.2.

# Kingston

Después de realizar el 10" intento fallido de ]
inicio de sesién, el dispositivo DT4000 G2 Figura 10.1: Error de Inicio de sesién
bloqueara la particion de datos protegidos, y

debera reformatearlo para poder volver a usarlo.

Esto implica que se perderan todos los datos

almacenados en la unidad DT4000 G2 y que

debera crear una contrasefia nueva.

Esta medida de seguridad evita que una
persona que no tenga su contrasefa intente
iniciar sesion tantas veces como quiera, y acabe
logrando acceder a su informacion confidencial.

Si es el propietario de la unidad DT4000 G2 y
ha olvidado de la contrasefia se aplicaran las
mismas medidas de seguridad, incluyendo el
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formateo del dispositivo.*

Para detalles adicionales acerca de esta
(contrasefia

funcion, vea ‘Forgot Password
olvidada) en la pagina 25.

Login device DT4000G2

Datalraveler®
4000 G2

Password:

A Failed to Login: The password is incorrect. Please try again.

3 Attempts left before your DT4000 is blocked permanently.

Forgot Password

Contact Information

¥ Kingston

Figura 10.2: 7° intento fallido de inicio de sesion

*Nota: al formatear el dispositivo se borrara TODA la informacién almacenada en la particion de datos

protegidos de la unidad DT4000 G2.

¢Ha olvidado la contrasena?

Si olvida su contrasefa puede hacer clic en
el enlace ‘Forgot Password’ (contrasefa
olvidada) que aparece en la ventana de

inicio de sesion al ejecutar DT4000
G2_Launcher (vea la Figura 10.3.)
Esta opcion le permitira crear una

contrasena nueva. No obstante, para
proteger la privacidad de sus datos, el
dispositvo DT4000 G2 volvera a
formatearse. Esto implica que se borraran
todos sus datos durante el proceso.*

Cuando haga clic en ‘Forgot Password
(contrasefia  olvidada) (Figura  10.4),
aparecera un cuadro de mensaje
preguntandole si desea introducir una
nueva contrasefia antes de realizar el
formateo. Al llegar a este punto puede 1)
hacer clic en ‘OK’ (aceptar) para confirmar o
2) hacer clic en ‘Cancel’ (cancelar) para
regresar a la ventana de inicio de sesion.

Si decide continuar, se le pedira que cree

Login device DT4000G2

Datalraveler®
4000 G2

Password:

Forgot Password

= Kingston

Figura 10.3: ¢ Ha olvidado la contrasefna?
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una nueva contrasefia compleja y un nuevo

indicio. El campo de indicio no es In order to protect your data, your DT4000G2 will be formatted and all data wil be erased. Do
obligatorio, pero puede resultarle Gtil a la | <&/ e e s s it onc

hora de proporcionarle una pista sobre la
contrasena a introducir, en caso de que se
le olvide.

oK Cancel

(Nota: La pista NO PUEDE ser idéntica a la Figura 10.4: Aviso antes de formatear
contrasefia propiamente del DT4000 G2 )

*Nota: al formatear el dispositivo se borrara TODA la informacioén almacenada en la particion de datos
protegidos de la unidad DT4000 G2.
Conflicto de letra de unidad (sistema operativo Windows)

Como se menciond en la seccidon ‘Requisitos del sistema’ de este manual (en la pagina 3), el DT4000
G2 requiere dos letras de unidad consecutivas DESPUES del ultimo disco fisico que aparece antes de
la [Tbrecha’ en las asignaciones de letras de unidad (vea la Figura 10.5.) Esto NO hace referencia a
recursos compartidos de la red porque son especificos para perfiles de usuario y no al propio perfil del
hardware del sistema, apareciendo asi como disponibles para el sistema operativo.

Esto implica que Windows podra asignar a la DT4000 G2 una letra de unidad que ya esta siendo
utilizada por un recurso compartido de red o por la ruta Universal Naming Convention (UNC), lo cual
provocara un conflicto con la letra de unidad. Si esto ocurre, consulte al administrador o al
departamento de asistencia para cambiar las asignaciones de letra de unidad en Administracion de
discos de Windows (son necesarios privilegios de administrador).
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2 My Computer, Q@@
File Edit View Favorites Tools Help .','
Q Back ~ () ? /K‘ Search || Folders v
Address | § v Bso

System Tasks A
View system information P . @, (="
29 Add or remove programs N

(B Change a setting
Local Disk {C:) DVYD/CD-RW Drive (D:) Local Disk (E:)

Other Places

& My Network Places

>

(&) My Documents \.) V @

[ Control Panel

—_—

Details DT4000G2 (F:) Network Share (G:) Local Disk (H:)

System Folder

Figura 10.5: Mi PC

En este ejemplo, la DT4000 G2 utiliza la unidad F:, que es la primera letra de unidad disponible
después de la unidad E: (el ultimo disco fisico antes de la brecha entre las letras de unidad). Dado que
la letra G: es un recurso compartido de red y no una parte del perfil de hardware, el dispositivo DT4000
G2 podra intentar utilizarla como segunda letra de unidad, con lo cual se producira un conflicto.

Si en su sistema no hay recursos compartidos de red y el dispositivo DT4000 G2 sigue sin cargarse, es
posible que un lector de tarjetas, un disco extraible u otro dispositivo previamente instalado mantenga
una asignacioén de letra y esté provocando un conflicto.

Tenga en cuenta que la gestion de letra de unidad, o DLM, ha mejorado significativamente en
Windows Vista y 7, de forma que puede no dar con este problema, pero si no es capaz de resolver el
conflicto, pédngase en contacto con el departamento de soporte técnico de Kingston para obtener mas
ayuda.

Mensajes de error

Unable to create file (Imposible crear archivo) — Este mensaje de error aparece cuando se intenta
CREATE (crear) un archivo o una carpeta ON (en) la particion de datos de seguridad mientras hay una
sesion activa en modo de solo lectura.
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Unable to create file x|

': Unable to create the file 'New Text Document. txt'

The media is write protected.

Figura 10.6 — Error "Unable to Create File"

Error Copying File por Folder (Error al copiar archivo o carpeta) — Este mensaje de error aparece
cuando se intenta COPY (copiar) un archivo o una carpeta ON (en) la particién de datos de seguridad
mientras hay una sesion activa en modo de solo lectura.

Error Copying File or Folder 5[

@ Cannot copy Filel: The disk is write-protected.

Remove the write-protection or use another disk.

Figura 10.7 — Error "Error Copying File por Folder"

Error Deleting File por Folder (Error al eliminar archivo o carpeta) — Este mensaje de error aparece
cuando se intenta DELETE (eliminar) un archivo o una carpeta ON (en) la particion de datos de
seguridad mientras hay una sesion activa en modo de solo lectura.

Error Deleting File or Folder x|

@ Cannot delete Filel: The disk is write-protected.

Remove the write-protection or use another disk.

Figura 10.8 — Error "Error Deleting File por Folder”

Si alguna vez inicia sesién en modo de solo lectura y desea desbloquear el dispositivo con acceso total
de lectura/escritura a la particion de datos de seguridad, debe apagar el DT4000 G2 y volver a iniciar
sesién en él, dejando la casilla de verificacion ‘Read-Only Mode’ (modo de solo lectura) sin marcar
antes de iniciar sesion.
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Inhalt

TOCUBER DIESES HANDBUCH

Dieses Benutzerhandbuch bezieht sich auf den FIPS-validierten DataTraveler® 4000 G2 (im
Folgenden als DT4000 G2 bezeichnet) auf Basis des Factory Image ohne kundenspezifische
Einstellungen.

Systemvoraussetzungen

PC-Plattform Unterstiitzte PC-Betriebssysteme
* Mindestens Pentium Il Prozessor, e Windows® 8, 8.1 (Nicht RT)
aquivalent oder schneller «  Windows® 7 SP1
* 15MB freier Festplattenspeicher «  Windows® Vista SP2
* Freier USB 2.0-/ 3.0-Anschluss
e Zwei freie, aufeinanderfolgende

Laufwerksbuchstaben nach dem
letzten physischen Speicher*

Mac Plattform Unterstitztes Betriebssystem
* 15MB freier Festplattenspeicher e MacOS X 10.8.x-10.10x
* USB20/3.0

Empfehlungen

Um die ausreichende Stromversorgung des DT4000 G2 sicherzustellen, stecken Sie ihn direkt in einen
USB-Anschluss lhres Notebooks oder PCs ein, sieche Abb. 1.1. Vermeiden Sie den Anschluss des
DT4000 G2 in Peripheriegerate mit einem USB-Anschluss, wie beispielsweise eine Tastatur oder ein
USB-Hub, siehe Abb. 1.2.

Abb. 1.1 — Empfohlener Anschluss Abb. 1.2 — Nicht empfehlenswert
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*Hinweis: Siehe ‘Laufwerksbuchstabenkonflikt’ auf Seite 26.

Installation & Einrichtung (Windows-Umgebung)

1. Stecken Sie den DT4000 G2 in einen freien USB-
Anschluss lhres Notebooks oder PCs und warten
Sie, bis Windows ihn erkannt hat.

* Windows Vista Anwendern wird eine
Geratetreiber-Meldung angezeigt, siehe Abb.
2.2.

* Windows 7 Anwendern wird eine
Geratetreiber-Meldung angezeigt, siehe Abb.
2.2

Windows fordert Sie nach Abschluss der Hardware-
Erkennung zum Starten der Gerateinstallation auf.

* In Windows Vista wird ein AutoPlay-Fenster
ahnlich wie in Abb. 2.3angezeigt.

* Windows Vista 7 Anwendern wird ein
AutoPlay-Fenster angezeigt, ahnlich wie in
Abb. 2.3 abgebildet.

2. Wahlen Sie die Option ‘Run  DT4000
G2 _Launcher.exe’.

Wenn Windows AutoPlay nicht startet, rufen Sie die
CD-ROM-Partition (Abb. 2.4) auf und starten Sie das
DT4000 G2_Launcher-Programm manuell. Dadurch
wird auch der Installationsprozess gestartet.

Click here for status.

[ ‘| Installing device driver software

AN

Abb. 2.1 — Neue Hardware gefunden
(Windows Vista)

[ ‘| Installing device driver software

Click here for status.

N\

Abb. 2.2 — Geriétetreiberinstallation
(Windows 7)

[ % AutoPlay [E=REE)
, DVD RW Drive (&) DT4000G2
]

[] Always do this for software and games:

Install or run program from your media

. " Run DT4000G2_Launcher.exe
\/ Published by Kingston Technology Corporation

General options
Open folder to view files
i using Windows Explorer

View more AutoPlay options in Control Panel

Abb. 2.3 — Fenster AutoPlay
(Windows Vista/7)

(Hinweis: Die Mentioptionen im
Fenster AutoPlay kénnen je nach den
aktuell auf lhrem Computer
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= e installierten Programmen
Q- [65] Search OVD W Drve ... 0 unterschiedlich sein. AutoRun startet
Organize v Bumto disc o- @ e den Installationsprozess
Files Currently on the Disc .
' , automatisch.)
L}
7eX: ¢ .
e
RoN-2

Support autorun.inf DT4000G2_Launc
her.exe

®

Abb. 2.4 - DT4000 G2 Inhaltsverzeichnis
Gerateinstallation (Windows-Umgebung)

1. Wahlen Sie die von lhnen gewtinschte Sprache aus dem Drop-Down-Menu und klicken Sie auf
‘Next’ (Weiter) ( Abb. 3.1.)

~

-
Device Initialization - DT4000 G2

Datalraveler®
4000 G2
@ 2) (3) (a

Language

Select Language: English v

= Kingstor

Abb. 3.1 — Sprachauswahl

2. Lesen und akzeptieren Sie die Lizenzvereinbarung und klicken Sie auf ‘Next (Abb. 3.2.) (Hinweis:
Die Schaltfliche ‘Next’ wird erst aktiviert, nachdem Sie die Lizenzvereinbarung akzeptiert haben.)
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-
Device Initialization - DT4000 G2

Datalraveler®
<2000

G2

1)@ G)(a

License Agreement

SOFTWARE LICENSE AGREEMENT -
IMPORTANT - READ CAREFULLY:

THIS SOFTWARE LICENSE AGREEMENT ("Agreement”) is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
(*Kingston®). This Agreement relates to the software accompanying
this Agreement, which indudes computer software and may indude
associated media, printed materials, and "online" or electronic -

Q@ Accept Dedline

~ Kingston

Abb. 3.2 - Lizenzvereinbarung

3. Erstellen Sie ein Passwort, mit dem |Ihre Daten auf dem DT4000 G2 geschiitzt werden. Geben Sie
es zuerst im Feld ‘Password’ ein und danach erneut im Feld ‘Password Confirmation’, siehe
nachstehende Abb. 3.3. Sie kdnnen mit der Installationseinrichtung erst fortfahren, nachdem Sie ein
Passwort nach folgenden Kriterien eingegeben haben:

1. Das Passwort muss mindestens 8 Zeichen lang sein (bis zu 16 Zeichen.)

2. Das Passwort muss 3 (drei) der folgenden Kriterien enthalten:
- GROSSBUCHSTABE, Kleinbuchstabe, Ziffer und/oder Sonderzeichen (!, $ usw.)

Sie kdnnen auch einen Passwort-Hinweis eingeben, es ist jedoch kein Pflichtfeld. Der Passwort-
Hinweis kann eine nuitzliche Hilfestellung zur Erinnerung an das Passwort sein, wenn Sie es
vergessen haben sollten. (Bitte beachten: Der Hinweis und das Passwort diirfen NICHT identisch

sein.)

Dokument-Nr. 48000127-001.A04

DataTraveler® 4000 G2

Seite 5 von 28



K Kingston

g 3

Device Initialization - DT4000 G2

®

Dletellge\V==g

4000 G2

1) (2) 3) (4
Password
* Password: sscssssee
* Password Confirmation: sesssscee
0 Password Rules
Hint: Pwd Hint
*Mandatory field

" Kingston

Abb. 3.3 — Passworteinrichtung

4. Geben Sie Ihre Kontaktdaten in den angezeigten Textfeldern ein (siehe Abb. 3.4) (Hinweis: Die in
diesen Feldern eingegebenen Daten dirfen NICHT die in Schritt 3 eingegebene Passwort-
Zeichenfolge enthalten. Das Ausflillen dieser Felder ist optional und sie kbnnen auch leer belassen
werden.)

* Im Feld ‘Name’ kdnnen bis zu 32 Zeichen eingegeben werden, das genaue
Passwort darf jedoch nicht enthalten sein.

* Im Feld ‘Company’ (Firma) kdnnen bis zu 32 Zeichen eingegeben werden, das
genaue Passwort darf jedoch nicht enthalten sein.

* Im Feld ‘Details’ (Weitere Angaben) kénnen bis zu 156 Zeichen eingegeben
werden, das genaue Passwort darf jedoch nicht enthalten sein.
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o« N

Device Initialization - DT4000 G2

Datalraveler®
2000 G~

Contact Information

Name: Test Name
Company: Test Company
Details: Test Details & Other Info

= Kingstor

Abb. 3.4 — Kontaktangaben

5. Klicken Sie zum AbschlielRen der Gerateinstallation auf ‘Finish’.

Der DT4000 G2 wird jetzt die sichere Datenpartition formatieren (Abb. 3.5) und anzeigen, wenn dieser
Vorgang abgeschlossen ist (Abb. 3.6.)

> Hinweis: Wenn Sie nicht als Administrator angemeldet sind kann die
- ‘Formatierung’ bis zu 1 Minute dauern.*

6. Klicken Sie zum Fortfahren auf ‘OK..
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-

Format - DT4000 G2
| DcroTroveIer‘“’
4000 G~2

Formatting DT4000 G2 (I:)...

;

Format Complete.

¥ Kingston

Dleliellge\V == g
4000 G2

= Kingston

Abb. 3.5 - DT4000 G2 wird formatiert

Der Installationsprozess ist nun abgeschlossen.

Abb. 3.6 — Formatierung abgeschlossen

*Hinweis: Die erforderliche Zeit hdngt von der Systemhardware und der Speicherkapazitdt des DT4000

G2 ab.

Verwendung des Gerats (Windows-Umgebung)

Nach Abschluss der Installation des DT4000
G2 konnen Sie sich mit lhrem Passwort im
Gerat anmelden, haben Zugriff auf die sichere
Datenpartition und  koénnen mit dem
Speicherstick arbeiten. FUhren Sie dazu
folgende Schritte aus:

1. Stecken Sie den DT4000 G2 in einen USB-
Anschluss lhres Notebooks oder PCs ein
und geben Sie Ihr Passwort ein (siehe Abb.
4.1.)

* Geben Sie I|hr Passwort ein und
klicken Sie zum Fortfahren auf ‘Login’
(Anmelden).

* Wenn das eingegebene Passwort
korrekt ist, wird der DT4000 G2
freigegeben und Sie konnen ihn
verwenden.

Login device DT4000 G2

Password:

Forgot Password
Contact Information

" Kingston

Dleliellge\V == g
4000 G2

N

[]read-Only Mode

Abb. 4.1 — Anmeldefenster
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* Wenn ein falsches Passwort eingegeben wurde, wird mit einer Fehlernachricht unter
dem Feld ‘Hint angezeigt, dass die Anmeldung fehlgeschlagen ist.

(HINWEIS: Wenn das Passwort zum Anmelden falsch war, haben Sie die Mdglichkeit, es erneut
einzugeben. Das integrierte  Sicherheitsmodul registriert jedoch alle fehlgeschlagenen
Anmeldeversuche* . Wenn die voreingestellte Anzahl von 10 fehlgeschlagenen Anmeldeversuchen
erreicht wurde, wird der DT4000 G2 gesperrt und die sichere Datenpartition muss vor der erneuten
Verwendung neu formatiert werden. DIES BEDEUTET, DASS ALLE AUF DEM DT4000 G2
GESPEICHERTEN DATEN GELOSCHT WERDEN. Weitere Einzelheiten zu dieser Funktion ‘Device
Lockout’ (Startfunktion) auf Seite 24.)

2. Sie konnen die sichere Datenpartition im schreibgeschitzten Modus, auch als "Nur-Lesen"
bezeichnet, 6ffnen, indem Sie vor dem Anmelden das Kastchen ‘Read-Only Mode’
(schreibgeschitzter Modus) markieren. Wenn Sie im schreibgeschitzten Modus angemeldet sind,
kénnen Sie Inhalt im DT4000 G2 zwar 6ffnen oder ansehen, jedoch nicht aktualisieren, &ndern oder
I6schen.  (Hinweis: Im schreibgeschiitzten Modus kbénnen Sie auch nicht auf die Option
Formatierung im DT4000 G2 zugreifen, auf die auf Seite 10 Bezug genommen wird.)

Wenn Sie im schreibgeschutzten Modus angemeldet sind und das Gerat entsperren mdchten, missen

Sie den DT4000 G2 (siehe Seite 11) herunterfahren und sich neu anmelden, wobei das
Kontrollkadstchen ‘Read-Only Mode’ nicht markiert sein darf.

* Der Zéhler fiir fehlgeschlagene Loginversuche wird nach Eingabe des korrekten Passworts
zurlickgesetzt.

Gerateoptionen (Windows-Umgebung)

Solange Sie im Gerat eingeloggt sind, wird das Symbol ‘DT4000 G2’ in der rechten Ecke der Windows
Task-Leiste (Abb. 5.1) angezeigt. (Hinweis: Windows 7 Anwender miissen zum Aufrufen des ‘DT4000
G2’ Symbols in der Taskleiste auf den Pfeil nach oben klicken (Abb. 5.2.)

Nach einmaligem Klicken auf das DT4000 G2 Symbol wird folgendes Menu angezeigt:

2 DT4000 G2 Settings
[ Browse DT4000 G2

/& Format DT4000 G2 o ¥
| & Online Support
04 © @ About DT4000 G2 Sl
. | |8 Shut down DT4000 G2 — 926 AM
v T e
Abb. 5.1 - DT4000 G2 Symbol in Taskleiste Abb. 5.2 - DT4000 G2 Symbol in Taskleiste
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DT4000 G2 Einstellungen

* Sie kénnen Ihr Passwort bzw. lhren Hinweis andern (Abb. 5.3)
* Sie kénnen Ihre Kontaktangaben hinzufligen, ansehen oder andern (Abb. 5.4)
* Sie kénnen die gewahlte Sprache andern (Abb. 5.5)

(Hinweis: Aus Sicherheitsgriinden miissen Sie zum Aktualisieren bzw. Modifizieren dieser
Einstellungen jeweils Ihr aktuelles DT4000 G2 Passwort eingeben.)

Settings Settings

Datdlraveler® Datdlraveler® Datdlraveler®
4000 G2 4000 G2 4000 G2

Password | Contact Infomnation | Lanauace | Password  Contact Information | Lanauaae | Password | Cortact Infomation  Language |
Current Password: . Testhame . . r—

* New Password:

* Password Confirmation:
O revvodrues its: Test Detals & Other Info

Hint: Pwd Hint

*Mandatory field

? KingstonC_<_) Ga=m® # KingstonC_o_) @Gz

Abb. 5.3 Abb. 5.4 Abb. 5.5
Passwort dndern Kontaktangaben Sprache wéahlen

DT4000 G2 durchsuchen

* Solange Sie angemeldet sind, kdénnen Sie mit dieser Funktion den Inhalt der sicheren
Datenpartition durchsuchen.

DT4000 G2* formatieren Format - DT4000 G2
« Mit dieser Funktion kdnnen Sie die sichere 4000 a2
Datenpartition formatieren (Achtung: Hierbei To oot G 3 k. To s 5 o

werden alle Daten gel6scht.) (Abb. 5.6)

Your password is required to complete format.

Password:

Online Support (Nur mit Internetanschluss)

» Offnet lhren Internet-Browser und navigiert
Sie zu http://www.kingston.com/support/, wo
Sie Zugang zu  weiteren  Support-

Informationen haben. Abb. 5.6 - Warnmeldung bei Formatierung

* Kingston

Dokument-Nr. 48000127-001.A04 DataTraveler® 4000 G2 Seite 10 von 28



K Kingston

Uber den DT4000 G2 About - DT4000 G2
Datalraveler®
» Enthalt spezifische Angaben (iber den 4000 G2
DT4000 G2, einschlieBlich Versionsangaben Copaht @ T Kngatom Tehmalogy Compan, e
uber die Anwendung und die Firmware (Abb.

DT4000 G2 K40 000FFE23C7ECBF 1080000102
Application K4.0.0.5

FW Version 3.05

Crypto Library FW 1.00

DT4000 G2 Herunterfahren

¥ Kingston

e Fahrt den DT4000 G2 ordnungsgemal
herunter, damit Sie ihn sicher aus |hrem

System entfernen konnen Abb. 5.7 — Uber den DT4000 G2

*Hinweis: In Windows Vista und in Windows 7 miissen Sie Ihr aktuelles DT4000 G2 Passwort eingeben

- Abschnitt Windows abgeschlossen -

Installation & Einrichtung (Mac-Umgebung)

Stecken Sie den DT4000 G2 in einen freien USB-Anschluss lhres

Notebooks oder PCs ein und warten Sie, bis das Mac Betriebssystem

ihn erkannt hat. Dies wird durch das DT4000 G2 Volumensymbol am v
Desktop angezeigt, siehe Abb. 6.1. =

1. Doppelklicken Sie auf das CD-ROM-Symbol des DT4000

G2. Abb. 6.1 — DT4000 G2
2. Doppelklicken Sie auf die im Fenster angezeigte Mac Datei,

siehe Abb. 6.2.

3. Doppelklicken Sie auf die im Fenster angezeigte DT4000 G2
Anwendungssymbol, siehe Abb. 6.3. Dadurch wird der
Installationsprozess gestartet.
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LN J DT4000G2

[ NN ) Mac

autorun.inf DT4000G2_Launcher.exe . )

- 4

>

DT4000G2_Launch
er
linux Mac
rr_moved Support
Abb. 6.2 — DT4000 G2 Inhaltsverzeichnis Abb. 6.3 - DT4000 G2 Anwendung

AL iraveliel

4000 G2

¥ Kingston

Installationseinrichtung (Mac-Umgebung)

1. Wahlen Sie die von Ihnen gewlnschte Sprache aus dem Drop-Down-Menu und klicken Sie auf
‘Next (Abb. 7.1.)
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Device Initialization - DT4000 G2

Datalraveler®
4000 G2
Language
Select Language: English Z]
= Kingston

Abb. 7.1 — Sprachauswahl

2. Lesen und akzeptieren Sie die Lizenzvereinbarung und klicken Sie auf ‘Next' (Abb. 7.2.) (Hinweis:
Die Schaltfliche ‘Next’ wird erst aktiviert, nachdem Sie die Lizenzvereinbarung akzeptiert haben.)

Device Initialization - DT4000 G2

Datalraveler®

4000 G2
1)@ () (4

License Agreement

SOFTWARE LICENSE AGREEMENT
IMPORTANT - READ CAREFULLY: O

THIS SOFTWARE LICENSE AGREEMENT ("Agreement") is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying

this Agreement, which includes computer software and may include 4
associated media, printed materials, and "online" or electronic v

() Accept @ Decline

7 Kingston e

Abb. 7.2 — Lizenzvereinbarung

Erstellen Sie ein Passwort, mit dem lhre Daten auf dem DT4000 G2 geschutzt werden. Geben Sie
es zuerst im Feld ‘Password’ ein und danach erneut im Feld ‘Password Confirmation’, siehe

nachstehende Abb. 7.3. Sie kdbnnen mit der Installationseinrichtung erst fortfahren, nachdem Sie ein
Passwort nach folgenden Kriterien eingegeben haben:
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1. Das Passwort muss mindestens 8 Zeichen lang sein (bis zu 16 Zeichen.)
2. Das Passwort muss 3 (drei) der folgenden Kriterien enthalten:
- GROSSBUCHSTABE, Kleinbuchstabe, Ziffer und/oder Sonderzeichen (!, $ usw.)

Sie kdnnen auch einen Passwort-Hinweis eingeben, es ist jedoch kein Pflichtfeld. Der Passwort-
Hinweis kann eine nuitzliche Hilfestellung zur Erinnerung an das Passwort sein, wenn Sie es
vergessen haben sollten. (Hinweis: Der Hinweis und das Passwort diirfen NICHT identisch sein.)

Device Initialization - DT4000 G2

Datalraveler®

4000 a2

1) (2) (3) (4

Password

* Password: ssscscesse

* Password Confirmation: ssccsccce
Password Rules

Hint: Pwd Hint

* Mandatory field

" Kingston

Abb. 7.3 — Passworteinrichtung

4. Geben Sie Ihre Kontaktdaten in den angezeigten Textfeldern ein (siehe Abb. 7.4) (Hinweis: Die in
diesen Feldern eingegebenen Daten diirfen NICHT die in Schritt 3 eingegebene Passwort-
Zeichenfolge enthalten. Das Ausflillen dieser Felder ist optional und sie kbnnen auch leer belassen
werden.)

* Im Feld ‘Name’ kdnnen bis zu 32 Zeichen eingegeben werden, das genaue
Passwort darf jedoch nicht enthalten sein.
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* Im Feld ‘Company’ (Firma) kénnen bis zu 32 Zeichen eingegeben werden, das
genaue Passwort darf jedoch nicht enthalten sein.

* Im Feld ‘Details (Weitere Angaben) kénnen bis zu 156 Zeichen eingegeben
werden, das genaue Passwort darf jedoch nicht enthalten sein.

Device Initialization - DT4000 G2

Datalraveler®
2000 G~2

Contact Information

Name:

Test Name
- Test Company

Test Details & Other Info
Details:

¥ Kingston

Abb. 7.4 — Kontaktangaben

5. Klicken Sie zum AbschlielRen der Gerateinstallation auf ‘Finish’.

Der DT4000 G2 wird jetzt die sichere Datenpartition formatieren (Abb. 7.5) und anzeigen, wenn dieser
Vorgang abgeschlossen ist (Abb. 7.6.)

6. Klicken Sie zum Fortfahren auf ‘OK..
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Format - DT4000 G2

DotcTrovelear®

A
S
Q
0

Formatting DT4000 G2 ...

7 Kingston

Abb. 7.5 - DT4000 G2 wird formatiert

Der Installationsprozess ist nun abgeschlossen.

Format - DT4000 G2

Datalraveler®
4000 G2

Format Complete.

” Kingston W—

Abb. 7.6 — Formatierung abgeschlossen

Verwendung des Gerats (Mac-Umgebung)

Nach Abschluss der Installation des DT4000
G2 konnen Sie sich mit lhrem Passwort im

Gerat anmelden, haben Zugriff auf die sichere
Datenpartition und kdnnen mit dem
Speicherstick arbeiten. Fuhren Sie dazu
folgende Schritte aus:

1.

Stecken Sie den DT4000 G2 in einen USB-
Anschluss lhres Notebooks oder PCs ein
und geben Sie Ihr Passwort ein (siehe Abb.
8.1.)

Geben Sie |hr Passwort ein und klicken Sie
zum Fortfahren auf ‘Login’ (Anmelden).

* Wenn das eingegebene Passwort
korrekt ist, wird der DT4000 G2
freigegeben und Sie kdnnen ihn
verwenden.

* Wenn ein falsches Passwort
eingegeben wurde, wird mit einer
Fehlernachricht unter dem Feld ‘Hint
(Hinweis) angezeigt, dass das
Anmelden fehlgeschlagen ist (siehe

Format - DT4000 G2

®
Datalraveler®
4000 a2
Password:
Hint
Forgot Password
Contact Information ] Read-Only Mode

= Kingston

Abb. 8.1 — Anmeldefenster

Dokument-Nr. 48000127-001.A04

DataTraveler® 4000 G2

Seite 16 von 28



K Kingston

Abb. 8.2.)

(HINWEIS: Wenn das Passwort zum Anmelden falsch war, haben Sie die Mdglichkeit, es erneut
einzugeben. Das integrierte  Sicherheitsmodul registriert jedoch alle fehlgeschlagenen
Anmeldeversuche* . Wenn die voreingestellte Anzahl von 10 fehlgeschlagenen Anmeldeversuchen
erreicht wurde, wird der DT4000 G2 gesperrt und die sichere Datenpartition muss vor der erneuten
Verwendung neu formatiert werden. DIES BEDEUTET, DASS ALLE AUF DEM DT4000 G2
GESPEICHERTEN DATEN GELOSCHT WERDEN. Weitere Einzelheiten zu dieser Funktion siehe
‘Device Lockout’ (Sperrfunktion) auf Seite 24.)

3. Sie konnen die sichere Datenpartition im schreibgeschitzten Modus, auch als "Nur-Lesen"
bezeichnet, 6ffnen, indem Sie vor dem Anmelden das Kastchen ‘Read-Only Mode’
(Schreibgeschitzter Modus) markieren. Wenn Sie im schreibgeschitzten Modus angemeldet sind,
kénnen Sie Inhalt im DT4000 G2 zwar 6ffnen oder ansehen, jedoch nicht aktualisieren, &ndern oder
I6schen.  (Hinweis: Im schreibgeschiitzten Modus kbénnen Sie auch nicht auf die Option
Formatierung im DT4000 G2 zugreifen, auf die auf Seite 10 Bezug genommen wird.)

Wenn Sie im schreibgeschitzten Modus angemeldet sind und das Gerat entsperren moéchten, um
vollen Lese-/Schreibzugriff auf die sichere Datenpartition zu erhalten, missen Sie den DT4000 G2
herunterfahren und sich erneut anmelden, wobei das Kontrollkdstchen ‘Read-Only Mode’ nicht markiert
sein darf.

* Der Zéhler fiir fehlgeschlagene Anmeldeversuche wird nach Eingabe des korrekten Passworts
zurlickgesetzt.

Gerateoptionen (Mac-Umgebung)

Wenn Sie im Gerat angemeldet sind, wird im Mac OS X Dock das Symbol ‘DT4000 G2_Launcher
angezeigt, siehe nachstehende Abb. 9.7:

DT4000G2_Launcher

MOOLEERRG XRAETO®BEE W X O

Abb. 9.1 - DT4000 G2 Symbol in Mac OS X Dock
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Halten Sie die Taste ‘Strg’ gedrickt und klicken Sie einmal auf das
Symbol ‘DT4000 G2 _Launcher, und das rechts in Abb.
9.2abgebildete Menu wird angezeigt.

DT4000 G2 Einstellungen

* Sie konnen lhr Passwort bzw. lhren Hinweis andern (Abb.
9.3)

* Sie konnen lhre Kontaktangaben hinzufligen, ansehen oder

andern (Abb. 9.4)
* Sie konnen die gewlnschte Sprache andern (Abb. 9.5)

Settings

Datalraveler®
4000 G2
m Contact Information Language

* Current Password:

Settings

Datdlraveler®
4000 G2
el Contact Information IECC

Name:
* New Password:

* Password Confirmation: Comesny:

0 Password Rules Details:
Hint:
* Mandatory field
Abb. 9.3 Abb. 9.4
Passwort dndern Kontaktangaben

(Hinweis:
Einstellungen jeweils Ihr aktuelles DT4000 G2 Passwort eingeben.)

DT4000 G2 durchsuchen

DT4000 G2 Settings
Browse DT4000 G2
Format DT4000 G2
Online Support

About DT4000 G2
Shut down DT4000 G2

Options >

Show All Windows
Hide
Quit

Abb. 9.2
DT4000 G2 Optionen

Settings

Datdalraveler®
4000 G2
Password Contact Information | Language |

Select Language: English B

o Apply Cancel

Abb. 9.5
Sprache wéhlen

Aus Sicherheitsgriinden miissen Sie zum Aktualisieren bzw. Modifizieren dieser

* Solange Sie angemeldet sind, kdénnen Sie mit dieser Funktion den Inhalt der sicheren

Datenpartition durchsuchen.
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DT4000 G2 formatieren

* Mit dieser Funktion konnen Sie die sichere
Datenpartition formatieren (Achtung: Hierbei
werden alle Daten gel6scht.) (Abb. 9.6)

Online Support (Nur mit Internetanschluss)

« Offnet lhren Internet-Browser und navigiert
Sie zu http://www.kingston.com/support/, wo
Sie Zugang zu  weiteren  Support-
Informationen haben.

Uber den DT4000 G2

* Enthalt spezifische Angaben Uber den
DT4000 G2, einschliellich Versionsangaben
uber die Anwendung und die Firmware (Abb.
9.7)

DT4000 G2 Herunterfahren
e Fahrt den DT4000 G2 ordnungsgemal

herunter, damit Sie ihn sicher aus |hrem
System entfernen kdnnen

Format - DT4000 G2

Datalraveler®
4000 G2

WARNING: Formatting will erase ALL data on this disk.
To format the disk, click OK. To quit, click CANCEL.

= Kingston ok

Abb. 9.6 — Warnmeldung bei Formatierung

About - DT4000 G2

Datdlraveler®
4000 G2

Copyright (c) 2007 Kingston Technology Company, Inc.

Modules Version Information
DT4000 G2 3.0 000FFE23C7ECBF10800001D2

™ Kingston

Abb. 9.7 — Uber den DT4000 G2
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- Abschnitt Mac abgeschlossen -

Installation & Einrichtung (Linux-Umgebung)

(HINWEIS: Aufgrund der unterschiedlichen Linux-Distributionen im Markt kann das ‘Aussehen’ der
Schnittstellen in den einzelnen Versionen unterschiedlich sein. Jedoch sind die in der
Terminalanwendung verwendeten allgemeinen Befehle einander &hnlich und dienen als Referenz fiir
die nachstehende Anleitung fiir Linux. Die Screenshot-Beispiele wurden in einer 64-Bit-Umgebung
erstelit.)

> In einigen Linux-Distributionen sind Superuser-Rechte (Root) erforderlich, um die
- DT4000 G2 Befehle im Fenster der Terminalanwendung korrekt ausfiihren zu
konnen.

Stecken Sie den DT4000 G2 in einen freien USB-
Anschluss lhres Notebooks oder PCs ein und warten Sie, @
bis das Linux Betriebssystem ihn erkannt hat. Dies wird
durch das DT4000 G2 Volumensymbol am Desktop

angezeigt”, siehe Abb. 10.1. Abb. 10.1 - DT4000 G2 Volumen

DT4000G2

Der DT4000 G2 ist mit 5 Befehlen ausgestattet, die fiir
Linux verwendet werden konnen:

dt4000g2_about, dt4000g2_forgotpassword, dt4000g2_initialize, dt4000g2_login, and
dt4000g2_logout

(Hinweis: Zur Ausfiihrung dieser Befehle miissen Sie das Anwendungsfenster "Terminal” 6ffnen und zu
dem Ordner navigieren, der alle fiinf Dateien enthélt. Jedem Befehl miissen die beiden folgenden

Zeichen vorangestellt werden: “./" (ein Punkt und ein Schrégstrich.)
Benutzer mit einer 32-Bit Version missen ein Anwendungsfenster “Terminal” 6ffnen und das aktuelle
Verzeichnis durch Eingabe des nachstehenden Befehls in der Eingabeaufforderung auf
/media/DT4000G2/linux/linux32$ andern:

cd /media/DT4000G 2/linux/linux32 (und dann mit EINGABE bestatigen.)
Benutzer mit einer 64-Bit Version missen ein Anwendungsfenster “Terminal” 6ffnen und das aktuelle
Verzeichnis durch Eingabe des nachstehenden Befehls in der Eingabeaufforderung auf

Imedia/DT4000G2/linux/linux64$%$ andern:

cd /media/DT4000G 2/linux/linux64 (und dann mit EINGABE bestatigen.)
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*Hinweis: Wenn das DT4000 G2 Volumen nicht automatisch vom Betriebssystem geladen wird,
miissen Sie das Volumen manuell mit dem Linux-Befehl ‘'mount’ in einem Terminal Fensterladen.
Entnehmen Sie Ihre spezielle BS-Distribution bitte Ihrer Linux Dokumentation oder Ihrer bevorzugten
Online-Supportseite fiir die richtigen Syntax- und Befehlsoptionen.

Installationseinrichtung (Linux Umgebung)

Nachdem der DT4000 G2 an Ihrem Computer angeschlossen und vom Betriebssystem erkannt wurde,
muss das Gerat vor der ersten Verwendung noch eingerichtet werden. Offnen Sie dazu die Anbindung
‘Terminal’ (oder das Fenster Befehlszeile) und fiihren Sie folgende Schritte durch:

(Hinweis: Die in diesem Abschnitt enthaltenen Screenshots und Anweisungen verwenden den Ordner
linux32 (fir 32-Bit) fiir die Darstellung der Verwendung des DT4000 G2 im Linux BS. Wenn Sie mit
einer 64-Bit-Version von Linux arbeiten, miissen Sie nur den 64-Bit-Ordner anstatt des 32-Bit-Ordners
aufrufen, d. h. linux64 anstatt von linux32.)

1. Sie konnen das Verzeichnis fUr 08 e T T

DT4000 G2 Volumen durch Eingabe_des fle Edit View Terminal Tabs Help
nachstehenden Befehls in der Terminal- |irootelocatnost /1# ca /medias dta000g2/linux/linuxes
Aufforderung andern (siehe Abb. 10.2.);  [lreotetocathost Linuxedl#

cd /media/DT4000G2/linux/linux32

(Hinweis: Beachten Sie die GroB3- und
Kleinschreibung bei der Eingabe von
Befehlen und Ordnernamen
(Verzeichnis), d. h.  linux32’ und

‘Linux32 sind NICHT dasselbe.” Auch
die Schreibweise muss genauso sein
wie abgebildet.)

Abb. 10.2 — Navigation in Befehlszeile

2. Schreiben Sie Is (wie bei lies) in der Eingabeaufforderung und driicken Sie auf EINGABE.
Daraufhin wird lhnen im Ordner /media/DT4000G2/linux/linux32 (oder linux64) eine Liste von
Dateien bzw. Ordnern angezeigt. Die funf DTVP 3.0 Befehle, dt4000g2_about,
dt4000g2_forgotpassword, dt4000g2_initialize, dt4000g2_login und dt4000g2_logout werden
angezeigt, siehe Abb. 10.3.
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root@localhost:/media/DT4000G2 /linux/linux64 28 x|

File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64
[root@localhost linux64]# 1s

dt400092_ about dt400092_initialize dt400092 logout
dt4000g2 forgotpassword dt400092_ login

[root@localhost linux64]# _

»

Abb. 10.3 - Liste der DT4000 G2 Befehle

— Dieser Abschnitt bezieht sich auf die Linux Version 64 Bit. —

3. Geben Sie zum Starten des DT4000 G2 folgenden Befehl im Terminal Aufforderung ein und
drucken Sie auf EINGABE: ./dt4000 G2_initialize* (Beachten Sie bei der Befehlseingabe bitte die
GroR- und Kleinschreibung.) Siehe Abb. 10.4.

root@localhost:/media/DT4000G2 /linux/linux64 N

File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64
[root@localhost linux64]# 1s

dt4000g2_about dt4000g2_initialize dt400092_ logout
dt4000g2 forgotpassword dt400092_ login

[root@localhost 1inux64]# ./dt4000g2_initialize

»

Abb. 10.4 — Ausfiihren eines DT4000 G2 Befehls

4. Nach dem Dricken von EINGABE wird die Lizenzvereinbarung im Terminal-Fenster angezeigt.
Zum Akzeptieren der Lizenzvereinbarung und Fortfahren driicken Sie auf ‘Y’. (Hinweis: Wenn Sie
auf ‘N’ driicken und die Lizenzvereinbarung nicht akzeptieren, gelangen Sie zur Terminal-
Eingabeaufforderung zuriick und kénnen den Installationsprozess erst nach Wiederholung des 3.
Schrittes und Driicken auf ‘Y’ fortsetzen.)

5. Nach dem Akzeptieren der Lizenzvereinbarung werden Sie zur Eingabe eines Passworts
aufgefordert, das zum Schutz der in der sicheren Datenpartition gespeicherten Daten dient. Bevor
Sie mit der Installationseinrichtung fortfahren kénnen, mussen Sie ein Passwort nach folgenden

Kriterien eingeben:
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a. Das Passwort muss mindestens 8 Zeichen lang sein (bis zu 16 Zeichen.)

b. Das Passwort muss 3 (drei) der folgenden Kriterien enthalten:
- GROSSBUCHSTABE, Kleinbuchstabe, Ziffer und/oder Sonderzeichen (!, $ usw.)

6. Bestatigen Sie Ihr Passwort durch erneute Eingabe in der Befehlszeile, nachdem Sie dazu
aufgefordert wurden, und driicken Sie auf EINGABE. Bei Ubereinstimmung der Passworter wird die
Nachricht angezeigt, dass die Installation des DT4000 G2 erfolgreich abgeschlossen wurde. Wenn
die Passworter nicht Ubereinstimmen wird eine Nachricht angezeigt, dass Sie das Passwort noch
bestatigen missen. Wiederholen Sie in diesem Fall die Schritte 5 und 6.

Nach dem Einrichten lhres Passworts wird ein sicheres Datenvolumen (Partition) am Desktop
angezeigt. Damit wird angezeigt, dass der Einrichtungsprozess erfolgreich abgeschlossen wurde. Sie
kénnen |hren DT4000 G2 jetzt benutzen.

*Hinweis: In einigen Linux-Distributionen sind Superuser-Rechte (Root) erforderlich, um die DT4000 G2
Befehle im Fenster der Terminalanwendung korrekt ausfiihren zu kénnen.

Verwendung des Gerats (Linux Umgebung)

Nach der Installation des DT4000 G2 kdnnen Sie durch Anmelden im Gerat mit dem auf Seite 22
erstellten DT4000 G2 Passwort auf die sichere Datenpartition zugreifen. Flihren Sie dazu folgende
Schritte durch:

Offnen Sie ein Fenster der Anwendung ‘Terminal'.

2. Geben Sie in der Terminal-Aufforderung folgenden Befehl ein: cd
Imedia/DT4000G2/linux/linux32

3. Geben Sie in der Eingabeaufforderung /media/DT4000G 2/linux/linux32$folgenden Befehl zum
Anmelden im Gerat ein: ./dt4000g2_login* und dricken Sie auf EINGABE. (Hinweis: Bei
Befehlen und Ordnereingaben muss die Gro3- und Kleinschreibung beachtet werden und die
Schreibweise muss genau eingehalten werden.)

4. Geben Sie lhr DT4000 G2 Passwort ein und dricken Sie auf EINGABE. Nach dem
erfolgreichen Anmelden wird das sichere Datenvolumen auf lhrem Computer gedffnet und Sie
kénnen Ihren DT4000 G2 verwenden.

Wenn das Passwort zum Anmelden falsch war, haben Sie die Mobglichkeit, es erneut durch
Wiederholung des 3. Schrittes einzugeben. Das integrierte Sicherheitsmodul registriert jedoch alle
fehlgeschlagenen Anmeldeversuche. Wenn die voreingestellte Anzahl von 10 fehlgeschlagenen
Loginversuchen erreicht wurde, wird der DT4000 G2 gesperrt und vor der weiteren Benutzung muss
das Gerat Uber den Befehl dt4000g2_forgotpassword erneut eingerichtet werden. Mit dieser
Verfahrensweise kdnnen Sie ein neues Passwort erstellen, jedoch wird die sichere Datenpartition des
DT4000 G2 zum Schutz lhrer Daten formatiert. Dies bedeutet, dass lhre gesamten Daten geléscht
werden.

Nach Durchfihrung des dt4000g2_forgotpassword Verfahrens und erfolgreich abgeschlossener
Eingabe eines neuen Passworts wird der Zahler fur fehlgeschlagene Loginversuche zuriickgesetzt
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(Hinweis: Der Zéahler fiir fehlgeschlagene Loginversuche wird auch nach dem erfolgreichem Anmelden
vor dem Erreichen der maximalen Versuchsanzahl (MaxNoA in Kurzform) zuriickgesetzt..)

Wenn Sie lhren DT4000 G2 nicht mehr verwenden, sichern Sie lhre Daten und melden Sie sich ab.
Fihren Sie dazu folgende Schritte durch:

1. Offnen Sie ein Fenster der Anwendung ‘Terminal'.

2. Geben Sie in der Terminal-Aufforderung folgenden Befehl ein: cd
Imedia/DT4000G2/linux/linux32

3. Geben Sie in der Eingabeaufforderung /media/DT4000G 2/linux/linux32$folgenden Befehl zum
Ausloggen aus dem Geréat ein: ./dt4000g2_logout* und dricken Sie auf EINGABE. (Hinweis:
Bei Befehlen und Ordnereingaben muss die Gro3- und Kleinschreibung beachtet werden und
die Schreibweise muss genau eingehalten werden.)

4. Entfernen Sie den DT4000 die zwei aus lhrem System und bewahren Sie ihn an einem sicheren
Ort auf.

*Hinweis: In einigen Linux-Distributionen sind Superuser-Rechte (Rooft) erforderlich, um die DT4000 G2 Befehle
im Fenster der Terminalanwendung korrekt ausfiihren zu kénnen.

Hilfe und Fehlerbehebung

Sperrfunktion

Der DT4000 G2 enthalt eine Sicherheitsfunktion, die den unbefugten Zugriff auf die Datenpartition
verhindert, wenn die maximale Anzahl aufeinanderfolgender fehlgeschlagener Loginversuche
(Kurzform MaxNoA) erreicht wurde; standardmaRig ist die “Out-of-Box” Konfiguration auf einen Wert
von 10 (Anzahl der Versuche) festgelegt.

Der ‘Sperrzahler' registriert jeden fehlgeschlagenen Anmeldeversuch und kann auf zwei Wegen
zurtickgesetzt werden: 1) Durch erfolgreiches Anmelden vor Erreichen des MaxNoA, oder 2) Erreichen
des MaxNoA und Durchflhren einer Gerateformatierung.”

Wenn ein falsches Passwort eingegeben wurde, Login device DT4000G2

wird mit einer Fehlernachricht unter dem Feld Datalraveler®
‘Hinfangezeigt, dass die Anmeldung 4000 G2
feh|geSCh|agen |St Siehe Abb- 10.1 Password:

Wen n d er An meldeve rSU Ch ZU m 7_ Mal A Failed to Login: The password is incorrect. Please try again.
fehlgeschlagen ist, wird eine  weitere

Fehlernachricht mit der Mitteilung angezeigt,

dass Ihnen noch 3 Versuche bis zum Erreichen Foraot Password

des MaxNoA bleiben (der standardmafig auf 10 EosEt e

eingestellt ist). Sie Abb. 10.2. = Kingston

Nach dem 10. fehlgeschlagenen

Anmeldeversuch wird der DT4000 G2 die Abb. 10.1 - Fehlgeschlagene Anmeldung
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Datenpartition dauerhaft sperren und vor der
nachsten Verwendung muss eine
Gerateformatierung durchgefuhrt werden. Dies
bedeutet, dass alle auf dem DT4000 G2
gespeicherten Daten verlorengehen und Sie
ein neues Passwort erstellen mussen.

Diese Sicherheitsmallnahme begrenzt die
Moglichkeit  von  Unbefugten, unzahlige
Anmeldeversuche durchzufuhren, um Zugang
zu lhren sensiblen Daten zu erhalten.

Auch wenn Sie der Besitzer des DT4000 G2
sind und lhr Passwort vergessen haben, werden
dieselben Sicherheitsmalinahmen ausgefuhrt,
einschlieRlich der Gerateformatierung.*

Weitere Einzelheiten zu dieser Funktion siehe
‘Passwort vergessen’ auf Seite 25.

*Hinweis: Bei einer Geréateformatierung werden ALL
gespeicherten Daten geléscht.

Passwort vergessen

Wenn Sie |hr Passwort vergessen haben,
konnen Sie auf den Link ‘Forgot Password’
Klicken, der beim Starten des DT4000
G2_Launcher angezeigt wird (siehe Abb.
10.3.)

Mit dieser Option kdonnen Sie ein neues
Passwort erstellen, jedoch wird der DT4000
G2 zum Schutz Ihrer Daten formatiert. Dies
bedeutet, dass |hre gesamten Daten bei der
Durchflhrung geloscht werden.*

Wenn Sie auf ‘Forgot Password’ klicken,
wird eine Nachricht (Abb. 10.4) mit der
Frage angezeigt, ob Sie vor dem
Durchfuhren der Formatierung ein neues
Passwort eingeben mochten. Sie kdnnen

Login device DT4000G2

Datalraveler®
4000 G2

Password:
Hint

A Failed to Login: The password is incorrect. Please try again.

3 Attempts left before your DT4000 is blocked permanently.

Forgot Password

Contact Information

¥ Kingston

Abb. 10.2 - 7. Fehlgeschlagene Anmeldung

E in der sicheren Datenpartition des DT4000 G2

Login device DT4000G2

Datalraveler®
4000 G2

Password:

Forgot Password

Contd BFmation

= Kingston

Abb. 10.3 — Passwort vergessen
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dies jetzt wahlweise durch 1) Klicken auf
‘OK’ bestatigen oder 2) durch Klicken auf
‘Cancel’ abbrechen und zum

Anmeldefenster zurlickkehren.

Wenn Sie Fortfahren gewahlt haben, FZEZLEETTE

We rden Sle a Ufg efO rd ert, el n neUGS In order to protect your data, your DT4000G2 will be formatted and all data will be erased. Do
kom plexes Passwort u nd eln en neu en \./you want to enter a new password and format your DT4000G2?

Hinweis einzugeben. Der Hinweis ist kein

Pflichtfeld, kann jedqch eine nutzliche
Hilfestellung zur Erinnerung an das
Passwort sein, wenn Sie es vergessen
haben sollten.

Cancel

Abb. 10.4 — Abfrage vor Formatierung

(Hinweis: Der Hinweis und das DT4000 G2
Passwort dlirfen NICHT identisch sein.)

*Hinweis: Bei einer Geréateformatierung werden ALLE in der sicheren Datenpartition des DT4000 G2
gespeicherten Daten geléscht.
Konflikt von Laufwerksbuchstaben (Windows Betriebssystem)

Wie im Abschnitt ‘Systemanforderungen’ dieses Handbuchs (auf Seite 3) erwahnt, bendtigt der DT4000
G2 zwei freie, aufeinanderfolgende Laufwerksbuchstaben NACH dem letzten physischen Speicher, der
vor der ‘Lucke’ in den Laufwerksbuchstabenzuweisungen erscheint (siehe Abb. 10.5.) Dies bezieht
sich NICHT auf Netzwerkfreigaben, da diese speziell fir Benutzerprofile sind und sich nicht auf das
System-Hardwareprofil selbst beziehen und daher im Betriebssystem als verfligbar erscheinen.

Dies bedeutet, dass Windows dem DT4000 G2 einen Laufwerksbuchstaben zuordnen kann, der bereits
durch eine Netzwerkfreigabe oder einen Universal Naming Convention (UNC) Pfad verwendet wird,
wodurch ein Laufwerksbuchstabenkonflikt entsteht. ~ Wenden Sie sich fir die Anderung von
Laufwerkbuchstabenzuweisungen im Windows Disk Management (Administratorrechte erforderlich) in
diesem Fall bitte an Ihren Administrator oder an die Helpdesk-Abteilung.
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2 My Computer, Q@@
File Edit View Favorites Tools Help .','
Q Back ~ () ? /K‘ Search || Folders v
Address | § v Bso

System Tasks A
View system information P . @, (="
29 Add or remove programs N

(B Change a setting
Local Disk {C:) DVYD/CD-RW Drive (D:) Local Disk (E:)

Other Places

& My Network Places

>

(&) My Documents \.) V @

[ Control Panel

—_—

Details DT4000G2 (F:) Network Share (G:) Local Disk (H:)

System Folder

Abb. 10.5 — Mein Computer

In diesem Beispiel verwendet der DT4000 G2 das Laufwerk F:, das erste verfigbare Laufwerk nach
dem Laufwerk E: (dem letzten physischen Laufwerk vor der Laufwerksbuchstabenlicke). Da der
Buchstabe G: eine Netzwerkfreigabe und kein Teil des Hardware-Profils ist, versucht der DT4000 G2
mdglicherweise, ihn als zweiten Laufwerksbuchstaben zu verwenden, was zu einem Konflikt fiihren
wurde.

Wenn es in Ihrem System keine Netzwerkfreigaben gibt und der DT4000 G2 dennoch nicht 1adt, halt
moglicherweise ein Kartenleser, ein Wechselmedium oder ein anderes friher installiertes Gerat noch
den Platz der Laufwerksbuchstabenzuordnung und verursacht den Konflikt.

Beachten Sie bitte, dass das Drive Letter Management (DLM) unter Windows Vista und 7 erheblich
verbessert wurde, und dieses Problem mdglicherweise gar nicht auftritt. Sollten Sie jedoch den Konflikt
nicht 16sen kénnen, wenden Sie sich fir weitere Hilfe bitte an Kingstons Abteilung fiir technischen
Support.

Fehlermeldungen

Datei kann nicht erstellt werden - Diese Fehlermeldung wird angezeigt, wenn Sie im
schreibgeschitzten Modus eingeloggt sind und versuchen, eine Datei oder einen Ordner IN einer
sicheren Datenpartition zu ERSTELLEN.

Unable to create file x|

'2 Unable to create the file 'New Text Document. txt'
L

The media is write protected.
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Abb. 10.6 — Fehlermeldung: Datei kann nicht erstellt werden

Datei oder Ordner kann nicht kopiert werden — Diese Fehlermeldung wird angezeigt, wenn Sie im
schreibgeschiitzten Modus eingeloggt sind und versuchen, eine Datei oder einen Ordner IN DIE
sichere Datenpartition zu KOPIEREN.

Error Copying File or Folder x|
@ Cannot copy Filel: The disk is write-protected.

Remove the write-protection or use another disk.

Abb. 10.7 — Fehlermeldung: Datei oder Ordner kopieren nicht méglich

Datei oder Ordner kann nicht bearbeitet werden — Diese Fehlermeldung wird angezeigt, wenn Sie im
schreibgeschitzten Modus angemeldet sind und versuchen, eine Datei oder einen Ordner IN DER
sicheren Datenpartition zu BEARBEITEN.

Error Deleting File or Folder x|

@ Cannot delete Filel: The disk is write-protected.

Remove the write-protection or use another disk.

Abb. 10.8 — Fehlermeldung: Datei I6schen oder Ordner bearbeiten nicht méglich

Wenn Sie im schreibgeschitzten Modus angemeldet sind und das Gerat entsperren moéchten, um
vollen Lese-/Schreibzugriff auf die sichere Datenpartition zu erhalten, mussen Sie den DT4000 G2
herunterfahren und sich erneut anmelden, wobei das Kontrollkastchen ‘Read-Only Mode’ nicht markiert
sein darf.
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T E C HPN

Table des Matieres

TOCA PROPOS DE CE MANUEL

Ce manuel d'utilisation est destiné a la clé USB DataTraveler® 4000 G2 (ou DT4000 G2 dans ce
document) validée FIPS et basée sur la version en sortie d'usine, sans personnalisation.

Configuration systéme

Plateforme PC Systémes d'exploitation supportés
* Processeur Pentium Il ou équivalent *  Windows® 8, 8.1 (RT exclus)
(ou plus rapide) «  Windows® 7 SP1
« 15Mo d'espace disque libre «  Windows® Vista SP2

e Port USB 2.0/ 3.0 disponible
* Deux lettres de lecteur consécutives
aprés le dernier disque physique*

Plateforme Mac Prise en charge des systémes
d'exploitation
* 15Mo d'espace disque libre
* USB 2.0/3.0 e Mac OS X 10.8.x -10.10x

Recommandations

Pour que la clé DT4000 G2 bénéficie d'une alimentation suffisante, elle doit étre insérée sur un port
USB directement sur un ordinateur portable ou de bureau, comme indiqué dans la Figure 1.1. Evitez
de brancher la clé DT4000 G2 sur un périphérique équipé d'un port USB, par exemple un clavier ou un
concentrateur USB alimenté, comme indiqué dans la Figure 1.2.
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Figure 1.1 — Utilisation conseillée

Figure 1.2 — Déconseillé

*Remarque : Voir la section « Conflit de lettres de lecteur » page 26.

Configuration (Environnement Windows)

1. Connectez la DT4000 G2 a un port USB
disponible de votre ordinateur de bureau ou
portable et attendez que Windows la détecte.

* Les utilisateurs de Windows Vista verront
s'afficher une notification de pilote de
périphérique, comme indiquée a la Figure 2.2.

* Les utilisateurs de Windows 7 verront
s'afficher une notification de pilote de
périphérique, comme indiquée a la Figure 2.2.

Lorsque la détection du nouveau matériel est
terminée, Windows vous demande de lancer le
processus d'initialisation.

* Windows Vista affiche une fenétre AutoPlay,
similaire a celle indiquée a la Figure 2.3.

* Windows 7 affiche une fenétre AutoPlay,
similaire a celle indiquée a la Figure 2.3.

2. Sélectionnez I'option Exécutez  DT4000

G2 _Launcher.exe.

Si la fonction AutoPlay de Windows ne démarre pas,
naviguez sur le CD-ROM (Figure 2.4) et lancez
manuellement le programmeDT4000 G2_Launcher.

‘| Installing device driver software
Click here for status.

N\

Figure 2.1 — Nouveau matériel détecté
(Windows Vista)

‘| Installing device driver software
Click here for status.

N\

Figure 2.2 - Installation du pilote de
périphérique
(Windows 7)
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RTIPNT . . . P .
Le processus d'initialisation démarrera aussi. % AutoPlay |
— = . DVD RW Drive (I.) DT4000G2
k/\/ [ [#3][ search DVD RW Drive (1) .. P \/
Organize v Bumto disc =~ 0 @ o
Files Currently on the Disc || Always do this for software and games:
< Install or run program from your media
l rex ( . . " Run DT4000G2_Launcher.exe
. N --\/:.:‘ shed by Kingston Technology Corp
Support autorun.inf DT4000G2_Launc
her.exe General options
Open folder to view files
i using Windows Explorer
\.)/ View more AutoPlay options in Control Panel

Figure 2.4 — Contenu de la clé DT4000 G2
Figure 2.3 — Fenétre AutoPlay
(Windows Vista/7)

(Remarque : Les options du Menu
affiché dans Ila fenétre AutoPlay
peuvent varier selon les programmes
installés  sur  votre  ordinateur.
L'exécution automatique (AutoRun)
lance automatiquement le processus
d'initialisation.)
Initialisation du périphérique (Environnement Windows)

1. Sélectionnez votre langue préférée dans le menu déroulant, puis cliquez sur Suivant (Figure 3.1.)

~

-
Device Initialization - DT4000 G2

Datalraveler®
2000 G2
@ 2) (3) (a

Language

Select Language: English v

 Kingston
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Figure 3.1 — Sélection de la langue

2. Lisez l'accord de licence et cliquez sur Suivant (Figure 3.2.) (Remarque : Vous devez accepter le
contrat de licence pour continuer. Sinon, le bouton « Suivant » reste désactivé).

-
Device Initialization - DT4000 G2

Datalraveler®
4000 G2
1)@ G)(a
License Agreement
SOFTWARE LICENSE AGREEMENT -

IMPORTANT - READ CAREFULLY:

THIS SOFTWARE LICENSE AGREEMENT ("Agreement”) is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
(*Kingston®). This Agreement relates to the software accompanying
this Agreement, which indudes computer software and may indude
associated media, printed materials, and "online" or electronic -

Q@ Accept Dedline

~ Kingston

Figure 3.2 — Contrat de licence

3. Créez un mot de passe pour protéger les données sur votre DT4000 G2. Saisissez-le dans le
champ Mot de passe, puis répétez-le dans le champ Confirmation du mot de passe, comme indiqué
a la Figure 3.3. Le mot de passe doit respecter les criteres suivants pour que le processus
d'initialisation vous autorise a continuer :

1. Le mot de passe doit contenir entre 8 et 16 caractéres.
2. Le mot de passe doit respecter trois (3) des critéres suivants :

- Des lettres MAJUSCULES, minuscules, des caractéres numériques et/ou des
caractéres spéciaux (!, $, etc.)

Vous pouvez aussi utiliser l'indice du mot passe, mais ce champ n'est pas obligatoire. L'indice vous
aidera a vous souvenir du mot de passe oublié. (Remarque : L'indice NE DOIT PAS étre une copie
exacte du mot de passe.
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7

~
Device Initialization - DT4000 G2

Datalraveler®

4000 G2

1) (2) 3) (4
Password
* Password: sscssssee
* Password Confirmation: sesssscee
0 Password Rules
Hint: Pwd Hint
*Mandatory field

" Kingston

Figure 3.3 — Configuration du mot de passe

Saisissez vos informations personnelles dans les champs de texte affichés (voir la Figure 3.4)
Remarque : Les informations saisies dans ces champs NE DOIVENT PAS contenir la chaine des

caracteres du mot de passe, tel que saisi a I'étape 3. Ces champs sont optionnels et peuvent étre
vides, si vous le souhaitez.

* Le champ Nom peut contenir jusqu'a 32 caractéres, mais ne doit pas contenir le
mot de passe exact.

* Le champ Entreprise peut contenir jusqu'a 32 caractéres, mais ne doit pas
contenir le mot de passe exact.

* Le champ Détails peut contenir jusqu'a 156 caractéres, mais ne doit pas contenir
le mot de passe exact.
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o« N

Device Initialization - DT4000 G2
®

Dlellellge\V==g
2000 G~

Contact Information

Name: Test Name
Company: Test Company
Details: Test Details & Other Info

" Kingston

Figure 3.4 — Informations personnelles

5. Cliquez sur Terminer pour terminer le processus d'initialisation du périphérique.

La DT4000 G2 formate ensuite la partition des données sécurisées (Figure 3.5) et vous avertit lorsque
cette opération est terminée (Figure 3.6).

> Remarque : Si vous vous étes connecté en mode Non-Admin, le programme de
.~ formatage peut durer une minute au maximum.*

6. Cliquez sur OK pour continuer.
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-

Format - DT4000 G2
| DoroTrc:veIer‘“’
4000 G~2

Formatting DT4000 G2 (I:)...

Datalraveler®
4000 G2

Format Complete.

¥ Kingston ¥ Kingston

Figure 3.5 — Formatage de la DT4000 G2 Figure 3.6 — Formatage terminé

Initialisation terminée.

*Remarque : La durée du formatage peut varier selon l'ordinateur et la capacité de la DT4000 G2.

Utilisation du périphérique (Environnement Windows)
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Lorsque linitialisation de la DT4000 G2 est [ device raono 2 )

terminée, vous pouvez accéder avec votre mot )
de passe a la partition de données sécurisée Dotg'gggell;ear
et utiliser ses fonctions. Pour cela, suivez les

instructions ci-dessous : Password:

1. Insérez la DT4000 G2 dans un port USB,
sur un ordinateur portable ou de bureau, et
saisissez votre mot de passe (voir Figure
4.1).

Forgot Password

Contact Information Read-Only Mode

* Apres avoir saisi le mot de passe, .
cliquez sur le bouton Connexion pour 'Kingston
continuer.

. , \ Figure 4.1 — Fenétre de connexion
* Si le mot de passe est correct, I'acces

est autorisé et vous pouvez utiliser la
DT4000 G2.

* Si le mot de passe est erroné, un message d'erreur s'affiche sous le champ Indice,
indiquant un échec de la connexion.

Remarque : Pendant la procédure de connexion, si un mot de passe erroné est saisi, vous pouvez
immédiatement ressayer. Mais une fonction de sécurité intégrée gére le nombre de tentatives de
connexion®. Apres 10 tentatives d'acces erronées, la DT4000 G2 se verrouille et ne pourra étre utilisée
qu'aprés un formatage de la partition des données sécurisées. PAR CONSEQUENT, TOUTES LES
DONNEES QUE LA DT4000 G2 CONTIENT SERONT DETRUITES. Pour en savoir plus sur cette
fonction, voir Verrouillage du périphérique, page 24.

2. Vous pouvez déverrouiller le mode "Lecture uniquement" de la partition sécurisée, aussi appelé
"Mode de protection en écriture” en décochant la case Mode Lecture uniquement avant le
processus d'acces. Lorsque vous accédez a la clé USB en mode Lecture seulement, vous pouvez
uniquement ouvrir ou voir les contenus de la DT4000 G2, mais vous ne pouvez pas actualiser,
modifier ou effacer aucun des contenus. (Remarque : Le mode Lecture uniquement n'affiche pas
I'option Formatage dans le menu de la DT4000 G2, tel qu'il est présenté a la page 10.

Lorsque vous accédez a la clé USB en mode Lecture uniquement et que vous souhaitez la déverrouiller
pour bénéficier d'un accés complet en écriture et en lecture a la partition sécurisée, vous devez fermer
la DT4000 G2 (voir page 11), puis rétablir la connexion aprés avoir décoché la case "Mode Lecture
uniquement" pendant le processus d'acces.

* Lorsque la connexion entre l'ordinateur et la clé USB est établie, le compteur de tentatives d'accés est
remis a zéro.
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Options du périphérique (Environnement Windows)

Tant que vous étes connecté au périphérique, une icbne DT4000 G2 est affichée dans le coin
supérieur droit de la barre des tadches Windows (Figure 5.1). (Remarque : Les utilisateurs de Windows
7 doivent cliquer sur le bouton Fleche haute dans la barre des tdches pour accéder a I'icbne DT4000
G2 (Figure 5.2).

Cliquez une fois sur l'icbne DT4000 G2 pour afficher le menu suivant :

DT4000 G2 Settings
|3 Browse DT4000 G2
i@ Format DT4000 G2 w 2
& Online Support
o € @ About DT4000 G2 Customize...
g (2 Shutdown DT4000 G2

I

Figure 5.1 — Icéne DT4000 G2 dans la barre des Figure 5.2 — Icéne DT4000 G2 dans la barre des
tdches tdches

Parameétres DT4000 G2

* Vous pouvez modifier votre mot de passe et/ou l'indice (Figure 5.3)
* Vous pouvez ajouter/ afficher/ modifier vos informations personnelles (Figure 5.4)
* Vous pouvez modifier la langue sélectionnée (Figure 5.5)

Remarque : Pour des raisons de sécurité, le mot de passe actuel de votre DT4000 G2 vous sera
demandé lorsque vous souhaitez actualiser ou modifier ces paramétres.)

Settings Settings

Datdlraveler® Datdlraveler® Datairavaie
4000 a2 4000 G2 2000 G2

Password | Contact Infomation | Lanquace | Password  Contact Information | Lanauace | Password | Contact Information  Language |
* Current Password:
: TestName Select Language: Engish -
* New Password:
* Password Confirmation:
O revvodrues its: Test Detais & Other Info
Hint: Pwd Hint

*Mandatory field

¥ Kingston ") ¥ Kingston =" # Kingston =)
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Figure 5.3 Figure 5.4

Figure 5.5

Modifier le mot de passe Informations personnelles Sélectionnez la langue

Parcourir la DT4000 G2

* Vous pouvez parcourir le contenu de la partition sécurisée pendant que vous étes connecté.

Formater la DT4000 G2*

* Vous pouvez formater la partition sécurisée
(Avertissement : Toutes les données seront
détruites). (Figure 5.6)

Assistance en ligne (nécessite une connexion
internet)

» Cette fonction ouvre votre navigateur internet
et affiche la page
http://www.kingston.com/support/ pour vous
permettre de consulter les informations
supplémentaires de l'assistance.

A propos de la DT4000 G2

* Cette section affiche des informations
spécifiques a la DT4000 G2, incluant les
données des versions de l'application et du
firmware (Figure 5.7)

Fermeture de la clé DT4000 G2

* Cette fonction permet de fermer correctement
la DT4000 G2 avant de la déconnecter
physiquement du systéme en toute sécurite.

Format - DT4000 G2

Datalraveler®
4000 G2

WARNING: Formatting will erase ALL data on this disk.
To format the disk (3:), dick OK. To quit, dick CANCEL.

Your password is required to complete format.

Password:

¥ Kingston

Figure 5.6 — Avertissement avant
formatage

About - DT4000 G2

Datalraveler®
4000 G2

Copyright (c) 2011 Kingston Technology Company, Inc.

Modules Version Information

DT4000 G2 K40 000FFE23C7ECBF 1080000102
Application K4.0.0.5

FW Version 3.05

Crypto Library FW 1.00

¥ Kingston

Figure 5.7 — A propos de la clé DT4000 G2
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*Remarque : Le mot de passe actuel de votre DT4000 G2 est nécessaire sous Windows Vista et
Windows 7

- Fin de la section Windows -

Configuration (Environnement Mac)

Insérez la DT4000 G2 dans un port USB disponible sur votre
ordinateur de bureau ou portable et attendez que le systeme
d'exploitation Mac la détecte. Lorsque la clé USB est détectée, un
volume DT4000 G2 est affiché sur le bureau (voir la Figure 6.1).

1. Double-cliquez sur l'icbne CD-ROM DT4000 G2.

2. Double-cliquez sur le dossier Mac affiché dans la fenétre Figure 6.1 - DT4000 G2
indiquée a la Figure 6.2.

3. Double-cliquez sur l'icbne d'application DT4000 G2 affichée dans la
fenétre indiquée a la Figure 6.3. Le processus d’initialisation
démarrera aussi.

Vi

00 DT4000G2 P P Mac
autorun.inf DT4000G2_Launcher.exe . y
DT4000G2_Launch
er
linux Mac
rr_moved Support
Figure 6.2 — Contenu de la clé DT4000 G2 Figure 6.3 — Application DT4000 G2

Document N°. 48000127-001.A04 DataTraveler® 4000 G2 Page 12 sur 29



K Kingston

UL AV I

4000 G2

R Kingston
Initialisation du périphérique (Environnement Mac)

1. Sélectionnez votre langue préférée dans le menu déroulant, puis cliquez sur Suivant (Figure 7.1.)

Device Initialization - DT4000 G2

Datalraveler®
4000 G2

@ (2) () (a
Language
Select Language: English E]

= Kingston

Figure 7.1 — Sélection de la langue

2. Lisez le contrat de licence et cliquez sur Suivant (Figure 7.2). (Remarque : Vous devez accepter le
contrat de licence pour continuer. Sinon, le bouton « Suivant » reste désactivé).
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Device Initialization - DT4000 G2

®
Datalraveler®
4000 G2
1)@ () (4
License Agreement
SOFTWARE LICENSE AGREEMENT
IMPORTANT - READ CAREFULLY: O

THIS SOFTWARE LICENSE AGREEMENT ("Agreement") is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying

this Agreement, which includes computer software and may include 4
associated media, printed materials, and "online" or electronic v

() Accept @ Decline

= Kingstoni P —

TE oLOGY

Figure 7.2 — Contrat de licence

3. Créez un mot de passe pour protéger les données sur votre DT4000 G2. Saisissez-le dans le
champ Mot de passe, puis répétez-le dans le champ Confirmation du mot de passe, comme indiqué
a la Figure 7.3. Le mot de passe doit respecter les criteres suivants pour que le processus
d'initialisation vous autorise a continuer :

1. Le mot de passe doit contenir entre 8 et 16 caractéres.
2. Le mot de passe doit respecter trois (3) des critéres suivants :

- Des lettres MAJUSCULES, minuscules, des caractéres numériques et/ou des
caractéres spéciaux (!, $, etc.)

Vous pouvez aussi utiliser l'indice du mot passe, mais ce champ n'est pas obligatoire. L'indice vous
aidera a vous souvenir du mot de passe oublié. (Remarque : L'indice NE DOIT PAS étre une copie
exacte du mot de passe.
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Device Initialization - DT4000 G2

Datalraveler®

4000 G2
1) (2) (3) (4

Password

* Password: ssccsscee

* Password Confirmation: ssccssccse
Password Rules

Hint: Pwd Hint

* Mandatory field

" Kingston

Figure 7.3 — Configuration du mot de passe

4. Saisissez vos informations personnelles dans les champs de texte affichés (voir la Figure 7.4)
Remarque : Les informations saisies dans ces champs NE DOIVENT PAS contenir la chaine des

caracteres du mot de passe, tel que saisi a I'étape 3. Ces champs sont optionnels et peuvent étre
vides, si vous le souhaitez.

* Le champ Nom peut contenir jusqu'a 32 caractéres, mais ne doit pas contenir le
mot de passe exact.

* Le champ Entreprise peut contenir jusqu'a 32 caractéres, mais ne doit pas
contenir le mot de passe exact.

* Le champ Détails peut contenir jusqu'a 156 caractéres, mais ne doit pas contenir
le mot de passe exact.
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Device Initialization - DT4000 G2

Datalraveler®
2000 G~2

Contact Information

D Test Name
- Test Company

Test Details & Other Info
Details:

# Kingston

Figure 7.4 — Informations personnelles

5. Cliquez sur Terminer pour terminer le processus d'initialisation du périphérique.

La DT4000 G2 formate ensuite la partition des données sécurisées (Figure 7.5) et vous avertit lorsque
cette opération est terminée (Figure 7.6).

6. Cliquez sur OK pour continuer.
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Format - DT4000 G2 Format - DT4000 G2
Datalraveler® Datalraveler®
4000 G2 4000 G2
Formatting DT4000 G2 ... Format Complete.

 Kingston F———

Figure 7.5 — Formatage de la DT4000 G2 Figure 7.6 — Formatage terminé

Initialisation terminée.

Utilisation du périphérique (Environnement Mac)
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Lorsque l'initialisation de la DT4000 G2 est

terminée, vous pouvez accéder avec votre mot S -
de passe a la partition de données sécurisée DotOTrgl\éecl;eer
et utiliser ses fonctions. Pour cela, suivez les
instructions ci-dessous :

I
[~

Password:

Hint

1. Insérez la DT4000 G2 dans un port USB,
sur un ordinateur portable ou de bureau, et
saisissez votre mot de passe (voir Figure

8. 1) Forgot Password
Contact Information ) Read-Only Mode
2. Aprés avoir saisi le mot de passe, cliquez  Kingston

sur le bouton Connexion pour continuer.

* Sile mot de passe est correct, I'accés Figure 8.1 — Fenétre de connexion
est autorisé et vous pouvez utiliser la
DT4000 G2.

* Si le mot de passe est erroné, un
message d'erreur s'affiche sous le
champ Indice, indiquant un échec de
la connexion (voir Figure 8.2).

Remarque : Pendant la procédure de connexion, si un mot de passe erroné est saisi, vous pouvez
immédiatement ressayer. Mais une fonction de sécurité intégrée gere le nombre de tentatives de
connexion®. Apres 10 tentatives d'acces erronées, la DT4000 G2 se verrouille et ne pourra étre utilisée
qu'aprés un formatage de la partition des données sécurisées. PAR CONSEQUENT, TOUTES LES
DONNEES QUE LA DT4000 G2 CONTIENT SERONT DETRUITES. Pour en savoir plus sur cette
fonction, voir Verrouillage du périphérique, page 24.

3. Vous pouvez déverrouiller le mode "Lecture uniqguement" de la partition sécurisée, aussi appelé
"Mode de protection en écriture" en décochant la case Mode Lecture uniquement avant le
processus d'acces. Lorsque vous accédez a la clé USB en mode Lecture seulement, vous pouvez
uniquement ouvrir ou voir les contenus de la DT4000 G2, mais vous ne pouvez pas actualiser,
modifier ou effacer aucun des contenus. (Remarque : Le mode Lecture uniquement n'affiche pas
I'option Formatage dans le menu de la DT4000 G2, tel qu'il est présenté a la page 10.

Lorsque vous accédez a la clé USB en mode Lecture uniquement et que vous souhaitez la déverrouiller
pour bénéficier d'un accés complet en écriture et en lecture a la partition sécurisée, vous devez fermer
la DT4000 G2, puis rétablir la connexion aprés avoir décoché la case "Mode Lecture uniqguement”.

* Lorsque la connexion entre l'ordinateur et la clé USB est établie, le compteur de tentatives d'accés est
remis a zéro.
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Options du périphérique (Environnement Mac)

Tant que vous étes connecté au périphérique, une icone DT4000 G2 Launcher est affichée dans le
Dock Mac OS X (Figure 9.1).

DT4000G2_Launcher

MOCUBEERG I XRETOOFAE!

Figure 9.1 — Ic6ne DT4000 G2 dans le Dock Mac OS X

Maintenez la touche control du clavier et cliquez une fois sur l'icbne DT4000 G2 Settings
DT4000 G2_Launcher pour afficher le menu indiqué a la Figure 9.2 Browse DT4000 G2

sur la droite. Format DT4000 G2
Online Support

About DT4000 G2
Shut down DT4000 G2

Options >

Parameétres DT4000 G2 ﬁ?(;::« All Windows

Quit

* Vous pouvez modifier votre mot de passe et/ou l'indice

(Figure 9.3) Figure 9.2

* Vous pouvez ajouter/ afficher/ modifier vos informations Options DT4000 G2
personnelles (Figure 9.4)

* Vous pouvez modifier la langue sélectionnée (Figure 9.5)

Settings Settings Settings

Datalraveler® Datdlraveler® Datdlraveler®
4000 G2 4000 G2 4000 G2

Wbl Contact Information  Language Password [EINIREION Language Password  Contact Information [ENIIEG Y

* Current Password: Name: Select Language: English -]

* New Password:

mpany:
* Password Confirmation: Company:

0 Password Rules Details:
Hint:
* Mandatory field

Apply Cancel Em 0 I Apply l Cancel l O Apply ™ Cancel

Figure 9.3 Figure 9.4 Figure 9.5
Modifier le mot de passe Informations personnelles Sélectionnez la langue
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Remarque : Pour des raisons de sécurité, le mot de passe actuel de votre DT4000 G2 vous sera
demandé lorsque vous souhaitez actualiser ou modifier ces paramétres.)

Parcourir la DT4000 G2

Vous pouvez parcourir le contenu de la partition sécurisée pendant que vous étes connecté.

Formater la DT4000 G2

Vous pouvez formater la partition sécurisée
(Avertissement : Toutes les données seront
détruites). (Figure 9.6)

Assistance en ligne (nécessite une connexion
internet)

Cette fonction ouvre votre navigateur internet
et affiche la page
http://www.kingston.com/support/ pour vous
permettre de consulter les informations
supplémentaires de l'assistance.

A propos de la DT4000 G2

Cette section affiche des informations
spécifiques a la DT4000 G2, incluant les
données des versions de l'application et du
firmware (Figure 9.7)

Fermeture de la clé DT4000 G2

Cette fonction permet de fermer correctement
la DT4000 G2 avant de la déconnecter

physiquement du systéme en toute sécurite.

Format - DT4000 G2

Datalraveler®
4000 G2

WARNING: Formatting will erase ALL data on this disk.
To format the disk, click OK. To quit, click CANCEL.

= Kingston ——

Figure 9.6 — Avertissement avant
formatage

About - DT4000 G2
®
Datalraveler
4000 G2
Copyright (c) 2007 Kingston Technology Company, Inc.

Modules Version Information

DT4000 G2 3.0 000FFE23C7ECBF10800001D2
Application 400.1

FW Version 3.05
Crypto Library FW 1.00

™ Kingston

Figure 9.7 — A propos de la clé DT4000 G2
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- Fin de la section Mac -

Configuration (Environnement Linux)

Remarque : Compte tenu des différentes distributions de Linux actuellement disponibles, I'apparence
de l'interface peut varier. Cependant, les commandes générales utilisées dans l'application Terminal
restent trés similaires et peuvent étre reconnues dans les instructions qui suivent. Les images d'écran
dans cette section proviennent de I'environnement 64 bits.

> Certaines versions de Linux nécessitent des privileges de super utilisateur (ou
— utilisateur racine) pour exécuter correctement les commandes de la DT4000 G2
dans la fenétre de I'application Terminal.

Insérez la DT4000 G2 dans un port USB disponible sur
votre ordinateur de bureau ou portable et attendez que le @
systéme d'exploitation Linux la détecte. Lorsque la clé

’ , N T4
USB est détectée, une icone de volume DT4000 G2 est DT4000G2
affichée* sur le bureau, comme indiqué a la Figure 10.1. Figure 10.1 - Volume DT4000G2
La DT4000 G2 inclut 5 commandes utilisables dans
I'environnement Linux :
dt4000g2_about, dt4000g2_forgotpassword, dt4000g2_initialize, dt4000g2_login,

dt4000g2_logout

Remarque : Pour exécuter ces commandes, vous devez ouvrir une fenétre de I'application Terminal et
parcourir le volume jusqu'au répertoire contenant les fichiers. Chaque commande doit commencer par

les deux caractéres suivants : "./" (un point et une barre oblique.)

Sur un systéme 32 bits, ouvrez une fenétre de l'application Terminal, puis allez au répertoire
/media/DT4000G2/linux/linux32$ en saisissant la commande suivante :

cd /media/DT4000G 2/linux/linux32 (puis appuyez sur la touche ENTREE).
Sur un systéme 64 bits, ouvrez une fenétre de l'application Terminal, puis allez au répertoire
/media/DT4000G2/linux/linux64$ en saisissant la commande suivante :

cd /media/DT4000G 2/linux/linux64 (puis appuyez sur la touche ENTREE.)
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*Remarque : Si le volume DT4000 G2 n'est pas automatiquement chargé par le systéme d'exploitation,
vous devez le charger manuellement dans une fenétre de I'application Terminal, avec la commande
Linux : mount. Veuillez consulter la documentation Linux de votre distribution ou votre site
d'assistance habituel pour utiliser la syntaxe et les options de commande appropriées.

Initialisation du périphérique (Environnement Linux)

Lorsque la DT4000 G2 est connectée a votre ordinateur et reconnue par le systéme d'exploitation, elle
doit étre initialisée pour étre utilisable. Pour cela, ouvrez I'application Terminal (ou la fenétre de Ligne
de commande), puis suivez les instructions ci-dessous :

Remarque : Les images d'écran et les instructions de cefte section sont basées sur le répertoire
linux32 (32 bits) afin d'illustrer I'utilisation de la DT4000 G2 sur un systeme Linux. Si vous utilisez la
version 64 bits de Linux, il vous suffit d'utiliser le répertoire 64 bits : linux64 a la place du répertoire 32
bits (linux32).

1' Pour acceder au V0|ume DT4OOO G2’ L root@localhost:/media/DT4000 G2 /linux/linux64
saisissez la commande suivante dans | e edr view Terminal Tabs Help

Terminal (Figure 102) . [root@localhost /]# cd /media/dt4000g2/linux/linux64
[root@localhost linux64]# _

cd /media/DT4000G2/linux/linux32

Remarque : Les commandes et les noms de
répertoire (dossier) sont sensibles aux
majuscules et aux minuscules. Donc
"linux32’" n'est pas le méme répertoire que
“Linux32". La syntaxe doit aussi étre
exactement reproduite.

Figure 10.2 — Navigation de la Ligne de commande

2. Saisissez Is (le | de liste) a l'invite puis appuyez sur ENTREE. Cette commande affiche la liste des
fichiers et/ou répertoires présents dans le répertoire /media/DT4000G 2/linux/linux32 (ou linux64).
Cing commandes DT4000 G2 sont listées : dt4000g2_about, dt4000g2_forgotpassword,
dt40009g2_initialize, dt4000g2_login, and dt4000g2_logout, comme indiqué dans la Figure 10.3.

root@localhost:/media/DT4000G2 /linux/linux64

File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64 el
[root@localhost linux64]# 1s

dt4000g2 about dt400092 initialize dt400092_ 1logout
dt4000g2 forgotpassword dt400092_login

[root@localhost linux64]# _

Figure 10.3 — Liste des commandes DT4000 G2
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— Cette section est basée sur la version 64 bits de Linux —

3. Pour initialiser la DT4OOOIG2, saisissez la commande suivante a l'invite de I'application Terminal
puis appuyez sur ENTREE : ./dt4000 G2_initialize* (sans oublier que les commandes sont
sensibles aux majuscules et aux minuscules). Voir la Figure 10.4.

3\

root@localhost:/media/DT4000G2 /linux/linux64 Sl=dk 4

File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64
[root@localhost linux64]# 1s

dt40009g2 about dt4000g2_initialize dt400092_ logout
dt4000g2 forgotpassword dt4000g2_ login

[root@localhost 1inux64]# ./dt4000g2_initialize

[»)

Figure 10.4 — Exécution d'une commande DT4000 G2

4. Appuyez sur ENTREE pour afficher le contrat de licence dans la fenétre Terminal. Appuyez sur la
touche "Y" pour accepter le contrat de licence et continuer. (Remarque : Si vous appuyez sur N et
que vous n'acceptez pas le contrat de licence, la fenétre Terminal est a nouveau affichée et vous ne
pouvez pas poursuivre le processus d'initialisation. Pour accéder au processus d'initialisation,
répétez I'étape 3 et appuyez sur'Y).

5. Aprés avoir accepté le contrat de licence, vous étes invité a saisir ou créer votre mot de passe, qui
servira a protéger l'accés aux fichiers stockés dans la partition sécurisée. Le mot de passe doit
respecter les criteres suivants pour que le processus d'initialisation vous autorise a continuer :

a. Le mot de passe doit contenir entre 8 et 16 caracteres.
b. Le mot de passe doit respecter trois (3) des critéres suivants :

- Des lettres MAJUSCULES, minuscules, des caracteres numériques et/ou des
caractéres spéciaux (!, $, etc.)

6. Confirmez votre mot de passe en le saisissant une deuxiéme fois dans la Ligne de commande,
lorsque le systéme vous le demande. Appuyez sur ENTREE. Si les deux mots de passe saisis
correspondent, un message confirme la réussite de l'initialisation de la DT4000 G2. Dans le cas
contraire, un message vous demande de confirmer votre mot de passe sans erreur. Pour cela,
répétez les étapes 5 et 6 jusqu'a ce que le message indique que les mots de passe saisis sont
identiques.
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Apres avoir créé votre mot de passe, un volume (partition) sécurisée est affiché sur le bureau du PC.
Ceci indique que le processus d'initialisation est correctement terminé. Vous pouvez utiliser votre
DT4000 G2.

*Remarque : Certaines versions de Linux nécessitent des priviléges de super utilisateur (ou utilisateur
racine) pour exécuter correctement les commandes de la DT4000 G2 dans la fenétre de I'application
Terminal.

Utilisation du périphérique (Environnement Linux)

Lorsque DT4000 G2 est initialisée, vous pouvez accéder au contenu de la partition des données
sécurisées en accédant a la clé a l'aide de votre mot de passe DT4000 G2, créé en suivant les
instructions a la page 22. Pour cela, suivez les instructions suivantes.

Ouvrez une fenétre de I'application "Terminal".
A l'invite, saisissez la commande suivante : cd /media/DT4000G2/linux/linux32

L'invite affiche maintenant la commande /media/DT4000G2/linux/linux32%, saisissez la
commande suivante pour accéder a votre clé DT4000 G2 : ./dt4000g2_login* puis appuyez sur
ENTREE Remarque : Les commandes et les noms de répertoires sont sensibles aux
majuscules et aux minuscules et la syntaxe doit étre rigoureusement respectée.

4. Saisissez votre mot de passe DT4000 G2 puis appuyez sur ENTREE. Le volume des données
sécurisées est affiché sur votre bureau et vous pouvez utiliser la DT4000 G2.

Pendant la procédure d'acces, si un mot de passe erroné est saisi, vous pouvez immédiatement
ressayer. Mais une fonction de sécurité intégrée gére le nombre de tentatives d'acces. Aprés 10
tentatives d'acces erronées, la DT4000 G2 se verrouille et vous devrez réinitialiser la clé en exécutant
la commande dt4000g2_forgotpassword pour pouvoir utiliser votre clé. Cette option vous permet de
créer un mot de passe, mais pour protéger vos données, la DT4000 G2 formatera le volume des
données sécurisées. Par conséquent, toutes vos données seront définitivement effacées.

Lorsque le processus dt4000g2_forgotpassword est terminé et que vous avez correctement créé un
mot de passe, le compteur de tentatives d'accés est remis a zéro. (Remarque : Ce compteur est
également remis a zéro lorsque l'acces a la clé est autorisé par la saisie d'un mot de passe correct
avant d'atteindre le nombre maximal de tentatives d'acces (MaxNoA).

Pour sécuriser vos données lorsque vous avez terminé d'utiliser votre DT4000 G2, vous devez fermer
la connexion. Pour cela, suivez les instructions ci-dessous :

1. Ouvrez une fenétre de I'application "Terminal".

2. A Tlinvite, saisissez la commande suivante : cd /media/DT4000G2/linux/linux32
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3. L'invite affiche maintenant la commande /media/DT4000G2/linux/linux32$, saisissez la
commande suivante pour fermer l'acces a votre clé : ./dt4000g2_logout* puis appuyez sur
ENTREE (Remarque : Les commandes et les noms de répertoires sont sensibles aux
majuscules et aux minuscules et la syntaxe doit étre rigoureusement respectée.)

4. Débranchez la DT4000 G2 du port USB de votre ordinateur et mettez-la en lieu s(r.

*Remarque : Certaines versions de Linux nécessitent des privileges de super utilisateur (ou utilisateur racine)
pour exécuter correctement les commandes de la DT4000 G2 dans la fenétre de l'application Terminal.

Aide et dépannage
Verrouillage du périphérique

La DT4000 G2 est dotée d'une fonction de sécurité qui bloque tout accés non autorisé a la partition des
données aprés un nombre prédéterminé de tentatives erronées consécutives (cette valeur est
désignée par l'abréviation MaxNoA [max number of access]). La limite par défaut définie en usine est
de 10 tentatives.

Le compteur de tentatives enregistre chaque échec de connexion. Il est remis a zéro dans deux cas :
1) Le mot de passe saisi est correct et la connexion a la clé est établie avant d'atteindre la limite
MaxNoA ; ou 2) La limite MaxNoA est atteinte et le formatage de la clé USB a été exécuté.”

Si le mot de passe est erroné, un message Login device DT4000G2

d'erreur s'affiche sous le champ Indice, Datalraveler®
indiquant un échec de la connexion. Voir Figure 4000 G2
10.1. passmech:

Apres la septiéme tentative erronée consécutive, TR o s Tho psswords correct, lassery aga.

un message d'erreur supplémentaire avertit

l'utilisateur qu'il lui reste trois tentatives avant

d'atteindre la limite MaxNoA (définie a 10 tentatives —

par défaut). Voir la Figure 10.2. N rmation

Aprés la dixiéme tentative de connexion * Kingstori

erronée, la DT4000 G2 verrouille définitivement

la partition des données et ne pourra étre Figure 10.1 — Echec de la connexion

utilisée qu'aprés un formatage. Par conséquent,
toutes les données présentes sur la DT4000
G2 seront détruites et vous devrez saisir un
nouveau mot de passe.
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Cette mesure de sécurité évite qu'une personne
non autorisée puisse tenter indéfiniment
d'accéder a vos données sensibles.

Si vous étes le propriétaire de la DT4000 G2 et
que vous avez oublié votre mot de passe, cette
mesure de sécurité sera également appliquée et
aboutira au formatage de la clé USB.*

Pour en savoir plus sur cette fonction, consultez
la section Mot de passe oublié a la page 25.

Login device DT4000G2

Datalraveler®
4000 G2

Password:

A Failed to Login: The password is incorrect. Please try again.

3 Attempts left before your DT4000 is blocked permanently.

Forgot Password

Contact Information

¥ Kingston

Figure 10.2 — Septiéme échec de la connexion

*Remarque : Le formatage efface TOUTES les données enregistrées dans la partition sécurisée de la

DT4000 G2.

Mot de passe oublié

Si vous avez oublié votre mot de passe,
vous pouvez cliquer sur le lien Mot de passe
oublié, qui est affiché dans la fenétre de
connexion aprés exécution du fichier
DT4000 G2_Launcher (voir la Figure 10.3).

Cette option vous permet de créer un mot
de passe, mais pour protéger vos données,
la DT4000 G2 sera formatée. Par
conséquent, ce  processus effacera
définitivement toutes vos données.*

Lorsque vous cliquez sur le bouton Mot de
passe oublié, un message (Figure 10.4)
vous demande si vous souhaitez saisir un
nouveau mot de passe avant le lancement
du formatage. Vous pouvez alors 1) cliquer
sur OK pour confirmer, ou 2) cliquer sur
"Annuler" pour revenir a la fenétre de
connexion.

Si vous choisissez de continuer, vous
pourrez saisir un nouveau mot de passe
complexe et un nouvel indice. L'indice n'est

Login device DT4000G2

Datalraveler®
4000 G2

Password:

Forgot Password

¥ Kingston

Figure 10.3 — Mot de passe oublié
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pas obligatoire, mais il peut vous aider &

VOUS SOUVGI"I | r d u mOt de passe OU bl | é . In order to protect your data, your DT4000G2 will be formatted and all data will be erased. Do

\./you want to enter a new password and format your DT4000G2?

Remarque : L'indice NE DOIT PAS étre une
copie exacte du mot de passe.)

Cancel

Figure 10.4 — Message avant formatage

*Remarque : Le formatage efface TOUTES les données enregistrées dans la partition sécurisée de la
DT4000 G2.
Conflit de lettres de lecteur (Environnement Windows)

Comme indiqué dans la section Configuration systéeme (page 3), la clé DT4000 G2 nécessite deux
lettres de lecteur consécutives APRES le dernier disque physique affiché avant "I'écart" d'attribution
des lettres de lecteur (voir la Figure 10.5). Cette attribution est indépendante des partages de réseau
parce que ces partages sont spécifiques aux profils d'utilisateur et pas au profil matériel du systéeme.
Une lettre attribuée a un volume du réseau peut donc apparaitre comme disponible pour le systéme
d'exploitation.

Par conséquent, Windows peut attribuer a la DT4000 G2 une lettre de lecteur qui est déja utilisée par
un élément connecté au réseau ou sur un chemin UNC (Universal Naming Convention/ Convention de
nommage universel). Cela provoque un conflit de lettres de lecteur. Dans ce cas, veuillez consulter
votre administrateur ou le service d'assistance pour modifier I'attribution des lettres de lecteur dans le
gestionnaire des disques Windows Disk Management (les droits d'administrateur sont nécessaires).
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2 My Computer, Q@@
File Edit View Favorites Tools Help .','
Q Back ~ () ? /K‘ Search || Folders v
Address | § v Bso

System Tasks A
View system information P . @, (="
29 Add or remove programs N

(B Change a setting
Local Disk {C:) DVYD/CD-RW Drive (D:) Local Disk (E:)

Other Places

& My Network Places

>

(&) My Documents \.) V @

[ Control Panel

—_—

Details DT4000G2 (F:) Network Share (G:) Local Disk (H:)

System Folder

Figure 10.5 — Mon ordinateur

Dans cet exemple, la DT4000 G2 utilise le lecteur F: qui est la premiére lettre de lecteur disponible
aprés le volume E: (qui est le dernier disque physique affiché avant I'écart dans I'attribution des lettres
de lecteurs). Comme la lettre G: est un volume de réseau et ne fait pas partie du profil matériel, la
DT4000 G2 peut tenter de I'utiliser comme deuxiéme lettre de lecteur et générera un conflit.

Si vous n'avez aucun volume de réseau sur votre systéme et que la DT4000 G2 ne se charge toujours
pas, il est possible qu'un lecteur de cartes, un disque amovible ou un autre périphérique
précédemment utilisé conserve une lettre de lecteur attribuée et génére un conflit.

Précisons que la gestion des lettres de lecteur (Drive Letter Management — DLM) a été
considérablement améliorée dans Windows Vista et 7, et peut vous éviter ce probléme. Toutefois, si
vous ne parvenez pas a résoudre un conflit de letires de lecteur, veuillez contacter le service
d'assistance technique de Kingston.

Messages d'erreur

Le fichier ne peut pas étre créé. Ce message d'erreur apparait lorsque vous tentez de CREER un
fichier ou un dossier SUR la partition sécurisée alors que son accés est en mode Lecture uniquement.
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Unable to create file x|

': Unable to create the file 'New Text Document. txt'

The media is write protected.

Figure 10.6 — Erreur : "Le fichier ne peut pas étre créé"

Le fichier ou dossier ne peut pas étre copié. Ce message d'erreur apparait lorsque vous tentez de
COPIER un fichier ou un dossier SUR la partition sécurisée alors que son accés est en mode Lecture
uniquement.

Error Copying File or Folder 5[

@ Cannot copy Filel: The disk is write-protected.

Remove the write-protection or use another disk.

Figure 10.7 — Erreur : "Le fichier ou dossier ne peut pas étre copié”

Le fichier ou dossier ne peut pas étre supprimé. Ce message d'erreur apparait lorsque vous tentez de
SUPPRIMER un fichier ou un dossier SUR la partition sécurisée alors que son accés est en mode
Lecture uniquement.

Error Deleting File or Folder x|

@ Cannot delete Filel: The disk is write-protected.

Remove the write-protection or use another disk.

Figure 10.8 — Erreur : "Le fichier ou dossier ne peut pas étre supprimé”

Lorsque vous accédez a la clé USB en mode Lecture uniquement et que vous souhaitez la déverrouiller
pour bénéficier d'un accés complet en écriture et en lecture a la partition sécurisée, vous devez fermer
la DT4000 G2, puis rétablir la connexion aprés avoir décoché la case "Mode Lecture uniquement”.
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Manuale d’uso del drive DataTraveler® 4000 G2

Datalraveler
2000 G2
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)

¥ Kingston
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T E C HPN

Indice dei contenuti

TOC/INFORMAZIONI SULLA GUIDA

Questo manuale d'uso contiene le istruzioni per 'uso del drive DataTraveler® 4000 G2 certificato FIPS
(di seguito denominato per semplicita DT4000 G2); tali istruzioni sono riferite all'unita in configurazione
standard di fabbrica e pertanto priva di qualunque tipo di personalizzazione.

Requisiti di sistema

Piattaforma PC

* Processore Pentium lll o equivalente
(oppure superiore)

* 15MB di spazio libero su disco

* porta USB 2.0/ 3.0 disponibile

* Due lettere di unita libere consecutive
dopo quella associata all'ultimo drive
fisico presente sull'unita*

Sistemi operativi supportati

*  Windows® 8, 8.1 (No RT)
e Windows® 7 SP1
e Windows® Vista SP2

Piattaforma Mac

* 15MB di spazio libero su disco
« USB 2.0/3.0

Sistemi operativi supportati

* Mac OS X 10.8.x-10.10x

Raccomandazioni

Per garantire una potenza adeguata al funzionamento del drive DT4000 G2, collegarlo direttamente a
una porta USB sul computer notebook o desktop, come illustrato in Figura 1.1. Evitare di collegare |l
drive DT4000 G2 a qualunque tipo di periferica dotata di porta USB, come tastiere o hub USB, come

illustrato in Figura 1.2.
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Figura 1.1 — Metodi di collegamento Figura 1.2 — Metodi di collegamento sconsigliati
raccomandati

*Nota: Vedere sezione "Conflitti con le lettere di unita”, a pagina 26.

Configurazione (ambienti Windows)

1. Inserire il drive DT4000 G2 in una delle porte
USB disponibili sul computer notebook o desktop
in uso e attendere il rilevamento da parte di
Windows.

* Gli utenti di Windows Vista riceveranno la
notifica dell'installazione del driver software
per il nuovo hardware, come illustrato in
Figura 2.2.

* Gli utenti di Windows 7 riceveranno la notifica
dell'installazione del driver software per |l
nuovo hardware, come illustrato in Figura 2.2.

Una volta completata la fase di rilevamento del
nuovo hardware, Windows chiedera all'utente di
avviare la procedura di inizializzazione.

* Per gli utenti di Windows Vista verra
visualizzata la finestra di esecuzione
automatica della funzione AutoPlay, simile a
quella illustrata in Figura 2.3.

* Per gli utenti di Windows 7 verra visualizzata
la finestra di esecuzione automatica della
funzione AutoPlay, simile a quella illustrata in
Figura 2.3.

Installing device driver software
Click here for status.

N\

Figura 2.1 - Notifica di rilevamento del
nuovo hardware
(Windows Vista)

Installing device driver software
Click here for status.

N\

Figura 2.2 — Notifica di installazione del
driver del dispositivo
(Windows 7)
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. , . [ & AutoPlay l = -i&l‘
2. Selezionare I'opzione "Run DT4000
G2 _Launcher.exe". g DVD RW Drive (I:) DT4000G2

Se la funzione AutoPlay non dovesse essere attiva,
e possibile accedere alla partizione del CD-ROM
(Figura 2.4) e lanciare manualmente I'esecuzione del
programma DT4000 G2_Launcher. Verra avviata la
procedura di inizializzazione. General options

Open folder to view files

[] Always do this for software and games:

Install or run program from your media

. " Run DT4000G2_Launcher.exe
Y published by Kingston Technology Co

| E, |
\/\/ [® [#3][ search DVD RW Drive (1) .. P View more AutoPlay options in Control Panel
Organize v Bumto disc =~ 0 @ \
Files Currently on the Disc
S . .
l v\ Figura 2.3 — Schermata AutoPlay di
WS Windows
Support autorun.inf DTAOﬂifi;taunc (WindOWS ViSta/?)
\./, Nota: le opzioni del menu nella
finestra di AutoPlay possono variare

in base ai programmi aftualmente

Figura 2.4 — Contenuti del drive DT4000 G2 installati sul computer in uso. La
funzione di esecuzione automatica

avviera il processo di inizializzazione
automaticamente.)

Inizializzazione del dispositivo (ambienti Windows)

1. Selezionare la lingua preferita dal menu a comparsa e fare clic sulla voce "Next" (Successivo) come
riportato in Figura 3.1.
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-
Device Initialization - DT4000 G2

Datalraveler®
<200

0 G2

Language

Select Language: English v

= Kingstor

Figura 3.1 — Selezione della lingua

2. Leggere l'accordo di licenza e quindi fare clic su "Next" (Successivo) come riportato in Figura 3.2.
(Nota: € necessario accettare I'accordo di licenza prima di proseguire; in caso contrario il pulsante
"Next" (Successivo) restera disabilitato.)

-
Device Initialization - DT4000 G2

Datalraveler®
<2000

G2
1)@ G)(a

License Agreement

SOFTWARE LICENSE AGREEMENT -
IMPORTANT - READ CAREFULLY:

THIS SOFTWARE LICENSE AGREEMENT ("Agreement”) is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying
this Agreement, which incdudes computer software and may incdude
associated media, printed materials, and "online" or electronic -

Q@ Accept Dedline

~ Kingston

Figura 3.2 — Accordo di licenza

3. Creare una password per proteggere i dati contenuti nel drive DT4000 G2. Inserire la password nel
relativo campo "Password" (Password); quindi, reinserirla nel campo "Password Confirmation"
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(Conferma password), come illustrato di seguito in Figura 3.3. Affinché sia possibile proseguire la
procedura di inizializzazione, & necessario creare una password avente i seguenti requisiti:

1. Le password devono essere composte da un minimo di 8 fino a un massimo di 16 caratteri.
2. Le password devono contenere tre (3) dei seguenti criteri opzionali:

- MAIUSCOLE, minuscole, numeri e/o caratteri speciali (!, $, ecc.)

E anche possibile inserire un suggerimento per ricordare la password, ma tale campo & facoltativo.
I campo "Hint" (Suggerimento), pud rivelarsi utile per aiutare l'utente a ricordare la password,

qualora questa vada persa o dimenticata (Nota: il suggerimento NON DEVE corrispondere alla
stessa password utilizzata per I'accesso.)

7

Device Initialization - DT4000 G2

Datalraveler®

4000 G2

1) (2) 3) (4
Password
* Password: sscssssee
* Password Confirmation: sesssscee
0 Password Rules
Hint: Pwd Hint
*Mandatory field

" Kingston

Figura 3.3 — Impostazione della password

4. Inserire le informazioni di contatto nei relativi campi di testo (vedere Figura 3.4) (Nota: le
informazioni immesse in questi campi NON possono contenere la stringa password creata al Punto

3 di questa procedura. Tuttavia, questi campi sono facoltativi e pertanto possono anche essere
lasciati vuoti, se lo si desidera.)
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* |l campo "Name" (Nome) pud contenere fino a 32 caratteri, ma non pud
contenere la password esatta.

e |l campo "Company" (Azienda) pud contenere fino a 32 caratteri, ma non pud
contenere la password esatta.

* |l campo "Details" (Dettagli) pud contenere fino a 156 caratteri, ma non puo
contenere la password esatta.

p
Device Initialization - DT4000 G2

Datalraveler®
2000 G2

Contact Information

Name: Test Name
Company: Test Company
Details: Test Details & Other Info

" Kingston

Figura 3.4 — Schermata dei dati di contatto

5. Fare clic su "Finish" (Fine) per completare la procedura di inizializzazione del dispositivo.
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Il drive DT4000 G2 effettuera ora la formattazione della partizione dati sicura (Figura 3.5), generando
una notifica quando la procedura viene completata (Figura 3.6.)

> Nota: se é stato precedentemente eseguito I'accesso con un account non dotato
- dei privilegi di amministratore, la routine di "Formattazione" puo richiedere fino a
un minuto.*

6. Fare clic su "OK" per proseguire.

rFormat-DT4000 G2 ormat -
| Datalraveler® | { Dleliellge\V == g
4000 G2 4000 G2

Formatting DT4000 G2 (I:)... Format Complete.

" Kingston * Kingston
Figura 3.5 - Schermata di formattazione del drive Figura 3.6 — Schermata di completamento della
DT4000 G2 formattazione

Inizializzazione completata.
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*Nota: i tempi di esecuzione possono variare in base all'hardware di sistema e alla capacita del drive
DT4000 G2 utilizzato.

Utilizzo del dispositivo (ambienti Windows)

Una volta che il drive DT4000 G2 e stato (. sevice prac0co )

inizializzato, sara possibile accedere alla )
partizione dati sicura e utilizzare le opzioni del Dctg—gggell;eer

dispositivo, accedendovi mediante la propria

password utente. A questo scopo, seguire la Password:
procedura riportata sotto:

1. Inserire il drive DT4000 G2 in una delle
porte USB del computer notebook o

desktop in uso e quindi inserire la o

password (vedere Figura 4.1). R e boroiin Read-ony Mode

e Una volta inserita la password, fare = Kingston Lo
clic sul pulsante "Login" (Login) per

proseguire. Figura 4.1 — Schermata di login
* Se e stata inserita la password corretta,

il drive DT4000 G2 verra sbloccato e

sara possibile iniziare a utilizzare |l

dispositivo.

* Se viene inserita una password errata, sotto il campo "Hint" (Suggerimento) verra
visualizzato un messaggio di errore indicante il tentativo di accesso fallito.

(NOTA: se durante il processo di login viene inserita una password non corretta, l'utente avra a
disposizione un‘altra possibilita per inserire la password corretta; tuttavia, il drive dispone di una
funzione di sicurezza integrata che conta il numero di tentativi di accesso falliti*. Se il numero di
tentativi falliti supera il valore preimpostato di default (10 tentativi), il drive DT4000 verra bloccato e per
poterlo riutilizzare sard necessario formattare l'intera partizione dati sicura. CIO SIGNIFICA CHE
TUTTI | DATI CONTENUTI NEL DRIVE DT4000 G2 ANDRANNO PERDUTI. Per ulteriori dettagli su
questa funzione, consultare la sezione, "Blocco del dispositivo”, a pagina 24.)

2. La partizione dati sicura pud essere sbloccata in modalita di sola lettura, talvolta denominata anche
"modalita di protezione da scrittura". Per attivare tale modalita, selezionare la casella di spunta
denominata "Read-Only Mode" (Modalita di sola lettura), prima di effettuare I'accesso al dispositivo.
Una volta effettuata I'autenticazione in modalita di sola lettura, sara possibile aprire e visualizzare i
contenuti dell'unita DT4000 G2; tuttavia, con questa modalita attiva, non sara possibile effettuare
aggiornamenti, apportare modifiche o eliminare i contenuti. (Nota: la modalita di sola lettura
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nasconde anche l'opzione della modalita di formattazione, normalmente visualizzata nel menu
dell'unita DT4000 G2, come quella raffigurata nelle immagini di pagina 10.)

Se si sta effettuando I'accesso all'unita in modalita di sola lettura e si desidera sbloccare il dispositivo,
ottenendo i diritti di accesso completi in lettura/scrittura alla partizione dati sicura, sara necessario
scollegare e disattivare I'unita DT4000 G2 (vedere pagina 11), per poi effettuare nuovamente I'accesso,
assicurandosi di deselezionare la casella dell'opzione "Read-Only Mode" (Modalita di sola lettura),
prima di effettuare I'accesso.

* Una volta effettuata con successo l'autenticazione sul dispositivo, il contatore dei tentativi di login
falliti verra azzerato.

Opzioni del dispositivo (ambienti Windows)

Durante l'accesso al dispositivo, nell'angolo destro della barra delle applicazioni di Windows verra
visualizzata l'icona del drive "DT4000 G2" (Figura 5.1). (Nota: gli utenti di Windows 7 devono fare clic

sul pulsante "Freccia in alto" della barra delle applicazioni, per poter accedere all'icona del drive
"DT4000 G2" (Figura 5.2.)

Facendo clic una volta sull'icona del drive DT4000 G2 verra visualizzato il menu seguente:

[ DT4000 G2 Settings
[ Browse DT4000 G2
& Format DT4000 G2 o 2
& Online Support
8 ©@ About DT4000 G2 Customize...

(&) Shut down DT4000 G2

y T B0 2

Figura 5.1 — Icona del drive DT4000 G2 nella barra Figura 5.2 — Icona del drive DT4000 G2 nella barra
delle applicazioni delle applicazioni

Menu "Settings" (Impostazioni) del drive DT4000 G2

* Consente di modificare la password e/o il suggerimento (Figura 5.3)

* Consente di aggiungere/visualizzare/modificare le informazioni di contatto dell'utente (Figura
5.4)

* Consente di modificare le impostazioni della lingua corrente (Figura 5.5)
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(Nota: per motivi di sicurezza, l'aggiornamento e la modifica di queste impostazioni richiedono sempre
l'inserimento della password di accesso all'unita DT4000.)

Settings Settings

Datdlraveler® Datdlraveler® Datdlraveler®
4000 G2 4000 G2 4000 G2

Password ‘C:mtad Information | Lanquace \ Password = Contact Information ‘Lar\maqe \ Password \ Contact Information = Language |

Current Password: Name: TestName Lo . C—

* New Password:
Company: Test Company
* Password Confirmation:
o Password Rules Details: Test Details & Other Info

Hint: Pwd Hint

*Mandatory field

¥ KingstonC—~) CEmD ¥ Kingston——=—) G ¥ KingstonC =) @zms

Figura 5.3 Figura 5.4 Figura 5.5
Modifica password Informazioni di contatto Selezione lingua

Menu "Browse" (Esplora unita) del drive DT4000 G2

* Consente di navigare all'interno dei contenuti della partizione dati sicura, dopo aver effettuato
I'accesso al dispositivo

Menu "Format"(Formatta) del drive DT4000 G2* Format - DT4000 G2
« Consente di formattare la partizione dati 4000 a2
sicura (Attenzione: tutti i dati contenuti To fmat o 0ok 03, ik O To 2ok ik e

nell'unita verranno eliminati). (Figura 5.6)

Your password is required to complete format.

Password:

Supporto Online (Richiede un accesso a Internet)

* Questa funzione esegue automaticamente il

browser Internet e apre il link KIngston
http://www.kingston.com/support/, dal quale &

possibile accedere a una serie di informazioni Figura 5.6 — Schermata di notifica della
di supporto aggiuntive formattazione

Menu "About" (Informazioni su) del drive DT4000
G2

* Questa sezione contiene dettagli specifici sul
drive DT4000 G2, tra cui i dati relativi alle
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applicazioni e alla versione del firmware About - DTA000 G2

(Figura 5.7) Datdlraveler®
4000 G2

Copyright (c) 2011 Kingston Technology Company, Inc.
Menu "Shutdown™ (Disattiva unita) del drive
DT4000 G2 Modules Version Information

DT4000 G2 K40 000FFE23C7ECBF 1080000102
Application K4.0.0.5
FW Version 3.05

* Questa funzione permette di arrestare o oy 100
correttamente I'unita DT4000 G2, consentendo
all'utente di scollegare il drive dal computer in
tutta sicurezza.

¥ Kingston

Figura 5.7 - Schermata delle informazioni
sul drive DT4000 G2

*Nota: nei sistemi Windows Vista e Windows 7 ¢ richiesto l'inserimento della password di accesso
all'unita DT4000 G2.

-Fine sezione Windows-

Configurazione (ambienti Mac)

Inserire il drive DT4000 G2 in una delle porte USB disponibili nel
computer notebook o desktop in uso e attendere il rilevamento da parte
del sistema operativo Mac. Una volta che il drive viene rilevato, sul

desktop del computer Mac in uso verra visualizzata l'icona del volume —
DT4000 G2, come illustrato in Figura 6.1.
1. Fare doppio clic sull'icona del CD-ROM dell'unita DT4000 Figura 6.1 — DT4000 G2
G2.

2. Fare doppio clic sulla cartella "Mac" visualizzata nella
finestra raffigurata in Figura 6.2.

3. Fare doppio clic sull'icona dell'applicazione DT4000 G2 visualizzata
nella finestra riportata in Figura 6.3. Verra avviata la procedura di
inizializzazione.
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LN J DT4000G2

[ NN ) Mac

autorun.inf DT4000G2_Launcher.exe . )

- r 4

>

DT4000G2_Launch
er
linux Mac
rr_moved Support
Figura 6.2 — Contenuti del drive DT4000 G2 Figura 6.3 — Applicazione DT4000 G2

AL iraveliel

4000 G2

¥ Kingston

Inizializzazione del dispositivo (ambienti Mac)

1. Selezionare la lingua preferita dal menu a comparsa e fare clic sulla voce "Next" (Successivo) come
riportato in Figura 7.1.
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Device Initialization - DT4000 G2

Datalraveler®
4000 G2
Language
Select Language: English Z]
= Kingston

Figura 7.1 — Selezione della lingua

2. Leggere l'accordo di licenza e quindi fare clic su "Next" (Successivo) come riportato in Figura 7.2.
(Nota: € necessario accettare I'accordo di licenza prima di proseguire; in caso contrario il pulsante
"Next" (Successivo) restera disabilitato.)

Device Initialization - DT4000 G2

®
Datalraveler®
4000 G2
1)@ () (4
License Agreement
SOFTWARE LICENSE AGREEMENT
IMPORTANT - READ CAREFULLY: O

THIS SOFTWARE LICENSE AGREEMENT ("Agreement") is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying

this Agreement, which includes computer software and may include 4
associated media, printed materials, and "online" or electronic v

() Accept @ Decline

TKingston @D G

Figura 7.2 — Accordo di licenza

3. Creare una password per proteggere i dati contenuti nel drive DT4000 G2. Inserire la password nel
relativo campo "Password" (Password); quindi, reinserirla nel campo "Password Confirmation"
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(Conferma password), come illustrato in Figura 7.3, sotto. Affinché sia possibile proseguire la
procedura di inizializzazione, & necessario creare una password avente i seguenti requisiti:

1. Le password devono essere composte da un minimo di 8 fino a un massimo di 16 caratteri.
2. Le password devono contenere tre (3) dei seguenti criteri opzionali:

- MAIUSCOLE, minuscole, numeri e/o caratteri speciali (!, $, ecc.)

E anche possibile inserire un suggerimento per ricordare la password, ma tale campo & facoltativo.
I campo "Hint" (Suggerimento), pud rivelarsi utile per aiutare l'utente a ricordare la password,
qualora questa vada persa o dimenticata (Nota: il suggerimento NON DEVE corrispondere alla
stessa password utilizzata per 'accesso.)

Device Initialization - DT4000 G2

Datalraveler®

4000 a2

1) (2) (3) (4

Password

* Password: ssscscese

* Password Confirmation: ssccsccce
Password Rules

Hint: Pwd Hint

* Mandatory field

" Kingston

Figura 7.3 — Impostazione della password
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4. Inserire le informazioni di contatto nei relativi campi di testo (vedere Figura 7.4) (Nota: le
informazioni immesse in questi campi NON possono contenere la stringa password creata al Punto
3 di questa procedura. Tuttavia, questi campi sono facoltativi e pertanto possono anche essere
lasciati vuoti, se lo si desidera.)

* |l campo "Name" (Nome) pud contenere fino a 32 caratteri, ma non pud
contenere la password esatta.

e Il campo "Company" (Azienda) pud contenere fino a 32 caratteri, ma non pud
contenere la password esatta.

* |l campo "Details" (Dettagli) pud contenere fino a 156 caratteri, ma non pud
contenere la password esatta.

Device Initialization - DT4000 G2

Datalraveler®
2000 G~2

Contact Information

D Test Name
- Test Company

Test Details & Other Info
Details:

# Kingston

Figura 7.4 — Schermata dei dati di contatto

5. Fare clic su "Finish" (Fine) per completare la procedura di inizializzazione del dispositivo.
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Il drive DT4000 G2 effettuera ora la formattazione della partizione dati sicura (Figura 7.5), generando
una notifica quando la procedura viene completata (Figura 7.6.)

6. Fare clic su "OK" per proseguire.

Format - DT4000 G2 Format - DT4000 G2

s Datalraveler®
Da tg_gggeﬁlear 4000 G2

Format Complete.

Formatting DT4000 G2 ...

 Kingston F———

7 Kingston

Figura 7.5 - Schermata di formattazione del drive Figura 7.6 — Schermata di completamento della
DT4000 G2 formattazione

Inizializzazione completata.
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Utilizzo del dispositivo (ambienti Mac)

Una volta che il drive DT4000 G2 e stato
inizializzato, sara possibile accedere alla
partizione dati sicura e utilizzare le opzioni del
dispositivo, accedendovi mediante la propria
password utente. A questo scopo, seguire la

procedura riportata sotto:

1. Inserire il drive DT4000 G2 in una delle
porte USB del computer notebook o

desktop in uso e quindi inserire
password (vedere Figura 8.1).

2. Una volta inserita la password, fare clic sul

pulsante "Login" (Login) per proseguire.

 Se & stata inserita la password
corretta, il drive DT4000 G2 verra
sbloccato e sara possibile iniziare a
utilizzare il dispositivo.

* Se viene inserita una password
errata, sotto il campo "Hint"
(Suggerimento) verra visualizzato un
messaggio di errore indicante il
tentativo di accesso fallito (vedere
Figura 8.2).

Format - DT4000 G2

Datalraveler®
00 G2

I
[~

Password:

Hint

Forgot Password

Contact Information ] Read-Only Mode

= Kingston

Figura 8.1 — Schermata di login

(NOTA: se durante il processo di login viene inserita una password non corretta, l'utente avra a
disposizione un‘altra possibilita per inserire la password corretta; tuttavia, il drive dispone di una

funzione di sicurezza integrata che conta il numero di tentativi di accesso falliti*.

Se il numero di

tentativi falliti supera il valore preimpostato di default (10 tentativi), il drive DT4000 verra bloccato e per

poterlo riutilizzare sara necessario formattare l'intera partizione dati sicura.

CIO SIGNIFICA CHE

TUTTI | DATI CONTENUTI NEL DRIVE DT4000 G2 ANDRANNO PERDUTI. Per ulteriori dettagli su
questa funzione, consultare la sezione, "Blocco del dispositivo”, a pagina 24.)

3. La partizione dati sicura puo essere sbloccata in modalita di sola lettura, talvolta denominata anche
"modalita di protezione da scrittura". Per attivare tale modalita, selezionare la casella di spunta
denominata "Read-Only Mode" (Modalita di sola lettura), prima di effettuare I'accesso al dispositivo.
Una volta effettuata I'autenticazione in modalita di sola lettura, sara possibile aprire e visualizzare i
contenuti dell'unita DT4000 G2; tuttavia, con questa modalita attiva, non sara possibile effettuare
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aggiornamenti, apportare modifiche o eliminare i contenuti. (Nota: la modalita di sola lettura
nasconde anche l'opzione della modalita di formattazione, normalmente visualizzata nel menu
dell'unita DT4000, come quella raffigurata nelle immagini di pagina 10.)

Se si sta effettuando l'accesso all'unita in modalita di sola lettura e si desidera sbloccare l'unita
ottenendo i diritti di accesso completi in lettura/scrittura alla partizione dati sicura, € necessario
scollegare e disattivare I'unita DT4000 G2 per poi effettuare nuovamente l'accesso, assicurandosi di
deselezionare la casella dell'opzione "Read-Only Mode" (Modalita di sola lettura), prima di effettuare
l'accesso.

* Una volta effettuata con successo l'autenticazione sul dispositivo, il contatore dei tentativi di login
falliti verra azzerato.

Opzioni del dispositivo (ambienti Mac)

Durante l'accesso al dispositivo, nel Dock di Mac OS X verra visualizzata licona "DT4000
G2_Launcher" , come illustrato di seguito in Figura 9.1:

DT4000G2_Launcher

Figura 9.1 — L'icona del drive DT4000 G2 nel Dock di Mac OS X

Tenendo premuto il tasto "Control" sulla tastiera e facendo clic una :
v " , < . . DT4000 G2 Settings
volta sull'icona "DT4000 G2 _Launcher" verra visualizzato il menu Browse DT4000 G2

illustrato in Figura 9.2 a destra. Format DT4000 G2
Online Support

About DT4000 G2
Shut down DT4000 G2

Options >

Menu "Settings" (Impostazioni) del drive DT4000 G2 pron Al Windowis

Quit

* Consente di modificare la password e/o il suggerimento
(Figura 9.3)

. . . . oo Figura 9.2
* Consente di  aggiungere/visualizzare/modificare  le Opzioni di, drive DT4000
informazioni di contatto dell'utente (Figura 9.4) G2
* Consente di modificare le impostazioni della lingua (Figura
9.5)
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Settings Settings

Settings

Datalraveler® Datdlraveler® Datdalraveler®
4000 G2 4000 G2 4000 G2

WZEEEN contect Information  Language UGG Contact Information RGNS

* Current Password: Name:

* New Password:

- . Company:
* Password Confirmation:

© pessvod rues Details:

Hint:
* Mandatory field

Password  Contact Information [JIETFTR

Select Language: English -]

Apply Cancel o = ! 0 Apply Cancel

Figura 9.3 Figura 9.4

Figura 9.5

Modifica password Informazioni di contatto Selezione lingua

(Nota: per motivi di sicurezza, l'aggiornamento e la modifica di queste impostazioni richiedono sempre

l'inserimento della password di accesso all'unita DT4000.)

Menu "Browse" (Esplora unita) del drive DT4000 G2

* Consente di navigare all'interno dei contenuti della partizione dati sicura, dopo aver effettuato

I'accesso al dispositivo

Menu "Format" (Formatta) del drive DT4000 G2

* Consente di formattare la partizione dati
sicura (Attenzione: tutti i dati contenuti
nell'unita verranno eliminati). (Figura 9.6)

Supporto Online (Richiede un accesso a Internet)

* Questa funzione esegue automaticamente il
browser Internet e apre il link
http://www.kingston.com/support/, dal quale &
possibile accedere a una serie di informazioni
di supporto aggiuntive

Format - DT4000 G2

Datalraveler®
4000 G2

WARNING: Formatting will erase ALL data on this disk.
To format the disk, click OK. To quit, click CANCEL.

* Kingston _———

Figura 9.6 — Schermata di notifica della
formattazione
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Menu "About" (Informazioni su) del drive DT4000 —

G2 Datdlraveler®
4000 a2
* Questa sezione contiene dettagli specifici sul Copygh € 2007 Kington Technology Campany. n.
drive DT4000 G2, tra cui i dati relativi alle

applicazioni e alla versione del firmware
(Figura 9.7)

Version Information
3.0 000FFE23C7ECBF10800001D2

™ Kingston

Menu "Shutdown"™ (Disattiva unita) del drive
DT4000 G2
Figura 9.7 - Schermata delle informazioni
* Questa funzione permette di arrestare sul drive DT4000 G2
correttamente l'unita DT4000 G2, consentendo
all'utente di scollegare il drive dal computer in
tutta sicurezza.

-Fine sezione Mac-

Configurazione (ambienti Linux)

(NOTA: data la grande varieta di distribuzioni Linux attualmente disponibili sul mercato, I'aspetto e le
modalita d'uso delle interfacce utilizzate dalle differenti versioni disponibili possono variare
notevolmente. Tuttavia, il set di comandi normalmente utilizzati all'interno dell'applicazione terminale e
simile per tutte le versioni; tali comandi Linux sono descritti in sezione softo. Le immagini di esempio
raffigurate in questa sezione rappresentano un ambiente a 64 bit.)

> Su alcune distribuzioni di Linux, I'esecuzione dei comandi dell'unita DT4000G2
e dalla finestra terminale dell'applicazione, richiede l'accesso con privilegi di
super-user (root).
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Inserire il drive DT4000 G2 in una delle porte USB @

disponibili sul computer notebook o desktop in uso e
attendere il rilevamento da parte del sistema operativo
Linux. Una volta che il drive viene rilevato, sul desktop
verra visualizzata l'icona del volume DT4000 G2*, come Figura 10.1 - Icona del volume

illustrato in Figura 10.1. dell'unita DT4000G2

DT4000G2

L'unita DT4000 G2 integra 5 comandi che possono
essere utilizzati nei sistemi Linux:

dt4000g2_about, dt4000g2_forgotpassword, dt4000g2_initialize, dt4000g2_login e
dt4000g2_logout

(Nota: l'esecuzione di questi comandi richiede I'apertura di una finestra dell'applicazione "Terminale" e
I'accesso alle cartelle specifiche in cui risiede ogni singolo file. Ogni comando deve essere preceduto

dai due caratteri seguenti: "./" ovvero un punto e uno slash in avanti.)

Per gli utenti delle piattaforme a 32-bit & richiesta I'apertura di una finestra dell'applicazione
"Terminale", da cui modificare la directory corrente, impostandola su /media/DT4000G2/linux/linux32$
, immettendo il comando seguente dal prompt:

cd /media/DT4000G 2/linux/linux32 (e successivamente premere INVIO)

Per gli utenti delle piattaforme a 64-bit & richiesta I'apertura di una finestra dell'applicazione
"Terminale", da cui modificare la directory corrente, impostandola su /media/DT4000G2/linux/linux64$
, immettendo il comando seguente dal prompt:

cd /media/DT4000G 2/linux/linux64 (e successivamente premere INV/O)

*Nota: Se il volume dell'unita DT4000 G2 non viene caricato automaticamente dal sistema operativo,
l'utente dovra effettuare il caricamento manuale da una finestra del terminale, mediante il comando
"mount” di Linux. Fare riferimento alla documentazione di Linux riferita alla distribuzione utilizzata,
oppure accedere al proprio sito di supporto online preferito per ottenere ulteriori dettagli sulle opzioni
relative a sintassi e comandi disponibili.

Inizializzazione del dispositivo (ambienti Linux)

Una volta che l'unita DT4000 G2 viene collegata al computer e rilevata dal sistema operativo, il
dispositivo dovra essere inizializzato prima di essere utilizzato per la prima volta. Per fare cid, aprire
I'applicazione "Terminale" (o la finestra della riga di comando) e seguire la procedura illustrata sotto:
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(Nota: gli screenshot e le istruzioni riportate in questa sezione utilizzano la cartella linux32 (a indicare
una piattaforma a 32-bit), al solo fine di dimostrare le modalita di utilizzo del dispositivo DT4000 G2
negli ambienti dotati di sistema operativo Linux. Pertanto, € opportuno tenere a mente che se si sta
utilizzando la versione a 64-bit di Linux, sara sufficiente accedere alla rispettiva cartella "64-bit" anziché
a quella a 32-bit, specificando la cartella linux64 anziché quella denominata linux32.)

1' E pOSSIblle mOdIflcare la dlreCtory del [ root@localhost:/media/DT4000G2/linux/linux64
volume DT4000 G2 immettendo il |gGe eqt view Terminal Tabs Help
comando seguente dal prompt del [irooterocathost /1# cd /media/ dta000g2/linux/linuxes
terminale (come illustrato in Figura 10.2); |{roctetocatnost Linux6al#®

cd /media/DT4000G2/linux/linux32

(Nota: i nomi di comandi e cartelle
(directory) sono sensibili alle maiuscole
e pertanto digitare "linux32" NON
equivale a digitare "Linux32". Anche la
sintassi deve essere immessa nel modo
esatto in cui essa e rappresentata.)

Figura 10.2 — Navigazione a riga di comando

2. Digitare il comando "Is" (indicante il termine "list" o elenca), nella riga del prompt corrente e quindi
premere INVIO. Questo comando consente di visualizzare un elenco di file e/o cartelle all'interno
della cartella /media/DT4000G2/linux/linux32 (o linux64). Verranno inoltre visualizzati i cinque
comandi utilizzabili con l'unita DT4000 G2: dt4000g2_about, dt4000g2_forgotpassword,
dt4000g2_initialize, dt4000g2_login e dt4000g2_logout come mostrato Figura 10.3.

root@localhost:/media/DT4000G2/linux/linux64 o E X
File Edit View Terminal Tabs Help
[root@localhost /]# cd /media/dt4000g2/linux/linux64 el
[root@localhost 1inux64]# 1s
dt4000g2 about dt400092 _initialize dt400092 logout

dt4000g2 forgotpassword dt400092_ login
[root@localhost linux64]# _

Figura 10.3 - Elenco dei comandi dell'unita DT4000 G2

— Questa sezione e basata sulla versione a 64-bit di Linux —
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3. Per inizializzare il drive DT4000 G2, inserire il comando seguente dal prompt della finestra del
terminale e quindi premere INVIO: ./dt4000 G2_initialize* (prestare attenzione alla differenza tra
maiuscole e minuscole) Vedere Figura 10.4.

root@localhost:/media/DT4000G2 /linux/linux64
File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64 el
[root@localhost 1inux64]# 1s

dt4000g2 about dt4000g2_initialize dt400092_ logout

dt4000g2 forgotpassword dt400092 login

[root@localhost 1inux64]# ./dt4000g2_initialize

Figura 10.4 - Esecuzione di un comando sull’'unita DT4000 G2

4. Dopo aver premuto il tasto INVIO, sulla finestra del terminale verra visualizzata la schermata
dell'accordo di licenza. Premere "Y" per accettare I'accordo di licenza e proseguire. (Nota: Se si
preme "N", per non accettare l'accordo di licenza, viene visualizzato nuovamente il prompt del
terminale e non sara possibile proseguire la procedura di inizializzazione, fino a quando non sara
ripetuto il passo 3 della procedura selezionando Il'opzione "Y".)

5. Dopo aver accettato I'accordo di licenza, verra chiesto all'utente di inserire (creare) una password,
che verra utilizzata per la protezione dei file memorizzati nella partizione dati sicura. Affinché sia
possibile proseguire la procedura di inizializzazione, &€ necessario creare una password avente i
seguenti requisiti:

a. Le password devono essere composte da un minimo di 8 fino a un massimo di 16
caratteri.

b. Le password devono contenere tre (3) dei seguenti criteri opzionali:

- MAIUSCOLE, minuscole, numeri e/o caratteri speciali (!, $, ecc.)

6. Confermare la password creata, immettendola nuovamente sulla riga di comando, quando richiesto
e quindi premere il tasto INVIO. Se le password corrispondono, verra generata una notifica che
informa l'utente del fatto che linizializzazione dell'unita DT4000 G2 é& stata completata con
successo. Se le due password immesse non dovessero corrispondere, verra generata una notifica
in cui si chiede all'utente di confermare la password correttamente. A questo scopo, & necessario
ripetere le operazioni riportate nei passi 5 e 6 della procedura, facendo attenzione ad immettere
password perfettamente corrispondenti.

Dopo aver creato la password, sul desktop del computer in uso verra visualizzato un volume dati sicuro
(partizione). Cio indica che la procedura di inizializzazione & stata completata con successo. Ora &
possibile iniziare a utilizzare I'unita DT4000 G2.
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*Nota: su alcune distribuzioni di Linux, I'esecuzione dei comandi di DT4000 G2 dalla finestra terminale
dell'applicazione richiede I'accesso con privilegi di super-user (root).

Utilizzo del dispositivo (ambienti Linux)

Una volta che il drive DT4000 G2 é stato inizializzato, sara possibile accedere alla partizione dati
sicura, utilizzando la password creata durante la procedura descritta a pagina 22. A questo scopo,
seguire la procedura riportata sotto:

1. Aprire una finestra dell'applicazione "Terminale".
2. Inserire il comando seguente dal prompt del terminale: cd /Imedia/DT4000G2/linux/linux32

Posizionando il prompt dei comandi sulla stringa /media/DT4000G 2/linux/linux32$, digitare il
comando seguente per accedere al dispositivo: ./dt4000g2_login* e premere INVIO. (Nota:
comandi e nomi delle cartelle sono sensibili alle maiuscole e la sintassi utilizzata deve essere
esattamente quella qui indicata.)

4. Inserire la password del drive DT4000 G2 e premere INVIO. Dopo aver effettuato I'accesso, sul
desktop del computer in uso si aprira la schermata che visualizza il volume dati sicuro, da cui
sara possibile iniziare a utilizzare I'unita DT4000 G2.

Se durante il processo di login viene inserita una password non corretta, I'utente avra a disposizione
un'altra possibilita per inserire la password corretta, ripetendo le operazioni del punto 3 della
procedura; tuttavia, il drive dispone di una funzione di sicurezza integrata che conta il numero di
tentativi di accesso falliti. Se il numero di tentativi falliti supera il valore preimpostato di default (10
tentativi), il drive DT4000 G2 verra bloccato e per poterlo riutilizzare sara necessario ripetere la
procedura di inizializzazione, eseguendo il comando dt4000g2_forgotpassword. Questa procedura
consente di creare una nuova password. Tuttavia, al fine di garantire la privacy dei dati contenuti nel
drive DT4000 G2, la partizione dati sicura verra formattata. Cid significa che tutti i dati
precedentemente archiviati andranno persi.

Una volta completata la procedura prevista dal comando dt4000g2_forgotpassword e dopo aver
impostato una nuova password, il contatore di sicurezza integrato che effettua il conteggio dei tentativi
di accesso falliti verra azzerato. (Nota: I'azzeramento del contatore dei tentativi di accesso viene
effettuato anche quando si esegue un accesso corretto prima di aver raggiunto il numero massimo di
tentativi (MaxNoA, in forma abbreviata.)

Dopo aver terminato di utilizzare I'unita DT4000 G2, effettuare I'uscita dal dispositivo e mettere i dati in
sicurezza. A questo copo, seguire la procedura riportata sotto:
1. Aprire una finestra dell'applicazione "Terminale".
Inserire il comando seguente dal prompt del terminale: cd /media/DT4000G2/linux/linux32

Posizionando il prompt dei comandi sulla stringa /media/DT4000G 2/linux/linux32$, digitare il
comando seguente per effettuare I'uscita dal dispositivo in modo corretto: ./dt4000g2_logout* e
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premere INVIO. (Nota: comandi e nomi delle cartelle sono sensibili alle maiuscole e la sintassi
utilizzata deve essere esattamente quella qui indicata.)

4. Rimuovere I'unita DT4000 G2 dal sistema e conservarla in un luogo sicuro.

*Nota: su alcune distribuzioni di Linux, I'esecuzione dei comandi di DT4000 G2 dalla finestra terminale
dell'applicazione richiede I'accesso con privilegi di super-user (root).

Guida alla risoluzione dei problemi
Blocco del dispositivo

Il drive DT4000 G2 é dotato di una funzionalita di sicurezza che impedisce di accedere alla partizione
dati quando si supera un determinato numero di tentativi di accesso falliti consecutivi (MaxNoA, in
forma abbreviata); il numero massimo di tentativi consecutivi ammessi preimpostato in fabbrica & pari a
10.

Il contatore che attiva il blocco tiene traccia di ogni tentativo di accesso fallito e puo essere resettato in
due modi: 1) Inserendo la password di accesso corretta prima di raggiungere il valore MaxNoA
prestabilito, oppure 2) Formattando il dispositivo dopo aver superato il numero di tentativi specificati dal
valore MaxNoA.*

Se viene inserita una password errata, sotto il Login device DT4000G2
campo "Hint" (Suggerimento) verra visualizzato Datalraveler®
un messaggio di errore indicante il tentativo di 4000 G2
accesso fallito. Vedere Figura 10.1. P
o
Raggiunto il 7 tentativo fallito, verra visualizzato WERETL . oy The passuerd e ncorect lassstry again.
un ulteriore messaggio di errore che informa
l'utente che ha a disposizione solo altri 3
tentativi prima di raggiungere il numero di Foraot Password
tentativi  specificati dal valore MaxNoA Satabhbdin

(impostato su 10 per default). Vedere Figura
10.2.

® Kingston

Raggiunto il 10  tentativo di accesso fallito, Figura 10.1 - Schermata di login fallito
I'accesso ai dati contenuti nel drive DT4000 G2
verra bloccato permanentemente e per poter
utilizzare nuovamente il dispositivo sara
necessario formattare il dispositivo. Cid implica
che tutti i dati memorizzati nel drive DT4000
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G2 andranno persi e |'utente dovra creare una
nuova password di accesso.

Questa misura di sicurezza ha lo scopo di
limitare l'accesso a coloro che non dispongono
della password, impedendo di effettuare tentativi
di accesso ripetuti all'infinito allo scopo di
accedere ai vostri dati sensibili.

Queste stesse misure di sicurezza, compresa la
formattazione del dispositivo*, saranno applicate
anche nel caso che sia il proprietario del drive
DT4000 G2 ad aver dimenticato la propria
password di accesso.

Per ulteriori dettagli su questa funzione,
consultare la sezione "Password dimenticata" a
pagina 25.

Login device DT4000G2

Datalraveler®
4000 G2

Password:

A Failed to Login: The password is incorrect. Please try again.

3 Attempts left before your DT4000 is blocked permanently.

Forgot Password

Contact Information

= Kingston

Figura 10.2 - Schermata di notifica visualizzata al
7 tentativo di login fallito

*Nota: la formattazione del dispositivo causera l'eliminazione di TUTTI i dati contenuti nella partizione

dati sicura dell'unita DT4000 G2.

Password dimenticata

Se l'utente dimentica la password, pud fare
clic sul link "Forgot Password" (Password
dimenticata), che viene visualizzato nella
finestra di login quando viene eseguito il file
DT4000 G2_Launcher (vedere Figura 10.3).

Questa opzione consente di creare una
nuova password. Tuttavia, al fine di
garantire la privacy dei dati contenuti nel
drive DT4000 G2, l'unita verra formattata.
Cio significa che durante tale procedura tutti
i dati precedentemente archiviati andranno
persi.*

Facendo clic sul pulsante "Forgot
Password" (Password dimenticata), verra
visualizzata una finestra di notifica che
richiede all'utente se desidera inserire una
nuova password prima della formattazione
(Figura 10.4). A questo punto, & possibile 1)

Login device DT4000G2

Datalraveler®
4000 G2

Password:

Forgot Password

7 Kingston

Figura 10.3 — Schermata di password dimenticata
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Fare clic su "OK" per confermare, oppure 2)
Fare clic su "Cancel" (Annulla) per tornare
alla schermata di accesso.

Se si decide di proseguire con l'operazione, [EELEw

Verré ChleStO a”'utente dl Creare Una nuova 9 In order to protect your data, your DT4000G2 will be formatted and all data will be erased. Do
. . . . \./you want to enter a new password and format your DT4000G2?

password complessa ed inserire il relativo

suggerimento. |l campo suggerimento (hint)

non & obbligatorio, ma puo rivelarsi utile per

aiutare l'utente a ricordare la password,

qualora questa vada persa o dimenticata.

Figura 10.4 — Notifica prima della formattazione

(Nota: il suggerimento NON DEVE
corrispondere  alla  stessa  password
utilizzata per l'accesso all'unita DT4000 G2.)

*Nota: la formattazione del dispositivo causera l'eliminazione di TUTTI i dati contenuti nella partizione
dati sicura dell'unita DT4000 G2.
Conflitti con le lettere di unita (Sistemi operativi Windows)

Come citato nella sezione "Requisiti di sistema" di questo manuale (a pagina 3), il drive DT4000 G2
richiede due lettere di unita consecutive DOPO quella assegnata all'ultimo disco fisico che appare
prima delle lettere di unita assegnate ai profili non hardware (vedere Figura 10.5). L'assegnazione
delle lettere di unita in ordine cronologico NON interessa le unita di rete condivise, in quanto queste
sono unita associate a profili utente specifici e non al profilo hardware di sistema e pertanto appaiono
disponibili per il sistema operativo.

Cio significa che Windows potrebbe assegnare al drive DT4000 G2 una lettera di unita che & gia
utilizzata da una unita di rete condivisa o gia assegnata a un percorso UNC (Universal Naming
Convention), causando un conflitto tra le lettere assegnate ai vari drive. In tal caso, sara necessario
contattare I'amministratore di rete o il reparto assistenza, chiedendo di modificare le lettere di unita
assegnate da Gestione Disco di Windows (l'operazione richiede I'accesso con diritti di amministratore).
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2 My Computer, Q@@
File Edit View Favorites Tools Help .','
@ Back ~ ) ? /7 ) Search Folders Elv
Address | v B G

System Tasks A

View system information (=" ‘ @, S
5 Add or remove programs N

[ Change a setting

Local Disk {C:) DVYD/CD-RW Drive (D:) Local Disk (E:)

Other Places

& My Network Places

(&) My Documents \.) v @

[ Control Panel

—_—

Details DT4000G2 (F:) Network Share (G:) Local Disk (H:)

System Folder

Figura 10.5 — Schermata "Risorse del computer”

In questo esempio, all'unita DT4000 G2 & assegnata la lettera F: che € la prima lettera disponibile dopo
l'unita E: (l'ultima lettera di unitd assegnata a un disco fisico prima dell'elenco di lettere di unita
assegnate a unita non fisiche). Dato che la lettera "G:" € assegnata a una condivisione di rete, che non
appartiene al profilo hardware del computer in uso, I'unita DT4000 G2 tentera di utilizzare tale lettera
come seconda unita, generando un conflitto.

Se sul computer in uso non sono presenti condivisioni di rete, ma l'unita DT4000 G2 continua a non
avviarsi, € possibile che altri dispositivi esterni, come lettore di schede, dischi rimovibili o altri dispositivi
installati in precedenza, stiano utilizzando la lettera di unita richiesta per il funzionamento dell'unita
DataTraveler, causando ulteriori conflitti.

Si noti che le funzionalita di Gestione delle Lettere di Unita (DLM) sono migliorate significativamente su
Windows XP SP3, Vista e 7; pertanto, tale problema non dovrebbe manifestarsi. Tuttavia, se l'utente
non dovesse essere in grado di risolvere il conflitto, si raccomanda di contattare la divisione Supporto
Tecnico di Kingston per richiedere ulteriore assistenza.

Messaggi di errore

Unable to create file (impossibile creare il file) — Questo messaggio di errore viene visualizzato quando
si tenta di CREARE un file o una cartella NELLA partizione dati sicura, durante I'accesso in modalita di
sola lettura.
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Unable to create file x|

'E Unable to create the file 'New Text Document. txt'

The media is write protected.

Figura 10.6 — Finestra di notifica errore "Unable to create file" (impossibile creare il file)

Error Copying File or Folder (impossibile copiare il file o la cartella) — Questo messaggio di errore viene
visualizzato quando si tenta di COPIARE un file o una cartella NELLA partizione dati sicura, durante
l'accesso in modalita di sola lettura.

Error Copying File or Folder x|
@ Cannot copy Filel: The disk is write-protected.

Remove the write-protection or use another disk.

Figura 10.7 - Finestra di notifica errore "Error Copying File or Folder Error" (impossibile copiare il file o la
cartella)

Error Deleting File or Folder (impossibile eliminare il file o la cartella) — Questo messaggio di errore
viene visualizzato quando si tenta di ELIMINARE un file o una cartella DALLA partizione dati sicura,
durante l'accesso in modalita di sola lettura.

Error Deleting File or Folder x|

@ Cannot delete Filel: The disk is write-protected.

Remove the write-protection or use another disk.

Figura 10.8 - Finestra di notifica errore "Error Deleting File or Folder Error” (impossibile eliminare il file o
la cartella)

Se si sta effettuando l'accesso all'unita in modalita di sola lettura e si desidera sbloccare l'unita
ottenendo i diritti di accesso completi in lettura/scrittura alla partizione dati sicura, € necessario
scollegare e disattivare I'unita DT4000 G2 per poi effettuare nuovamente l'accesso, assicurandosi di
deselezionare la casella dell'opzione "Read-Only Mode" (Modalita di sola lettura), prima di effettuare
l'accesso.
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Indice

TOCSOBRE ESTE MANUAL

Este manual do usuario abrange o DataTraveler® 4000 G2 certificado pela FIPS (daqui em diante
mencionado simplesmente como DT4000 G2) com base na imagem padréo de fabrica, sem qualquer

customizagdo implementada.

Requisitos do Sistema

Plataforma de PC

* Processador Pentium Il ou equivalente
(ou mais rapido)

* 15MB de espago livre no disco

* Porta USB 2.0/ 3.0 disponivel

* Duas letras consecutivas de drives
apo6s o ultimo drive fisico*

Suporte do Sistema Operacional do PC

«  Windows® 8, 8.1 (RT ndo
suportado)

e Windows® 7 SP1

e Windows® Vista SP2

Plataforma Mac

* 15MB de espago livre no disco
* USB2.0/3.0

Suporte do Sistema Operacional

* Mac OS X 10.8.x-10.10x

Recomendacgées

Para garantir que haja energia bastante para o dispositivo DT4000 G2, encaixe-o diretamente em uma
porta USB em seu notebook ou computador, como mostrado na Figura 1.1. Evite conectar o DT4000
G2 a um dispositivo periférico que possua uma porta USB, como um teclado ou hub USB, como

mostrado na Figura 1.2.
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Figura 1.1 — Uso recomendado

Figura 1.2 — Ndo Recomendado

*Observagdo: Consulte ‘Conflito de Letra de Drive' na pagina 26.

Instalagao (Ambiente Windows)

1. Insira o DT4000 G2 em uma porta USB
disponivel em seu notebook ou computador e
aguarde o Windows detecta-lo.

* Os usuarios de Windows Vista receberdo um
aviso de driver de dispositivo como mostrado
na Figura 2.2.

* Os usuarios de Windows 7 receberdo um
aviso de driver de dispositivo como mostrado
na Figura 2.2.

Quando o novo hardware tiver sido detectado, o
Windows ira solicitar que vocé comece o processo
de inicializagao.

* Usuarios do Windows Vista verdo uma janela
AutoPlay similar aquela da Figura 2.3.

* Usuarios do Windows 7 verdo uma janela
AutoPlay similar aquela da Figura 2.3.

2. Selecione a opgao ‘Run DT4000 G2_Launcher.exe’.

Se o Windows ndo executar automaticamente em
AutoPlay, navegue até a particado de CD-ROM
(Figura 2.4) e execute manualmente o programa
DT4000 G2_Launcher. Isso também fara comecar

‘| Installing device driver software
Click here for status.

N\

Figura 2.1 — Novo hardware encontrado
(Windows Vista)

‘| Installing device driver software
Click here for status.

N\

Figura 2.2 - Instalagdo do Driver do
Dispositivo
(Windows 7)
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0 processo de inicializagao. (8 AutoPlay <)
— = . DVD RW Drive (I.) DT4000G2
QL[ [#3 ][ search DVD RW Drive 0 \/
Organize v Bumto disc =~ 0 @ o
Files Currently on the Disc || Always do this for software and games:
< Install or run program from your media
l )8 ( . " Run DT4000G2_Launcher.exe
Supl;on 'autorun.mf DT4000G2_Launc \/ — » . - :
her.exe General options
Open folder to view files
/ using Windows Explorer
\.)/ View more AutoPlay options in Control Panel

Figura 2.4 — Conteudo do DT4000 G2
Figura 2.3 - Janela AutoPlay
(Windows Vista/7)

(Observagdo: As opgbes do menu na
Jjanela do AutoPlay podem variar
dependendo dos programas
atualmente instalados em  seu
computador.. O AutoRun acionara o
processo de inicializagéo
automaticamente.)

Inicializagao do dispositivo (Ambiente Windows)

1. Selecione o idioma de sua preferéncia a partir do menu suspenso e clique em ‘Préximo’ (Figura
3.1)

~

-
Device Initialization - DT4000 G2

Datalraveler®
2000 G2
@ 2) (3) (a

Language

Select Language: English v

 Kingston
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Figura 3.1 — Selegao de idioma

2. Examine o contrato de licenga e clique em ‘Préoximo’ (Figura 3.2.) (Observagéo: Aceitar o contrato
de licenga antes de continuar; caso contrario o botdo 'Proximo' permanecera desativado).

-
Device Initialization - DT4000 G2

Datalraveler®
<2000

G2

1)@ G)(a

License Agreement

SOFTWARE LICENSE AGREEMENT -
IMPORTANT - READ CAREFULLY:

THIS SOFTWARE LICENSE AGREEMENT ("Agreement”) is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
(*Kingston®). This Agreement relates to the software accompanying
this Agreement, which indudes computer software and may indude
associated media, printed materials, and "online" or electronic -

Q@ Accept Dedline

Figura 3.2 — Contrato de Licenca

3. Crie uma senha para proteger seus dados no DT4000 G2. Digite a senha no campo ‘Senha’ e
novamente no campo ‘Confirmagéao de Senha’, como mostrado abaixo na Figura 3.3. A senha que
vocé criar deve seguir os seguintes critérios antes do processo de inicializagdo permitir que vocé
continue:

1. As senhas devem conter 8 caracteres ou mais (até 16 caracteres).
2. As senhas devem conter trés (3) das seguintes opgdes:

- LETRAS MAIUSCULAS, letras minUsculas, caracteres numéricos e/ou caracteres
especiais (!, $, etc.)

Vocé também pode digitar uma dica de senha, mas ndo € um campo obrigatério. O campo da dica
pode ser Util para fornecer uma pista sobre a senha, se algum dia ela for esquecida. (Observagéo:
A dica NAO PODE ser exatamente igual a senha.)

Documento n°® 48000127-001.A04 DataTraveler® 4000 G2 Pagina 5 de 29



Kingston

7

Device Initialization - DT4000 G2

Datalraveler®

4000 G2

1) (2) 3) (4
Password
* Password: sscssssee
* Password Confirmation: escsseeee
o Password Rules
Hint: Pwd Hint
*Mandatory field

" Kingston

Figura 3.3 — Configuragao da Senha

4. Digite suas informactes de contato nas caixas de texto fornecidas (veja a Figura 3.4) (Observaggo:
As informagbes que vocé digitar nesses campos NAO podem conter a senha que vocé criou na
Etapa 3. Entretanto, esses campos sdo opcionais e podem ser deixados em branco, se desejar.)

* O campo ‘Nome’ pode conter até 32 caracteres, mas néo pode conter a senha
exata.

* O campo ‘Empresa’ pode conter até 32 caracteres, mas nado pode conter a
senha exata.

* O campo ‘Detalhes’ pode conter até 156 caracteres, mas nao pode conter a
senha exata.
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o« N

Device Initialization - DT4000 G2
®

Dlellellge\V==g
2000 G~

Contact Information

Name: Test Name
Company: Test Company
Details: Test Details & Other Info

" Kingston

Figura 3.4 — Informagées de contato

5. Clique em ‘Concluir para concluir o processo de inicializagao do dispositivo.

O DT4000 G2 ira agora formatar a particdo de dados de seguranga (Figura 3.5) e vocé sera avisado
quando estiver concluido (Figura 3.6.)

> Observagao: Se estiver logado usando o modo nao administrador, a rotina
- ‘Formatar' podera levar até 1 minuto.*

6. Clique em ‘OK’ para continuar.
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-

Format - DT4000 G2
| DoroTrc:veIer‘“’
4000 G~2

Formatting DT4000 G2 (I:)...

Datalraveler®
4000 G2

Format Complete.

¥ Kingston ¥ Kingston

Figura 3.5 — Formatando o DT4000 G2 Figura 3.6 — Formatagéao concluida

Inicializac&o concluida.

*Observacédo: O tempo pode variar dependendo do hardware do sistema e da capacidade da unidade
DT4000 G2.

Uso do dispositivo (Ambiente Windows)
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Depois do DT4000 G2 ter sido inicializado, [ iogin device rao00 o2 )

vocé pode acessar a particdo de dados de )
seguranca e utilizar as opg¢des do dispositivo Dotg'gggell;ear
fazendo o login no dispositivo com sua senha.

Para isso, siga estas etapas: Password:

1. Insira 0 DT4000 G2 em uma porta USB em
seu notebook ou computador e digite sua
senha (ver a Figura 4.1.)

Forgot Password

* Depois de digitar sua senha, clique no Contact Information
botao ‘Login’ para continuar.

Read-Only Mode

¥ Kingston

* Se a senha correta for digitada, o
DT4000 G2 sera desbloqueado e vocé

. . . Figura 4.1 — Janela de login
podera comecar a usar o dispositivo.

* Se for digitada uma senha incorreta, uma mensagem de erro ira aparecer logo abaixo
do campo ‘Dica’, indicando uma falha no login.

(OBSERVACAO: Durante o processo de login, se for digitada uma senha incorreta, vocé teré outra
oportunidade para digitar a senha correta; entretanto ha um recurso de seguranca integrado que
monitora o numero de tentativas erradas de login*. Se esse numero alcangar o valor predefinido de 10
tentativas erradas, o DT4000 G2 sera bloqueado e sera necessaria a formatacdo da particdo dos
dados de seguranga do dispositivo antes da proxima utilizagdo. ISSO SIGNIFICA QUE TODOS OS
DADOS ARMAZENADOS NO DT4000 G2 SERAO APAGADOS. Para mais detalhes sobre esse
recurso, consulte ‘Bloqueio do Dispositivo’ na pagina 24).

2. Vocé pode desbloquear a particdo de dados de seguranga no modo somente leitura, algumas
vezes chamado de “modo de protegdo contra gravagédo”, selecionando a caixa de selegéo
denominada ‘modo Somente Leitura’ antes de conectar-se ao dispositivo. Depois de autenticado
em somente leitura, vocé podera abrir ou visualizar o conteido do DT4000 G2, mas nao podera
atualizar, alterar ou apagar o conteudo enquanto estiver neste modo. (Observagdo: O modo
Somente Leitura também ira impedir que a opgado formatar apareca no menu do DT4000 G2 que
mais tarde aparecera na pagina 10.)

Se no momento estiver conectado no modo somente leitura e desejar desbloquear o dispositivo para
acesso completo de leitura/gravacéo a particao de dados de seguranga, vocé deve desligar o DT4000
G2 (ver pagina 11) e voltar a se conectar, deixando a caixa de selecdo ‘modo Somente Leitura’
desmarcada durante a autenticacéo.

* Depois que vocé fizer a autenticagdo no dispositivo corretamente, o contador de erros de login sera
reiniciado.
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Opcoes do Dispositivo (Ambiente Windows)

Enquanto vocé estiver conectado ao dispositivo, havera um icone do ‘[1DT4000 G2 localizado no
canto direito da barra de tarefas do Windows (Figura 5.1). (Observagdo: Os usuarios do Windows 7
precisardo clicar no botao seta para cima na barra de tarefas para acessar o icone [IDT4000 G2’
(Figura 5.2).

Ao clicar uma vez no icone DT4000 G2 serd exibido o seguinte menu:

[ DT4000 G2 Settings
[ Browse DT4000 G2

& Format DT4000 G2 o &
& Online Support
o € @ About DT4000 G2 CUS‘C”":E"
% |&) Shut down DT4000 G2
T o NN D)

Figura 5.1 — icone DT4000 G2 na barra de tarefas Figura 5.2 — icone DT4000 G2 na barra de tarefas

Configura¢ées do DT4000 G2

* Permite que vocé altere sua senha e/ou dica (Figura 5.3)
* Permite que vocé adicione/visualize/altere suas informacdes de contato (Figura 5.4)
* Permite que vocé altere sua selecéo de idioma atual (Figura 5.5)

(Observagéo: Para finalidades de seguranga, sua senha atual do DT4000 G2 é necessaria para
atualizar e/ou modificar qualquer uma dessas configuragées).

Settings Settings

Datalraveler® Datdlraveler® Datdlraveler®
4000 G2 4000 G2 4000 G2

Password | Contact Infomation | Lanquace | Password  Contact Information | Lanauace | Password | Contact Information  Language |
* Current Password:
3 Test Name . Engish -
* New Password:
* Password Confirmation:
O revvodrues its: Test Detais & Other Info
Hint: Pwd Hint

*Mandatory field

¥ Kingston—_—<") ¥ KingstonC—_—<—) # KingstonC_—<_)
Figura 5.3 Figura 5.4 Figura 5.5
Alterar Senha Informacgébes de Contato Selecione o Idioma
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Explore o DT4000 G2

* Permite que vocé navegue pelo conteudo da particdo de dados de seguranga enquanto esta

conectado
Formatar o DT4000 G2* Format - DT4000 G2
Datalraveler®
+ Permite que vocé formate a particdo de dados 4000 a2
. ~ WARNING: Formatting will erase ALL data on this disk.
de seguranga (Aviso: Todos os dados serao To format i Gk 09, 3k O o b, ek CADCE,

apagados). (Figura 5.6)

Your password is required to complete format.

Password:

Suporte on-line (E necessario acesso a Internet)

* Abra seu navegador na Internet e navegue
para http://www.kingston.com/support/ onde
vocé podera acessar mais informacdes de

* Kingston

suporte Figura 5.6 — Aviso sobre formatacao
Sobre 0 DT4000 G2 About - DT4000 G2
Datalraveler®
+ Fornece detalhes especificos sobre o DT4000 4000 G2
G2, |nC|U|ndO Informagées SObre a VerSéO dO Copyright (c) 2011 Kingston Technology Company, Inc.

Aplicativo e do Firmware (Figura 5.7)

Modules Version Information

DT4000 G2 K40 000FFE23C7ECBF 1080000102
Application K4.0.0.5

Encerrar o DT4000 G2 oyt o

* Encerra de modo apropriado o DT4000 G2,
permitindo que seja removido com seguranga
de seu sistema

¥ Kingston

Figura 5.7 — Sobre o DT4000 G2

*Observacédo: Sua senha atual no DT4000 G2 é necessaria no Windows Vista e Windows 7
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-Secao Windows concluida-

Configuragao (Ambiente Mac)

Insira 0 DT4000 G2 em uma porta USB disponivel em seu notebook ou
computador e aguarde o sistema operacional Mac detecta-lo. Quando
reconhecido, vocé vera um volume DT4000 G2 aparecer na area de

trabalho, como mostrado na Figura 6.1.

1. Clique duas vezes no icone do CD-ROM DT4000 G2.
2. Cligue duas vezes na pasta Mac encontrada na janela

exibida na Figura 6.2.

3. Clique duas vezes no icone do aplicativo DT4000 G2 encontrado
na janela exibida na Figura 6.3. |sso fara comegar o processo de

inicializagao.

LN J DT4000G2

autorun.inf DT4000G2_Launcher.exe
linux Mac

rr_moved Support

Figura 6.2 — Contetudo do DT4000 G2

~"
DT4000G2_Launch

er

Vi

Figura 6.1 — DT4000 G2

Figura 6.3 — Aplicativo DT4000 G2

Documento n° 48000127-001.A04

DataTraveler® 4000 G2
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UL AV I

4000 G2

R Kingston
Inicializagao do dispositivo (Ambiente Mac)

1. Selecione o idioma de sua preferéncia a partir do menu suspenso e clique em ‘Préximo’ (Figura
7.1)

Device Initialization - DT4000 G2

Datalraveler®
4000 G2
@ 2) () (4
Language
Select Language: English Z]

= Kingston

Figura 7.1 — Sele¢ao de idioma

2. Examine o contrato de licenga e clique em ‘Proximo’ (Figura 7.2.) (Observagdo: Vocé deve aceitar o
contrato de licenga antes de continuar; caso contrario o botdo ‘Proximo’ permanecera desativado.)
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Device Initialization - DT4000 G2

®
Datalraveler®
4000 G2
1)@ () (4
License Agreement
SOFTWARE LICENSE AGREEMENT
IMPORTANT - READ CAREFULLY: O

THIS SOFTWARE LICENSE AGREEMENT ("Agreement") is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying

this Agreement, which includes computer software and may include 4
associated media, printed materials, and "online" or electronic v

() Accept @ Decline

= Kingstoni P —

TE oLOGY

Figura 7.2 — Contrato de Licenca

3. Crie uma senha para proteger seus dados no DT4000 G2. Digite a senha no campo ‘Senha’ e
novamente no campo ‘Confirmag¢ao de Senha’ como mostrado abaixo na Figura 7.3. A senha que
vocé criar deve seguir os seguintes critérios antes do processo de inicializagdo permitir que vocé

continue:

1. As senhas devem conter 8 caracteres ou mais (até 16 caracteres).
2. As senhas devem conter trés (3) das seguintes opgdes:

- LETRAS MAIUSCULAS, letras minusculas, caracteres numéricos e/ou caracteres especiais (!,
$, etc.)

Vocé também pode digitar uma dica de senha, mas ndo € um campo obrigatério. O campo da dica
pode ser Util para fornecer uma pista sobre a senha, se algum dia ela for esquecida. (Observagéo:
A dica NAO PODE ser exatamente igual a senha.)
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Device Initialization - DT4000 G2

Datalraveler®

4000 a2

1) (2) (3) (4

Password

* Password: ssccsscee

* Password Confirmation: ssccssccse
Password Rules

Hint: Pwd Hint

* Mandatory field

" Kingston

Figura 7.3 — Configuragao da Senha

4. Digite suas informactes de contato nas caixas de texto fornecidas (veja a Figura 7.4) (Observaggo:
As informagbes que vocé digitar nesses campos NAO podem conter a senha que vocé criou na
Etapa 3. Entretanto, esses campos sdo opcionais e podem ser deixados em branco, se desejar).

* O campo ‘Nome’ pode conter até 32 caracteres, mas ndo pode conter a senha
exata.

* O campo ‘Empresa’ pode conter até 32 caracteres, mas nao pode conter a
senha exata.

* O campo ‘Detalhes’ pode conter até 156 caracteres, mas nao pode conter a
senha exata.
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Device Initialization - DT4000 G2

Datalraveler®
2000 G~2

Contact Information

D Test Name
- Test Company

Test Details & Other Info
Details:

# Kingston

Figura 7.4 — Informagées de contato

5. Clique em ‘Concluir para concluir o processo de inicializagao do dispositivo.

O DT4000 G2 ira agora formatar a particdo de dados de seguranga (Figura 7.5) e vocé sera avisado
quando estiver concluido (Figura 7.6).

6. Clique em ‘OK’ para continuar.
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Format - DT4000 G2 Format - DT4000 G2
Datalraveler® Datalraveler®
4000 G2 4000 G2
Formatting DT4000 G2 ... Format Complete.

= Kingston F———

¥ Kingston

Figura 7.5 — Formatando o DT4000 G2 Figura 7.6 — Formatagéao concluida

Inicializac&o concluida.
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Uso do Dispositivo (Ambiente Mac)

Depois do DT4000 G2 ter sido inicializado,

vocé pode acessar a particdo de dados de e "
seguranca e utilizar as opg¢des do dispositivo DotOTrgl\éecl;eer
fazendo o login no dispositivo com sua senha.
Para isso, siga estas etapas:

I
[~

Password:

Hint

1. Insira o DT4000 G2 em uma porta USB
em seu notebook ou computador e digite
sua senha (ver a Figura 8.1).

Forgot Password

2. Depois de digitar sua senha, clique no e ) Read-Only Mode
bot&o ‘Login’ para continuar.  Kingston
* Se a senha correta for digitada, o
DT4000 G2 sera desbloqueado e Figura 8.1 - Janela de login
vocé podera comecar a usar O
dispositivo.

* Se for digitada uma senha incorreta,
uma mensagem de erro ira aparecer
logo abaixo do campo ‘Dica’
indicando uma falha no login (veja
Figura 8.2).

(OBSERVACAO: Durante o processo de login, se for digitada uma senha incorreta, vocé teré outra
oportunidade para digitar a senha correta; entretanto ha um recurso de seguranca integrado que
monitora o numero de tentativas erradas de login*. Se esse numero alcancgar o valor predefinido de 10
tentativas erradas, o DT4000 G2 sera bloqueado e sera necessaria a formatacdo da particdo dos
dados de seguranga do dispositivo antes da proxima utilizacdo. ISSO SIGNIFICA QUE TODOS 0OS
DADOS ARMAZENADOS NO DT4000 G2 SERAO APAGADOS. Para mais detalhes sobre esse
recurso, consulte [1Bloqueio do Dispositivo' na pagina 24).

3. Vocé pode desbloquear a particdo de dados de seguranca no modo somente leitura, algumas
vezes chamado de “modo de protegcdo contra gravagdo”, selecionando a caixa de selegdo
denominada [Umodo Somente Leitura’ antes de conectar-se ao dispositivo. Depois de autenticado
em somente leitura, vocé podera abrir ou visualizar o conteido do DT4000 G2, mas nao podera
atualizar, alterar ou apagar o conteudo enquanto estiver neste modo. (Observagdo: O modo
Somente Leitura ira também impedir que a opgado formatar apareca no menu do DT4000 G2 que
mais tarde aparecera na pagina 10).

Se no momento estiver conectado no modo somente leitura e desejar desbloquear o dispositivo para
acesso completo de leitura/gravagéo a particao de dados de seguranga, vocé deve desligar o DT4000
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G2 e voltar a se conectar, deixando a caixa de selecdo do [Imodo Somente Leitura’ desmarcada antes
do login.

* Depois que vocé fizer a autenticagao no dispositivo corretamente, o contador de erros de login sera
reiniciado.

Opcoes do dispositivo (Ambiente Mac)

Enquanto vocé estiver conectado ao dispositivo, havera um icone ‘DT4000 G2 _Launcher localizado
no Dock do Mac OS X como visto na Figura 9.1 abaixo:

DT4000G2_Launcher

MOCUBEERG I XRETOOFAE!

Figura 9.1 — icone DT4000 G2 no Dock do Mac OS X

Pressionando a tecla [Icontrol em seu teclado e clicando uma vez ,
, . ., o DT4000 G2 Settings
no icone ‘11DT4000 G2_Launcher ira exibir o menu mostrado na Browse DT4000 G2

Figura 9.2 a direita. Format DT4000 G2
Online Support

About DT4000 G2
Shut down DT4000 G2

Options >

i O Show All Wind
Configuragées do DT4000 G2 Hde

Quit

* Permite que vocé altere sua senha e/ou dica (Figura 9.3)
* Permite que vocé adicione/visualize/altere suas informagdes Figura 9.2

de contato (Figura 9.4) Opgoes do DT4000 G2
* Permite que vocé altere sua selecao de idioma(Figura 9.5)

Settings Settings Settings

Datalraveler® Datdlraveler® Datdalraveler®
4000 G2 4000 G2 4000 G2
Wbl Contact Information  Language Password [EINIREION Language Password  Contact Information [ENIIEG Y

QIS Basswords Name: Select Language: English B

* New Password:
mpany:
* Password Confirmation: Company:

0 Password Rules Details:
Hint:
* Mandatory field

Apply. Cancel m o l DDl . Cancel l 0 Apply Cancel

Figura 9.3 Figura 9.4 Figura 9.5
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Alterar Senha Informagées de Contato Selecionar Idioma

(Observagéo: Para finalidades de seguranga, sua senha atual do DT4000 G2 é necessaria para
atualizar e/ou modificar qualquer uma dessas configuragées).

Explore o DT4000 G2

* Permite que vocé navegue pelo conteudo da particdo de dados de seguranga enquanto esta
conectado

Formatar o DT4000 G2

. Datalraveler®
* Permite que vocé formate a particdo de dados 4000 &=

WARNING: Formatting will erase ALL data on this disk.

de seguranca (AViSO: Todos os dados serao To format the disk, click OK. To quit, click CANCEL.
apagados.) (Figura 9.6)

Suporte on-line (E necessario acesso a Internet)

= Kingston ok

* Abra seu navegador na Internet e navegue
para http://www.kingston.com/support/ onde
vocé podera acessar mais informacdes de
suporte

Figura 9.6 — Aviso sobre formatagcao

SObre o DT4000 G2 About - DT4000 G2

» Fornece detalhes especificos sobre o DT4000 4000 &=

G2, incluindo informagées Sobre a VerSéO do Copyright (c) 2007 Kingston Technology Company, Inc.
Aplicativo e do Firmware (Figura 9.7)

Modules Version Information
DT4000 G2 3.0 000FFE23C7ECBF10800001D2
n 4.0.0.1

3.05

1.00

Encerrar o DT4000 G2

™ Kingston

* Encerra de modo apropriado o DT4000 G2,
permitindo que seja removido com seguranga

de seu sistema Figura 9.7 — Sobre o DT4000 G2
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-Seg¢ao Mac concluida-

Configuragao (Ambiente Linux)

(OBSERVACAO: Com as varias distribui¢bes de Linux disponiveis atualmente, a [laparéncia’ de suas
interfaces pode variar de uma versao para a outra. Entretanto, o conjunto de comandos gerais usados
no aplicativo do terminal é bastante similar e pode ser consultado nas instrugbées do Linux que se
seqguem. As capturas de tela usadas como exemplos nesta se¢do foram criadas em um
ambiente de 64 bits.)

> Certas distribuicoes de Linux irdao exigir privilégios (raiz) de usuario especial a
— fim de executar os comandos DT4000G2 de modo adequado na janela do
terminal do aplicativo.

Insira o0 DT4000 G2 em uma porta USB disponivel em seu
notebook ou computador e aguarde o sistema operacional @
Linux detecta-lo. Quando o fizer, vocé vera o icone do
volume DT4000G2 aparecer® na area de trabalho, como

mostrado na Figura 10.1. Figura 10.1 — Volume DT4000G2

DT4000G2

O DT4000 G2 vem com 5 comandos que podem ser
usados no Linux:

dt4000g2_about, dt4000g2_forgotpassword, dt4000g2_initialize, dt4000g2_login, e
dt4000g2_logout

(Observagéo: Para executar esses comandos vocé deve abrir uma janela do aplicativo no “Terminal” e
navegar até a pasta onde esta cada arquivo. Cada comando deve ser precedido pelos dois caracteres

a seguir: ./” (um ponto e uma barra).

Para usuarios de 32 bits, abra uma janela do aplicativo no “Terminal” e altere o diretério atual para
/media/DT4000G2/linux/linux32$ digitando o seguinte comando no prompt:

cd /media/DT4000G 2/linux/linux32 (em seguida pressione ENTER).

Para usuarios de 64 bits, abra uma janela do aplicativo no “Terminal” e altere o diretério atual para
/media/DT4000G2/linux/linux64$ digitando o seguinte comando no prompt:
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cd /media/DT4000G 2/linux/linux64 (em seguida pressione ENTER).

*Observagdo: Se o volume DT4000 G2 n&o for carregado automaticamente pelo sistema operacional
vocé precisara carregar o volume manualmente em uma janela do terminal usando o comando
‘montar’ do Linux. Consulte a documentacdo Linux para sua distribuicdo especifica do Sistema
Operacional, ou site favorito de suporte on-line, para a sintaxe apropriada e opgbes de comando.

Inicializagao do dispositivo (Ambiente Linux)

Depois que o DT4000 G2 estiver conectado a seu computador e for reconhecido pelo sistema
operacional, o dispositivo precisara ser inicializado antes da primeira utilizacdo. Para fazé-lo, abra o
aplicativo do ‘Terminal’ (ou janela de linha de comando) e siga estas etapas:

(Observagéo: As capturas de telas e instrugbes nesta sec¢ao utilizam a pasta linux32 (o que significa
32 bits) para a finalidade de demonstrar o uso do dispositivo DT4000 G2 no Sistema Operacional
Linux. Tenha em mente que, caso esteja usando a versdo de 64 bits do Linux, precisara simplesmente
navegar para a pasta respectiva de 64 bits em lugar da pasta de 32 bits, i.e. linux64 em vez de
linux32).

1. Altere o diret6rio para o volume DT4000

. i L root@localhost:/media/DT4000 G2 /linux/linux64
G2 digitando o comando a seguir NO [ e gt view Terminal Tabs Help

prompt do terminal (como ViSto Nna |(rootelocalnost /1# ca /media/dta000g2/linux/linux64
Figura 10.2): [root@localhost linux64]# _

cd /media/DT4000G2/linux/linux32

(Observagéo: Nomes de comandos e
pastas (diretério) diferenciam letras
maiusculas  de  minusculas, ie.
finux32” NAO é o mesmo que
Linux32’ A sintaxe também deve ser
digitada exatamente como mostrada).

Figura 10.2 — Navegacdo na linha de comando

2. Digite Is (como em list) no prompt atual e pressione ENTER. Uma lista de arquivos e/ou pastas
sera apresentada na pasta /media/DT4000G2/linux/linux32 (ou linux64). Vocé vera os cinco
comandos DT4000 G2 listados, dt4000g2_about, dt4000g2_forgotpassword,
dt40009g2_initialize, dt4000g2_login e dt4000g2_logout como mostrado na Figura 10.3.
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-

root@localhost:/media/DT4000G2 /linux/linux64 clli=dl s

File Edit View Terminal Tabs Help
[root@localhost /]# cd /media/dt4000g2/linux/linux64

[root@localhost linux64]# 1s
dt400092_ about dt400092_initialize dt400092 logout

dt4000g2 forgotpassword dt400092_ login
[root@localhost linux64]# _

»

Figura 10.3 — Lista de comandos do DT4000 G2

— Essa seg¢édo se baseia na versdo de 64 bits do Linux —

3. Para inicializar o DT4000 G2 digite o seguinte comando no prompt do terminal e pressione ENTER:
Jdt4000 G2_initialize* (Lembre-se que os comandos diferenciam letras maiusculas de

minusculas). Consulte a Figura 10.4.

root@localhost:/media/DT4000G2 /linux/linux64 N

File Edit View Terminal Tabs Help
[root@localhost /]# cd /media/dt4000g2/linux/linux64

[root@localhost linux64]# 1s

dt400092 about dt40009g2 _1initialize
dt4000g2 forgotpassword dt400092_ login
[root@localhost 1inux64]# ./dt4000g2_initialize

»

dt400092 logout

Figura 10.4 — Executando um comando do DT4000 G2

4. Apos pressionar ENTER, o contrato de licenga sera exibido na janela do terminal. Pressione ‘Y’
para aceitar o contrato de licenga e prosseguir. (Observagdo: Se pressionar ‘N’ e ndo aceitar o
contrato de licenciamento vocé voltara para o prompt do terminal e ficara impossibilitado de
continuar o processo de inicializagao, até repetir a etapa 3 e pressionar ‘Y’.)

5. Depois que aceitar o contrato de licenga, vocé sera solicitado a informar (criar) uma senha, que
sera usada para proteger os arquivos armazenados na particdo de dados de seguranca. A senha
que vocé criar deve seguir os seguintes critérios antes do processo de inicializagdo permitir que

vocé continue:

a. As senhas devem conter 8 caracteres ou mais (até 16 caracteres).
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b. As senhas devem conter trés (3) das seguintes op¢des:

- LETRAS MAIUSCULAS, letras minUsculas, caracteres numéricos e/ou caracteres
especiais (!, $, etc.)

6. Confirme sua senha digitando-a novamente na linha de comando quando solicitado a digitar
novamente e pressione ENTER. Se as senhas coincidirem, vocé sera notificado que o DT4000 G2
foi inicializado com sucesso. Se as senhas ndo coincidirem vocé recebera uma mensagem
indicando que ainda precisa confirmar a senha corretamente. Para fazé-lo, repita as etapas de 5 a
6 até que as senhas coincidam.

Depois de criar sua senha, um volume de dados de segurancga (particao) ira aparecer no desktop. Isso
indica que o processo de inicializagado foi bem-sucedido e agora esta concluido. Vocé pode comegar a
usar o DT4000 G2.

*Observagéo: Certas distribuicbes de Linux irdo exigir privilégios (raiz) de usuario especial a fim de
executar os comandos do DT4000 G2 de modo adequado na janela do aplicativo no terminal.

Uso do dispositivo (Ambiente Linux)

Depois que o DT4000 G2 tiver sido inicializado vocé pode acessar a particdo de dados de seguranga
fazendo login no dispositivo usando a senha do DT4000 G2 criada na pagina 22. Para fazé-lo, siga
estas etapas:

1. Abra uma janela do aplicativo do ‘Terminal’ .
2. Digite o comando a seguir no prompt do terminal: cd /media/DT4000G2/linux/linux32

Com o prompt de comando agora em /media/DT4000G2/linux/linux32$, digite o comando a
seguir para se conectar ao dispositivo: ./dt4000g2_login* e pressione ENTER. (Observagéo:
Nomes de comandos e pastas diferenciam letras maiusculas de mintsculas e a sintaxe deve
ser exata.)

4. Digite a senha do seu DT4000 G2 e pressione ENTER. Apo6s a conexdo bem-sucedida, o
volume de dados de segurancga sera aberto em seu desktop e vocé podera prosseguir e usar o
DT4000 G2.

Durante o processo de login, se for digitada uma senha incorreta, vocé tera outra oportunidade para
digitar a senha correta repetindo a etapa 3; entretanto, ha um recurso de seguranca integrado que
monitora o numero de tentativas erradas de login. Se esse numero alcangar o valor predefinido de 10
tentativas erradas, o DT4000 G2 sera bloqueado e sera necessario inicializar o dispositivo executando
o comando dt4000g2_forgotpassword, antes do proximo uso. Este processo ira permitir que vocé
crie uma nova senha, mas para proteger a privacidade de seus dados, o DT4000 G2 ira formatar a
particdo de dados de segurancga. Isso significa que todos os seus dados serao perdidos.
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Depois que o processo dt4000g2_forgotpassword estiver concluido e vocé configurar com sucesso
uma nova senha, o contador de seguranga incorporado que monitora as falhas de tentativas de login
sera reiniciado (Observagdo: Uma conexdo bem-sucedida antes de atingir o nimero maximo de
tentativas (MaxNoA, abreviado) também ird reiniciar o contador de erros de login.)

Quando terminar de usar o DT4000 G2, desconecte-se do dispositivo e proteja seus dados. Para isso,
siga estas etapas:
1. Abra uma janela do aplicativo no ‘Terminal’.
Digite o comando a seguir no prompt do terminal: cd /media/DT4000G2/linux/linux32

Com o prompt de comando agora em /media/DT4000G2/linux/linux32$, digite o comando a
seguir para se desconectar do dispositivo: ./dt4000g2_logout* e pressione ENTER.
(Observagdo: Nomes de comandos e pastas diferenciam letras maiusculas de minusculas e a
sintaxe deve ser exata.)

4. Remova o DT4000 G2 do seu sistema e guarde-o em local seguro.

*Observagdo: Certas distribuicbes de Linux irdo exigir privilégios (raiz) de usuario especial a fim de executar os
comandos do DT4000 G2 de modo adequado na janela do aplicativo no terminal.

Ajuda e Resolucao de Problemas
Bloqueio do dispositivo

O DT4000 G2 inclui um recurso de seguranga que impede 0 acesso ndo-autorizado a particdo de
dados quando o numero maximo de tentativas erradasconsecutivas (MaxNoA) for atingido; a
configuragado padrao de fabrica tem o valor predefinido em 10 (n° de tentativas).

O contador de bloqueio monitora cada login errado e pode ser reiniciado de duas maneiras: 1) Um
login correto antes de atingir o MaxNoA ou 2) Atingindo o MaxNoA e realizando uma formatagdo no
dispositivo.*
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Se for digitada uma senha incorreta, uma
mensagem de erro ira aparecer logo abaixo do
campo ‘Dica’, indicando uma falha no login. Ver
Figura 10.1.

Se e quando for feita uma 72 tentativa errada,
vocé vera uma mensagem de erro adicional
indicando que s6 tem 3 tentativas restantes
antes de atingir o MaxNoA (que é definido em
10 por padréo). Consulte a Figura 10.2.

Apds a 10? tentativa errada de login, o DT4000
G2 ira bloquear permanentemente a particdo de
dados e sera necessaria uma formatacdo do
dispositivo antes da préxima utilizagdo. Isso
significa que todos os dados armazenados no
DT4000 G2 serao perdidos e vocé precisara
criar uma nova senha.

Essa medida de seguranga impede que alguém
(que nado tenha a sua senha) faga incontaveis
tentativas de login e consiga acesso aos seus
dados confidenciais.

Se vocé for o proprietario do DT4000 G2 e
esquecer sua senha, as mesmas medidas de
segurangca serdao aplicadas, incluindo a
formatagao do dispositivo.*

Para mais detalhes sobre esse recurso, veja
‘Esqueci a senha’ na pagina 25.

Login device DT4000G2

®

Datalraveler
4000 G2

Password:

A Failed to Login: The password is incorrect. Please try again.

Forgot Password

Contact Information

= Kingston

Figura 10.1 — Erro de Login

Login device DT4000G2

Datalraveler®
4000 G2

Password:

A Failed to Login: The password is incorrect. Please try again.

3 Attempts left before your DT4000 is blocked permanently.

Forgot Password

Contact Information

= Kingston

Figura 10.2 - 7° Falha de Login

*Observacéo: A formatagao do dispositivo ira apagar TODAS as informag¢bes armazenadas na particao

de dados de seguranca do DT4000 G2.

Esqueci a senha
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Se esquecer sua senha, vocé pode clicar no
link ‘Esqueci a senha que aparece na
janela de login do dispositivo quando o
DT4000 G2_Launcher €& executado (ver
Figura 10.3.)

Esta opgado ira permitir que vocé crie uma
nova senha, mas para proteger a
privacidade de seus dados, o DT4000 G2
sera formatado. Isso significa que todos os
seus dados serdo apagados no processo.*

Quando vocé clicar em ‘Esqueci a senha’,
uma caixa de mensagem (Figura 10.4) ira
aparecer e perguntar se vocé deseja digitar
uma nova senha antes de executar a
formatagcdo. Neste momento, vocé pode 1)
clicar em ‘OK’ para confirmar ou 2) clicar
em ‘Cancelar para retornar a pagina de
login.

Se vocé optar por continuar, vocé sera
solicitado a criar uma nova senha complexa
e uma nova dica. A dica ndo é um campo
obrigatério, mas pode ser util para fornecer
uma pista sobre a senha, se algum dia ela
for esquecida.

(Observagdo: A dica NAO PODE ser
exatamente igual a senha do DT4000 G2.)

Login device DT4000G2

Datalraveler®
4000 G2

Password:

Forgot Password

¥ Kingston

Figura 10.3 — Esqueci a senha

Forgot Password

In order to protect your data, your DT4000G2 will be Formatted and all data will be erased. Do
\./you want to enter a new password and format your DT4000G2?

Figura 10.4 — Prompt antes da formatacao
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*Observacéo: A formatagao do dispositivo ira apagar TODAS as informag¢bes armazenadas na particao
de dados de seguranca do DT4000 G2.
Conflito de Letra de Drive (Sistemas Operacionais Windows)

Como mencionado na sec¢ao [1Requisitos do Sistema’ deste manual (na pagina 3), o DT4000 G2 exige
duas letras consecutivas de drive APOS o dltimo disco fisico que aparece antes do [lespacgo' na
designacgéo de letras de drives (ver Figura 10.5.) Isto NAO esta relacionado com compartilhamentos
de rede porque eles sdo especificos aos perfis de usuario € ndo ao proprio perfil de hardware de
sistema, assim aparecendo disponivel no Sistema Operacional.

Isto significa que o Windows pode atribuir ao DT4000 G2 uma letra de unidade que ja esta sendo
utilizada por um compartilhamento de rede ou caminho de Convengcdo de Nomenclatura Universal
(UNC), causando um conflito de letra de drive. Se isto ocorrer, consulte o seu administrador ou
departamento de assisténcia técnica para alterar a atribuicdo das letras de drive no Gerenciamento do
Disco do Windows (necessarios privilégios de administrador).

2 My Computer, Q@@
File Edit View Favorites Tools Help .',’
@ Back ~ 2, y 7 ) Search Folders v
Address | § v B

System Tasks A
= ° =

View system information S O, S
9 Add or remove programs N
[ Change a setting

Local Disk {C:) DVYD/CD-RW Drive (D:) Local Disk (E:)
Other Places 2
& My Network Places > -
(D) My Documents . S S
(@ Control Panel \) —_—r
Details DT4000G2 (F:) Metwork Share (G:) Local Disk (H:)

System Folder

Figura 10.5 — Meu Computador

Neste exemplo, o DT4000 G2 utiliza a unidade F:, que é a primeira letra de drive disponivel apés a
unidade E: (o ultimo disco fisico antes do intervalo de letra de drive). Como a letra G: é um
compartilhamento de rede e nao faz parte do perfil de hardware, o DT4000 G2 pode tentar utiliza-la
como sua segunda letra de drive, causando um conflito.

Se ndo existirem compartihamentos de rede no seu sistema e o DT4000 G2 continuar nao
carregando, é possivel que um leitor de cartdes, um disco removivel ou outro dispositivo previamente
instalado esteja conservando a letra de drive que Ihe foi atribuida causando o conflito.

Observe que o Gerenciamento de Letra de Drive, ou DLM, melhorou significativamente no Windows
Vista e 7, entdo pode ser que vocé n&o encontre este problema, mas se ndo conseguir resolver o
conflito, entre em contato com o Departamento de Suporte Técnico da Kingston para mais assisténcia.
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Mensagens de Erro

Nao foi possivel criar arquivo — Esta mensagem de erro ira aparecer ao tentar CRIAR um arquivo ou
pastaNA particdo de dados de seguranga enquanto estiver conectado no modo somente leitura.

Unable to create file x|

': Unable to create the file 'New Text Document. txt'

The media is write protected.

Figura 10.6 — Nao € possivel criar Erro de arquivo

Erro ao Copiar Arquivo ou Pasta— Esta mensagem de erro ira aparecer ao tentar COPIAR um arquivo
ou pastaPARA a particdo de dados de seguranca enquanto estiver conectado no modo somente
leitura.

Error Copying File or Folder x|

@ Cannot copy Filel: The disk is write-protected.

Remove the write-protection or use another disk.

Figura 10.7 — Erro ao Copiar arquivo ou Erro de pasta

Erro ao Excluir Arquivo ou Pasta— Esta mensagem de erro ird aparecer ao tentar EXCLUIR um arquivo
ou pastaDA particdo de dados de segurancga enquanto estiver conectado no modo somente leitura.

Error Deleting File or Folder x|

@ Cannot delete Filel: The disk is write-protected.

Remove the write-protection or use another disk.

Figura 10.8 — Erro ao excluir arquivo ou Erro de pasta

Se estiver conectado no modo somente leitura e desejar desbloquear o dispositivo para acesso
completo de leitura/gravacao a particao de dados de seguranga, vocé deve desligar o DT4000 G2 e
voltar a se conectar, deixando a caixa de selecao ‘modo Somente Leitura’ desmarcada antes do login.
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T E C HPN

Spis tresci

TOC/INFORMACJE O TEJ INSTRUKCJI

Ta instrukcja obstugi dotyczy pamieci DataTraveler® 4000 G2 z certyfikatem FIPS (nazywanej dalej w

skrécie DT4000 G2) w formie fabrycznej, bez wprowadzonych zmian dokonanych na zlecenie klienta.

Wymagania systemowe

Platforma PC

* Procesor Pentium IIl lub odpowiednik
(lub szybszy)

* 15 MB wolnego miejsca na dysku

* Dostepny port USB 2.0/3.0

* Dwie kolejne litery dysku po ostatnim
dysku fizycznym*

Obstugiwane systemy operacyjne
komputeréw PC

*  Windows® 8, 8.1 (system RT nie
jest obstugiwany)

«  Windows® 7 SP1

«  Windows® Vista SP2

Platforma Mac

* 15 MB wolnego miejsca na dysku
* USB2.0/3.0

Obstugiwane systemy operacyjne

* Mac OS X 10.8.x—10.10x

Zalecenia

Aby zagwarantowa¢ odpowiednie zasilanie pamieci DT4000 G2, nalezy wtozy¢ jg bezposrednio do
portu USB w notebooku lub komputerze stacjonarnym, tak jak pokazano na llustracji 1.1.
unika¢ podtgczania pamieci DT4000 G2 do urzadzen peryferyjnych z portem USB, takich jak klawiatura

czy koncentrator USB, tak jak pokazano na llustracji 1.2.
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llustracja 1.1. Zalecany sposoéb uzycia llustracja 1.2. Niezalecany sposéb uzycia

*Uwaga: Patrz rozdziat ,Konflikt liter dyskobw” na stronie 26.

Instalacja (Srodowisko Windows)

USB w notebooku lub komputerze stacjonarnym i
poczekaj, az system Windows jg wykryje.

Installing device driver software
Click here for status.

1. Wtz pamie¢ DT4000 G2 do dostepnego portu [

N\

* Uzytkownicy systemu Windows Vista zobaczg

powiadomienie (_jOtyCZace sterownika llustracja 2.1. Znaleziono nowy sprzet
urzadzenia, tak jak pokazano na llustracji 2.2. (Windows Vista)

* Uzytkownicy systemu Windows 7 zobaczag
powiadomienie dotyczgce sterownika
Urzadzenia, tak Jak pOkazanO na llustracji 2.2. [ i Installing device driver software

Click here for status.

N\

Po zakonczeniu wykrywania nowego sprzetu system

Windows wyswietli monit o rozpoczecie procesu ) ] ]

inicjowania. llustracja 2.2. Instalac_Ja sterownika
urzadzenia

. . . ) (Windows 7)
* Uzytkownicy systemu Windows Vista zobaczg

okno autoodtwarzania, podobne do
pokazanego na llustracji 2.3.

* Uzytkownicy systemu Windows 7 zobaczag
okno autoodtwarzania, podobne do
pokazanego na llustracji 2.3.

2. Wybierz opcje Uruchom DT4000 G2_Launcher.exe.

Jezeli system Windows nie wyswietli okna
autoodtwarzania, mozesz przejs¢ do partycji dysku
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CD-ROM (llustracja 2.4) i recznie uruchomic¢
program DT4000 G2_Launcher. Spowoduje to

rozpoczecie procesu inicjowania.

=

O

[ [#3 ][ search DVD RW Drive

Organize v  Burnto disc = -

Files Currently on the Disc

¢

l N y
[ >
w

Support autorun.inf DT4000G2_Launc
her.exe

L3

0o @

llustracja 2.4. Zawarto$¢é pamieci DT4000 G2

[ & AutoPlay l = -i&l‘
» DVD RW Drive (I) DT4000G2
]

[] Always do this for software and games:
Install or run program from your media

. " Run DT4000G2_Launcher.exe
\/ Published by Kingston Technology Co
General options
Open folder to view files

View more AutoPlay options in Control Panel

llustracja 2.3. Okno autoodtwarzania
(Windows Vista/7)

(Uwaga: Opcje menu w oknie
autoodtwarzania mogg sie roznic w
zaleznoS$ci od tego, jakie programy sg
w danej chwili zainstalowane na
komputerze. Funkcja
autouruchamiania automatycznie
rozpocznie proces inicjowania.)
Inicjowanie urzadzenia (Srodowisko Windows)

1. Wybierz preferowany jezyk z menu rozwijanego i kliknij przycisk ‘Next (Dalej) (llustracja 3.1).

-
Device Initialization - DT4000 G2

ORORORC

Language

Select Language:

¥ Kingston

Datalraveler®
2000 G2

English

~
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llustracja 3.1. Wybor jezyka

2. Zapoznaj sie z umowg licencyjng i kliknij przycisk ‘Next (Dalej) (llustracja 3.2). (Uwaga: Aby
kontynuowac proces inicjowania nalezy zaakceptowac umowe licencyjng; w przeciwnym razie
przycisk ‘Next (Dalej) pozostanie wytgczony.)

-
Devic

=3

e Initialization - DT4000 G2

Datalraveler®
<2000 G2
1 @ 3) (4

License Agreement

SOFTWARE LICENSE AGREEMENT -
IMPORTANT - READ CAREFULLY:

THIS SOFTWARE LICENSE AGREEMENT ("Agreement”) is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
(*Kingston®). This Agreement relates to the software accompanying
this Agreement, which indudes computer software and may indude
associated media, printed materials, and "online" or electronic -

Q@ Accept Dedline

Kingston

~\

llustracja 3.2. Umowa licencyjna

3. Utworz hasto, aby zabezpieczy¢ dane w pamieci DT4000 G2. Wprowadz je w polu [1Password
(Hasto), a nastepnie wprowadz je ponownie w polu ‘Password Confirmation (Potwierdzenie hasta),
tak jak pokazano na llustracji 3.3. Utworzone hasto musi spetnia¢ ponizsze kryteria, aby mozna
byto kontynuowac proces inicjowania:

1. Hasto musi zawie

2. Hasto musi zawiera¢ znaki nalezgce do trzech (3) z nastepujgcych kategorii:
- WIELKIE LITERY, mate litery, cyfry i/lub znaki specjalne (!, $ itp.).

ra¢ co najmniej 8 znakéw (maks. 16 znakow).

Mozna réwniez wprowadzi¢ wskazéwke dotyczacg hasta, ale nie jest to obowigzkowe. Pole
wskazéwki moze pomdéc w przypomnieniu zapomnianego hasta. (Uwaga: Wskazéwka NIE MOZE
by¢ taka sama jak hasto).
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g 3

Device Initialization - DT4000 G2

®

Dletellge\V==g

4000 G2

1) (2) 3) (4
Password
* Password: sscssssee
* Password Confirmation: sesssscee
0 Password Rules
Hint: Pwd Hint
*Mandatory field

" Kingston

llustracja 3.3. Konfiguracja hasfa

4. W wyswietlonych polach tekstowych wprowadz informacje kontaktowe (patrz lHustracja 3.4)
(Uwaga: Informacje wprowadzone w tych polach NIE MOGA zawiera¢ hasta utworzonego w
punkcie 3. Pola te sg opcjonalne i mozna pozostawic je puste.)

* Pole ‘Name (Nazwa) moze zawiera¢ do 32 znakdéw, ale nie moze zawieraé
doktadnego hasta.

* Pole ‘Company (Firma) moze zawiera¢ do 32 znakdéw, ale nie moze zawieraé
doktadnego hasta.

* Pole ‘Details (Szczegdty) moze zawiera¢ do 156 znakdw, ale nie moze zawieraé
doktadnego hasta.
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Device Initialization - DT4000 G2

Datalraveler®
2000 G~

Contact Information

Name: Test Name
Company: Test Company
Details: Test Details & Other Info

= Kingstor

llustracja 3.4. Informacje kontaktowe

5. Kiiknij przycisk [Finish (Zakoncz), aby zakonczy¢ proces inicjowania urzadzenia.

Pamie¢ DT4000 G2 sformatuje teraz zabezpieczong partycje danych (llustracja 3.5) i powiadomi o
zakonhczeniu operacji (llustracja 3.6).

> Uwaga: W przypadku pracy w trybie innym niz tryb administratora procedura
- ‘formatowania moze zaja¢ do minuty.*

6. Aby kontynuowag, kliknij ‘OK.
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-

Format - DT4000 G2
| DoroTrc:veIer‘“’
4000 G~2

Formatting DT4000 G2 (I:)...

Datalraveler®
4000 G2

Format Complete.

¥ Kingston ¥ Kingston

llustracja 3.5. Formatowanie pamieci DT4000 G2 llustracja 3.6. Formatowanie zakorczone

Inicjowanie zostato zakonczone.

*Uwaga: Czas frwania operacji moze sie rozni¢ w zalezno$ci do sprzetu komputera i pojemnosci
pamieci DT4000 G2.

Uzytkowanie urzgdzenia (Srodowisko Windows)
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KT E cgu OLOGY
Po zainicjowaniu pamigci DT4000 G2 mMOzZNa [ iogin device 1000 62 )

uzyskaC dostep do zabezpieczonej partyciji ®
danych i korzysta¢ z opcji pamieci, logujac sie Dotg'gggell;ear
do niej przy uzyciu hasta. W tym celu wykonaj

nastepujgce czynnosci: Password:

1. Wt6z pamie¢ DT4000 G2 do portu USB w
notebooku lub komputerze stacjonarnym i
wprowadz hasto (patrz llustracja 4.1).

Forgot Password

* Po wpisaniu hasta kliknij przycisk Contact Information Read-Only Mode
‘Login (Zaloguj), aby kontynuowac.

¥ Kingston

* Po wprowadzeniu poprawnego hasta
pamie¢ DT4000 G2 zostanie
odblokowana i bedzie mozna rozpoczac¢
korzystanie z niej.

llustracja 4.1. Okno logowania

» Jezeli zostanie wprowadzone nieprawidtowe hasto, tuz pod polem ‘Hint (Wskazdowka)
zostanie wyswietlony komunikat o btedzie wskazujgcy na niepowodzenie logowania.

(UWAGA: Jezeli podczas logowania zostanie wprowadzone btedne hasto, bedzie mozna ponownie
wprowadzi¢ poprawne hasto, ale wbudowana funkcja zabezpieczen zlicza nieudane proby logowania®.
Po 10 (wstepnie skonfigurowana liczba) nieudanych prébach logowania pamie¢ DT4000 G2 zostanie
zablokowana i przed ponownym jej uzyciem bedzie konieczne sformatowanie bezpiecznej partycji
danych. OZNACZA TO UTRATE WSZYSTKICH DANYCH ZAPISANYCH W PAMIECI DT4000 G2.
Aby uzyskac wiecej informacji dotyczgcych tej funkcji, przeczytaj sekcje 1Blokada urzgdzenia na
stronie 24).

2. Zabezpieczong partycje danych mozna odblokowaé w trybie tylko do odczytu (ten tryb czasami jest
nazywany ,trybem ochrony przed zapisem”), zaznaczajgc pole wyboru ‘Read-Only Mode (Tryb tylko
do odczytu) przed zalogowaniem sige do pamieci. Gdy uzytkownik uwierzytelni sie w trybie tylko do
odczytu, bedzie mie¢ mozliwos¢ otwierania i wyswietlania danych zapisanych w pamieci DT4000
G2, ale nie bedzie mie¢ mozliwosci aktualizowania, zmieniania ani usuwania tych danych. (Uwaga:
W trybie tylko do odczytu w menu pamieci DT4000 G2 nie jest dostepna opcja formatowania, ktorg
opisano na stronie 10.)

W przypadku zalogowania sie w trybie tylko do odczytu i koniecznosci odblokowania pamieci z petnymi
uprawnieniami do odczytu/zapisu na bezpiecznej partycji danych nalezy wytgczy¢ pamie¢ DT4000 G2
(patrz strona 11) i zalogowac sie ponownie, usuwajgc przed uwierzytelnieniem zaznaczenie pola
wyboru ‘Read-Only Mode (Tryb tylko do odczytu).

* Po pomy$inym uwierzytelnieniu uzytkownika licznik nieudanych logowan jest resetowany.
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Opcje urzadzenia (Srodowisko Windows)

Po zalogowaniu sie do urzgdzenia w prawym rogu paska zadan systemu Windows bedzie wyswietlana
ikona ‘DT4000 G2 (llustracja 5.1). (Uwaga: Uzytkownicy systemu Windows 7 muszg klikng¢ przycisk
strzatki w gére na pasku zadan, aby uzyskac dostep do ikony ‘DT4000 G2 (llustracja 5.2.)

Klikniecie ikony DT4000 G2 spowoduje wyswietlenie nastepujgcego menu:

[ DT4000 G2 Settings
[ Browse DT4000 G2

& Format DT4000 G2 o &
& Online Support

o € @ About DT4000 G2 CUS‘C”":E"
|&) Shut down DT4000 G2

L 8 T o =)

llustracja 5.1. lkona DT4000 G2 na pasku zadan llustracja 5.2. lkona DT4000 G2 na pasku zadan

Opcja DT4000 G2 Settings (Ustawienia pamieci DT4000 G2)

* Umozliwia zmiane hasta i/lub wskazoéwki (llustracja 5.3).
* Umozliwia dodanie/wyswietlenie/zmiane informacji kontaktowych (llustracja 5.4).
* Umozliwia zmiang aktualnie uzywanego jezyka (l/lustracja 5.5).

(Uwaga: Ze wzgleddw bezpieczenstwa aktualizacja i/lub modyfikacja tych ustawiern wymaga podania
aktualnego hasta pamigci DT4000 G2).

Settings Settings

Datalraveler® Datdlraveler® Datdlraveler®
4000 G2 4000 G2 4000 G2

Password | Contact Infomation | Lanquace | Password  Contact Information | Lanauace | Password | Contact Information  Language |
* Current Password:

" Test Name s . Engish =
* New Password:

* Password Confirmation:
O revvodrues its: Test Detais & Other Info

Hint: Pwd Hint

*Mandatory field

¥ Kingston—_—<") ¥ KingstonC—_—<—) = KingstonC_—<_)
llustracja 5.3. llustracja 5.4. llustracja 5.5.
Zmiana hasfa Informacje kontaktowe Wyboér jezyka
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Polecenie Browse DT4000 G2 (Przegladaj pamie¢ DT4000 G2)

* Umozliwia przegladanie danych na zabezpieczonej partycji (po zalogowaniu sig).

Polecenie Format DT4000 G2 (Formatuj pamie¢
DT4000 G2)*

* Umozliwia sformatowanie zabezpieczonej
partycji danych. (Uwaga: Wszystkie dane
zostang wymazane.) (llustracja 5.6)

Online Support (Pomoc techniczna online)
(wymaga dostepu do Internetu)

* Umozliwia otwarcie przegladarki internetowe;j i
przejscie do strony
http.//www.kingston.com/support/, gdzie
dostepne sg dodatkowe informacije.

Opcja About DT4000 G2 (Informacje o pamieci
DT4000 G2)

* Wyswietla szczegotowe informacje dotyczace
pamieci DT4000 G2, w tym informacje o
wersjach aplikacji i oprogramowania
sprzetowego (llustracja 5.7).

Polecenie Shutdown DT4000 G2 (Wytacz pamieé
DT4000 G2)

* Prawidtowo wytgcza pamie¢ DT4000 G2,

Format - DT4000 G2

Datalraveler®
4000 G2

WARNING: Formatting will erase ALL data on this disk.
To format the disk (3:), dick OK. To quit, dick CANCEL.

Your password is required to complete format.

Password:

¥ Kingston

llustracja 5.6. Ostrzezenie dotyczace
formatowania

About - DT4000 G2

Datalraveler®
4000 G2

Copyright (c) 2011 Kingston Technology Company, Inc.

Modules Version Information

DT4000 G2 K40 000FFE23C7ECBF 1080000102
Application K4.0.0.5

FW Version 3.05

Crypto Library FW 1.00

¥ Kingston

llustracja 5.7. Informacje o pamieci DT4000

umozliwiajgc bezpieczne odtgczenie jej od G2
komputera.
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*Uwaga: W systemach Windows Vista i Windows 7 wymagane jest podanie aktualnego hasta pamieci
DT4000 G2.

-Koniec sekcji dotyczacej systemu Windows-

Instalacja (Srodowisko Mac)

Wt6z pamie¢ DT4000 G2 do dostepnego portu w notebooku lub

komputerze stacjonarnym i poczekaj, az system operacyjny komputera

Mac jg wykryje. Gdy pamie¢ zostanie wykryta, na pulpicie zostanie v
wyswietlony wolumin DT4000 G2, tak jak pokazano na llustracji 6.1. —

DT4000G2
1. Kliknij dwukrotnie ikone dysku CD-ROM pamieci DT4000
G2. llustracja 6.1. DT4000
2. Kliknij dwukrotnie folder komputera Mac widoczny w oknie G2
pokazanym na llustracji 6.2.
3. Kiliknij dwukrotnie ikone aplikacji DT4000 G2 widoczng w oknie
pokazanym na llustracji 6.3. Spowoduje to rozpoczecie procesu
inicjowania.
[ ] o DT4000G2 0 @ Mac
autorun.inf DT4000G2_Launcher.exe . y
~
DT4000G2_Launch
linux Mac °
rr_moved Support
llustracja 6.2. Zawarto$¢é pamieci DT4000 G2 llustracja 6.3. Aplikacja pamigci DT4000 G2
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UL AV I

4000 G2

R Kingston
Inicjowanie urzadzenia (Srodowisko Mac)

1. Wybierz preferowany jezyk z menu rozwijanego i kliknij przycisk ‘Next (Dalej) (llustracja 7.1).

Device Initialization - DT4000 G2

Datalraveler®
4000 G2
@ (2) () (a

Language

&

Select Language: English

= Kingston

llustracja 7.1. Wybor jezyka

2. Zapoznaj sie z umowg licencyjng i kliknij przycisk ‘Next (Dalej) (llustracja 7.2). (Uwaga: Aby
kontynuowac nalezy zaakceptowac umowe licencyjng; w przeciwnym razie przycisk’Next (Dalej)
pozostanie wytgczony.)
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Device Initialization - DT4000 G2

®
Datalraveler®
4000 G2
1)@ () (4
License Agreement
SOFTWARE LICENSE AGREEMENT
IMPORTANT - READ CAREFULLY: O

THIS SOFTWARE LICENSE AGREEMENT ("Agreement") is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying

this Agreement, which includes computer software and may include 4
associated media, printed materials, and "online" or electronic v

() Accept @ Decline

= Kingstoni P —

TE oLOGY

llustracja 7.2. Umowa licencyjna

3. Utworz hasto, aby zabezpieczy¢é dane w pamieci DT4000 G2. Wprowadz je w polu [1Password
(Hastfo), a nastepnie wprowadz je ponownie w polu ‘Password Confirmation (Potwierdzenie hasta),
tak jak pokazano na llustracji 7.3. Utworzone hasto musi spetniaC ponizsze kryteria, aby mozna
byto kontynuowac proces inicjowania:

1. Hasto musi zawiera¢ co najmniej 8 znakéw (maks. 16 znakdow).
2. Hasto musi zawiera¢ znaki nalezace do trzech (3) z nastepujgcych kategorii:
- WIELKIE LITERY, mate litery, cyfry i/lub znaki specjalne (!, $ itp.).

Mozna réwniez wprowadzi¢ wskazéwke dotyczacg hasta, ale nie jest to obowigzkowe. Pole
wskazéwki moze poméc w przypomnieniu zapomnianego hasta. (Uwaga: Wskazéwka NIE MOZE

byc¢ taka sama jak hasto).

Nr dokumentu: 48000127-001.A04

DataTraveler® 4000 G2 Strona 14 z 29



K Kingston

Device Initialization - DT4000 G2

Datalraveler®

4000 a2

1) (2) (3) (4

Password

* Password: ssccsscee

* Password Confirmation: ssccssccse
Password Rules

Hint: Pwd Hint

* Mandatory field

" Kingston

llustracja 7.3. Konfiguracja hasfa

4. W wyswietlonych polach tekstowych wprowadz informacje kontaktowe (patrz lustracja 7.4)
(Uwaga: Informacje wprowadzone w tych polach NIE MOGA zawiera¢ hasta utworzonego w kroku
3. Pola te sg opcjonalne i mozna pozostawic je puste.)

* Pole ‘Name (Nazwa) moze zawiera¢ do 32 znakdéw, ale nie moze zawieraé
doktadnego hasta.

* Pole ‘Company (Firma) moze zawiera¢ do 32 znakdéw, ale nie moze zawieraé
doktadnego hasta.

* Pole ‘Details (Szczegdty) moze zawiera¢ do 156 znakdw, ale nie moze zawieraé
doktadnego hasta.
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Device Initialization - DT4000 G2

Datalraveler®
2000 G~2

Contact Information

Name:

Test Name
- Test Company

Test Details & Other Info
Details:

# Kingston

llustracja 7.4. Informacje kontaktowe

5. Kliknij przycisk ‘Finish (Zakoricz), aby zakonhczy¢ proces inicjowania urzgdzenia.

Pamie¢ DT4000 G2 sformatuje teraz zabezpieczong partycje danych (llustracja 7.5) i powiadomi o
zakonhczeniu operacji (llustracja 7.6).

6. Aby kontynuowag, kliknij ‘OK.
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Format - DT4000 G2 Format - DT4000 G2
Datalraveler® Datalraveler®
4000 G2 4000 G2
Formatting DT4000 G2 ... Format Complete.

” Kingston W—

¥ Kingston

llustracja 7.5. Formatowanie pamieci DT4000 G2 llustracja 7.6. Formatowanie zakoriczone

Inicjowanie zostato zakonczone.

Uzytkowanie urzgdzenia (Srodowisko Mac)

Nr dokumentu: 48000127-001.A04 DataTraveler® 4000 G2 Strona 17 z 29



K Kingston

Po zainicjowaniu pamieci DT4000 G2 mozna _ —

uzyskaé dostep do zabezpieczonej partycii REa—— -
danych i korzysta¢ z opcji pamieci, logujgc sie Dotgggvecl;eer
do niej przy uzyciu hasta. W tym celu wykonaj
nastepujgce czynnosci:

l

Password:

Hint

1. Wt6z pamie¢ DT4000 G2 do portu USB w
notebooku lub komputerze stacjonarnym i
wprowadz hasto (patrz llustracja 8.1).

Forgot Password

Contact Information ] Read-Only Mode

2. Po wpisaniu hasta kliknij przycisk ‘Login
(Zaloguj), aby kontynuowac. ® Kingston

* Po wprowadzeniu poprawnego hasta
pamie¢ DT4000 G2 zostanie llustracja 8.1. Okno logowania
odblokowana i bedzie mozna
rozpoczgc¢ korzystanie z niej.

* Jezeli wprowadzone hasto bedzie
nieprawidtowe, tuz pod polem ‘Hint
(Wskazowka) zostanie wyswietlony
komunikat o btedzie wskazujgcy na
niepowodzenie logowania (patrz
llustracja 8.2).

(UWAGA: Jezeli podczas logowania zostanie wprowadzone bfedne hasfo, bedzie mozna ponownie
wprowadzi¢ poprawne hasfo, ale wbudowana funkcja zabezpieczen zlicza nieudane proby logowania*™.
Po 10 (wstepnie skonfigurowana liczba) nieudanych prébach logowania pamie¢ DT4000 G2 zostanie
zablokowana i przed ponownym jej uzyciem bedzie konieczne sformatowanie zabezpieczonej partycji
danych. OZNACZA TO UTRATE WSZYSTKICH DANYCH ZAPISANYCH W PAMIECI DT4000 G2.
Aby uzyskac wigcej informacji dotyczgcych tej funkcji, przeczytaj sekcje ‘Blokada urzgdzenia na stronie
24).

3. Zabezpieczong partycje danych mozna odblokowa¢ w trybie tylko do odczytu (ten tryb czasami jest
nazywany ,trybem ochrony przed zapisem”), zaznaczajgc pole wyboru ‘Read-Only Mode (Tryb tylko
do odczytu) przed zalogowaniem sie do pamieci. Gdy uzytkownik uwierzytelni sie w trybie tylko do
odczytu, bedzie mie¢ mozliwosé otwierania i wyswietlania zawartosci pamieci DT4000 G2, ale nie
bedzie mie¢ mozliwo$ci aktualizowania, zmieniania ani usuwania tej zawartosci. (Uwaga: W trybie
tylko do odczytu w menu pamieci DT4000 G2 nie jest dostepna opcja formatowania, ktérg opisano
na stronie 10.)

W przypadku zalogowania sie w trybie tylko do odczytu i konieczno$ci odblokowania pamieci z petnymi
uprawnieniami do odczytu/zapisu na bezpiecznej partycji danych nalezy wytgczy¢ pamie¢ DT4000 G2 i
zalogowac¢ sie ponownie, usuwajgc przed uwierzytelnieniem zaznaczenie pola wyboru ‘Read-Only
Mode (Tryb tylko do odczytu).
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* Po pomy$inym uwierzytelnieniu uzytkownika licznik nieudanych logowan jest resetowany.

Opcje urzadzenia (Srodowisko Mac)

Po zalogowaniu sie¢ do urzgdzenia w doku systemu Mac OS X bedzie widoczna ikona [1DT4000

G2_Launcher, tak jak pokazano na llustracji 9.1 ponizej:

DT4000G2_Launcher

MOCUBEERG I XRETOOFAE!

llustracja 9.1. Ikona DT4000 G2 w doku systemu Mac OS X

Przytrzymanie klawisza ‘control na klawiaturze i klikniecie ikony
‘DT4000 G2_Launcher spowoduje wyswietlenie menu pokazanego
na llustracji 9.2 po prawej.

Opcja DT4000 G2 Settings (Ustawienia pamieci DT4000 G2)

* Umozliwia zmiane hasta i/lub wskazéwki (llustracja 9.3).

* Umozliwia dodanie/wyswietlenie/zmiane informac;ji
kontaktowych (llustracja 9.4).

* Umozliwia zmiane uzywanego jezyka (llustracja 9.5).

Settings Settings

Datalraveler® Datdlraveler®
4000 G2 4000 G2
-l"" ord | Contact Information Language Password | Contact Information | Language

* Current Password: R
* New Password:

mpany:
* Password Confirmation: Company:

0 Password Rules Details:

Hint:
* Mandatory field

Apply Cancel 0 Apply Cancel

llustracja 9.3. llustracja 9.4.
Zmiana hasfa Informacje kontaktowe

DT4000 G2 Settings
Browse DT4000 G2
Format DT4000 G2
Online Support

About DT4000 G2
Shut down DT4000 G2

Options >

Show All Windows
Hide
Quit

llustracja 9.2.
Opcje pamieci DT4000
G2

Settings

Datdlraveler®
4000 G2
Password Contact Information | Language |

Select Language: English B

o Apply Cancel

llustracja 9.5.
Wybor jezyka
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(Uwaga: Ze wzgleddw bezpieczenstwa aktualizacja i/lub modyfikacja tych ustawienn wymaga podania
aktualnego hasta pamieci DT4000 G2).

Polecenie Browse DT4000 G2 (Przegladaj pamie¢ DT4000 G2)

* Umozliwia przegladanie zawartosci zabezpieczonej partycji danych (po zalogowaniu sig).

Polecenie Format DT4000 G2 (Formatuj pamiecé —

PTORE

WARNING: Formatting will erase ALL data on this disk.

* Umozliwia sformatowanie zabezpieczonej To format the ik, click OK. To ul, ek GANGEL.
partycji danych. (Uwaga: Wszystkie dane
zostang wymazane.) (llustracja 9.6)

Online Support (Pomoc techniczna online) e _
(wymaga dostepu do Internetu) e e .

* Umozliwia otwarcie przeglgdarki internetowej i llustracja 9.6. Ostrzezenie dotyczace
przejscie do strony formatowania
http.//www.kingston.com/support/, gdzie
dostepne sg dodatkowe informacije.

Opcja About DT4000 G2 (Informacje o pamieci —

PTOR e

*  Wyswietla szczegoétowe informacje dotyczace Copyion (2007 Kingston Techolgy Company,
pamieci DT4000 G2, w tym informacje o
wersjach aplikacji i oprogramowania
sprzetowego (llustracja 9.7). M o

™ Kingston

Polecenie Shutdown DT4000 G2 (Wytacz pamieé
DT4000 G2)
llustracja 9.7. Informacje o pamieci DT4000
* Prawidtowo wytgcza pamie¢ DT4000 G2, G2
umozliwiajgc bezpieczne odtgczenie jej od
komputera.
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-Koniec sekcji dotyczacej systemu Mac-

Instalacja (Srodowisko Linux)

(UWAGA: Obecnie dostepnych jest wiele réznych dystrybucji systemu Linux, a [lwyglad i dziatanie
interfejsow w poszczegdlnych wersjach moze by¢ rézne. Jednak ogdlny zestaw polecen uzywanych w
aplikacji Terminal jest bardzo podobny, dzieki czemu mozna byto go uzy¢ w ponizszych instrukcjach
dotyczgcych systemu Linux. Przyktadowe zrzuty ekranu pokazane w tej sekcji zostaly utworzone
w Srodowisku Linux w wersji 64-bitowej.)

> W niektorych dystrybucjach systemu Linux do prawidtlowego wykonania polecen
e pamieci DT4000G2 w oknie aplikacji Terminal potrzebne sa uprawnienia
administratora (root).

Wit6z pamie¢ DT4000 G2 do dostepnego portu w
notebooku lub komputerze stacjonarnym i poczekaj, az @
system operacyjny Linux jg wykryje. Gdy tak sie stanie, na
pulpicie lub pasku bocznym zostanie wyswietlona ikona
DT4000 G2, tak jak pokazano na llustracji 10.1. llustracja 10.1. Wolumin DT4000G2

DT4000G2

Pamie¢ DT4000G2 udostepnia 5 polecen, ktérych
mozna uzy¢ w systemie Linux:

dt4000g2_about, dt4000g2_forgotpassword, dt4000g2_initialize, dt4000g2_login oraz
dt4000g2_logout

(Uwaga: Aby wykonac te polecenia, nalezy otworzy¢ okno aplikacji Terminal i przej$¢ do folderu, w

ktérym znajdujg sie te pliki. Kazde polecenie musi by¢ poprzedzone nastepujgcymi dwoma znakami: S/
(kropka i ukosnik)).

Uzytkownicy systeméw 32-bitowych powinni otworzy¢ okno aplikacji Terminal i zmieni¢ biezgcy katalog
na katalog /media/DT4000G2/linux/linux32$, wpisujgc w wierszu polecenia nastepujgce polecenie:

cd /media/DT4000G 2/linux/linux32 (a nastepnie naciskajgc klawisz ENTER.)
Uzytkownicy systemow 64-bitowych powinni otworzy¢ okno aplikacji Terminal i zmieni¢ biezgcy katalog
na katalog /media/DT4000G2/linux/linux64$, wpisujgc w wierszu polecenia nastepujgce polecenie:

cd /media/DT4000G 2/linux/linux64 (a nastepnie naciskajgc klawisz ENTER.)
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*Uwaga: Jedli system operacyjny nie zataduje automatycznie woluminu pamieci DT4000 G2, nalezy
zatadowaC go recznie w oknie Terminal, uzywajgc polecenia ‘mount systemu Linux. Prawidfowg
sktadnie i opcje polecenia nalezy sprawdzi¢ w dokumentacji posiadanej dystrybucji systemu Linux lub
ulubionej witrynie pomocy technicznej online.

Inicjowanie urzgdzenia (Srodowisko Linux)

Gdy pamie¢ DT4000 G2 zostanie podigczona do komputera i rozpoznana przez system operacyjny,
nalezy jg zainicjowac, aby mozna byto jej uzywac¢. W tym celu otwérz aplikacje [1Terminal (lub okno
wiersza polecenia) i wykonaj nastepujgce kroki:

(Uwaga: W zrzutach ekranu i instrukcjach podanych w tej sekcji w celu pokazania sposobu uzycia
pamieci DT4000 G2 w systemie operacyjnym Linux jest uzywany folder linux32 (wskazujgcy na uzycie
systemu 32-bitowego). Nalezy pamietac, ze w przypadku posiadania 64-bitowej wersji systemu Linux nalezy po
prostu przejs¢ do folderu odpowiedniego dla wersji 64-bitowych, czyli zamiast uzywac folderu dla wersji 32-
bitowych, uzywac folderu linux64, a nie linux32.)

1' Zrnllen. katalog na WOIumInD_T4OOO Gz’ L root@localhost:/media/DT4000 G2 /linux/linux64
wplsu1ag W wierszu p.olecenlla terminala Fle Edit View Terminal Tabs Help
nastepujgce polecenie (tak jak pokazano |irootelocatnost /1# ca /media/ dta000g2/linux/linuxes
na Ilustracji 10 2) [root@localhost linux64]# _

cd /media/DT4000G2/linux/linux32

(Uwaga: W poleceniach i nazwach
folderow (katalogow) jest rozrozniana
wielkoSc¢ liter, a wiec’ ,linux32"” to NIE to
samo, co ’,Linux32”. Sktadnie takze
trzeba wpisac doktadnie tak, jak
pokazano).

llustracja 10.2. Nawigacja w wierszu polecenia

2. Wpisz polecenie Is (skrot od wyrazu list) w wierszu polecenia i nacisnij klawisz ENTER. Spowoduje
to wyswietlenie listy plikéw i/lub folderow znajdujgcych sie w folderze
/media/DT4000G 2/linux/linux32 (lub linux64). Zostanie wyswietlonych pie¢ polecen pamieci
DT4000 G2 (dt4000g2_about, dt4000g2_forgotpassword, dt4000g2_initialize, dt4000g2_login
oraz dt4000g2_logout) jak pokazano na llustracji 10.3.
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root@localhost:/media/DT4000G2/linux/linux64 SN

File Edit View Terminal Tabs Help
[root@localhost /]# cd /media/dt4000g2/linux/linux64

[root@localhost linux64]# 1s
dt4000g2 about dt400092_initialize dt400092 logout

dt4000g2 forgotpassword dt400092_ login
[root@localhost linux64]# _

»

llustracja 10.3. Lista polecen pamieci DT4000 G2
— Te sekcje w Instrukcji opracowano na podstawie 64-bitowej wersji systemu Linux —

3. Aby zainicjowa¢ pamie¢ DT4000 G2, wpisz w wierszu polecenia terminala nastepujace polecenie i
nacisnij klawisz ENTER: ./dt4000 G2_initialize* (Pamietaj, ze w poleceniach jest rozrézniana

wielkosSc liter). Patrz llustracja 10.4.

root@localhost:/media/DT4000G2/linux/linux64 SN

File Edit View Terminal Tabs Help
[root@localhost /]# cd /media/dt4000g2/linux/linux64

[root@localhost linux64]# 1s
dt4000g2 about dt4000g2_initialize dt400092_ logout

dt4000g2 forgotpassword dt400092_ login
[root@localhost 1inux64]# ./dt4000g2_initialize

»

llustracja 10.4. Wykonywanie polecenia pamieci DT4000 G2

4. Po naci$nieciu klawisza ENTER w oknie terminala zostanie wyswietlona umowa licencyjna.
Nacisnij klawisz ‘Y, aby zaakceptowa¢ umowe licencyjng i kontynuowaé. (Uwaga: jesli nacisniesz
klawisz ‘N i nie zaakceptujesz umowy licencyjnej, nastgpi powrét do wiersza polecenia terminala i
nie bedzie mozna kontynuowac procesu inicjowania, dopoki nie powtorzysz kroku 3 i nie nacisniesz

klawisza ‘Y.)

5. Po zaakceptowaniu umowy licencyjnej zostanie wyswietlony monit o wprowadzenie (utworzenie)
hasta, ktore bedzie stuzy¢ do ochrony plikow przechowywanych na bezpiecznej partycji danych.
Utworzone hasto musi spetniacC ponizsze kryteria, aby mozna byto kontynuowac proces inicjowania:

a. Hasto musi zawieraé co najmniej 8 znakéw (maks. 16 znakdéw).
b. Hasto musi zawiera¢ znaki nalezgce do trzech (3) z nastepujacych kategorii:

- WIELKIE LITERY, mate litery, cyfry i/lub znaki specjalne (!, $ itp.).
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6. Gdy zostanie wyswietlony monit o ponowne wprowadzenie hasta, potwierdz je, wprowadzajgc je
ponownie w wierszu polecenia, a nastepnie nacisnij klawisz ENTER. Jesli hasta bedg zgodne,
zostanie wyswietlone powiadomienie o pomysinym zainicjowaniu pamieci DT4000 G2. Jesli hasta
nie beda zgodne, zostanie wyswietlony komunikat wskazujacy, ze nadal jest konieczne poprawne
potwierdzenie hasta. W tym celu powtarzaj kroki od 5 do 6, az potwierdzisz hasto.

Po utworzeniu hasta na pulpicie pojawi sie bezpieczny wolumin (partycja) danych. Bedzie to oznaczac,
ze proces inicjowania zostat pomysinie ukonczony. Mozesz zaczgé uzywaé pamieci DT4000 G2.

*Uwaga: W niektérych dystrybucjach systemu Linux do prawidtowego wykonania polecenn pamieci
DT4000 G2 w oknie aplikacji Terminal sg potrzebne uprawnienia administratora (root).

Uzytkowanie urzgdzenia (Srodowisko Linux)

Po zainicjowaniu pamieci DT4000 G2 mozna uzyska¢ dostep do bezpiecznej partyciji danych, logujgc
sie do niej przy uzyciu hasta utworzonego zgodnie z opisem na stronie 22. W tym celu wykonaj
nastepujgce czynnosci:

1. Otwoérz okno aplikacji ‘“Terminal.

2. Wpisz w wierszu polecenia terminala nastepujgce polecenie: cd
Imedia/DT4000G2/linux/linux32

3. W wierszu polecenia w folderze /media/DT4000G2/linux/linux32$% wpisz nastepujgce
polecenie, aby zalogowa¢ sie do pamieci: ./dt4000g2_login* i nacisnij klawisz ENTER.
(Uwaga: W poleceniach i nazwach folderéw jest rozrézniana wielko$¢ liter, a uzywana skiadnia
musi by¢ dokfadnie taka sama, jak pokazano.)

4. Wprowadz hasto pamieci DT4000 G2 i nacis$nij klawisz ENTER. Po pomysinym zalogowaniu
sie na pulpicie zostanie otwarty bezpieczny wolumin danych i bedzie mozna zaczg¢ uzywac
pamieci DT4000 G2.

Jezeli podczas logowania zostanie wprowadzone btedne hasto, bedzie mozna ponownie sprébowac
wprowadzi¢ poprawne hasto, powtarzajgc krok 3, ale wbudowana funkcja zabezpieczen zlicza
nieudane proby logowania. Po 10 (wstepnie skonfigurowana liczba) nieudanych prébach logowania
pamie¢ DT4000 G2 zostanie zablokowana i przed ponownym jej uzyciem bedzie konieczne
zainicjowanie pamieci przez wykonanie polecenia dt4000g2_forgotpassword. Ten proces umozliwia
utworzenie nowego hasta, ale w celu ochrony poufnosci danych pamie¢ DT4000 G2 sformatuje
bezpieczng partycje danych. Oznacza to, ze wszystkie dane zostang utracone.

Po zakonczeniu procesu dt4000g2_forgotpassword i pomysinym skonfigurowaniu nowego hasta
wbudowany licznik zabezpieczen sledzgcy nieudane préby logowania zostanie zresetowany. (Uwaga:
Pomysine zalogowanie sie przed osiggnieciem maksymalnej liczby prob (w skrécie MaxNoA) takze
spowoduje zresetowanie licznika nieudanych préb logowania).

Po zakonczeniu uzywania pamieci DT4000 G2 nalezy sie wylogowac i zabezpieczy¢ dane. W tym celu
wykonaj nastepujgce czynnosci:

1. Otwoérz okno aplikacji ‘“Terminal.
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2. Wpisz w wierszu polecenia terminala nastepujgce polecenie: cd
Imedia/DT4000G2/linux/linux32

3. W wierszu polecenia w folderze /media/DT4000G 2/linux/linux32$ wpisz nastepujgce
polecenie, aby wylogowac sie z pamieci: ./dt4000g2_logout* i nacisnij klawisz ENTER.
(Uwaga: W poleceniach i nazwach folderéw jest rozrézniana wielko$¢ liter, a uzywana skfadnia
musi by¢ dokfadnie taka sama, jak pokazano.)

4. Wyjmij pamie¢ DT4000 G2 z komputera i umies¢ jg w bezpiecznym miejscu.

*Uwaga: W niektorych dystrybucjach systemu Linux do prawidfowego wykonania polecen pamieci DT4000 G2 w
oknie aplikacji Terminal sg potfrzebne uprawnienia administratora (root).

Pomoc i rozwigzywanie probleméw
Blokada urzadzenia

Pamie¢ DT4000 G2 zawiera funkcje zabezpieczen zapobiegajgcg nieautoryzowanemu dostepowi do
partyciji danych po maksymalnej liczbie nastepujacych po sobie nieudanych préob logowania (w skrécie
MaxNoA). Domysina liczba dozwolonych nieudanych préb to 10.

Licznik ‘blokady zlicza nieudane logowania i mozna go zresetowac na jeden z dwoch sposobow: 1)
logujac sie przed osiggnieciem limitu MaxNoA lub 2) osiggajac limit MaxNoA i formatujgc pamieé.*

Jezeli zostanie wprowadzone nieprawidtowe Login device DT4000G2
hasto, tuz pod polem ‘Hint (Wskazdwka)
zostanie wyswietlony komunikat o btedzie
wskazujgcy na niepowodzenie logowania. Patrz Passmond:
llustracja 10.1.

A Failed to Login: The password is incorrect. Please try again.

Datalraveler®
4000 G2

Po siddmej nieudanej prébie zostanie
wyswietlony dodatkowy komunikat o btedzie
informujgcy o tym, ze pozostaty trzy proby przed Foroot Passwerd
osiggnieciem limitu MaxNoA (ustawionego Contect Information
domysinie na 10). Patrz llustracja 10.2.

® Kingston

Po dziesigtej nieudanej prébie logowania

pamie¢ DT4000 G2 trwale zablokuje partycje llustracja 10.1. Nieudana préba logowania
danych, przez co dalsze uzywanie pamieci

bedzie wymagato jej sformatowania. Oznacza

to, ze wszystkie dane przechowywane w

pamieci DT4000 G2 zostang utracone i trzeba

bedzie utworzy¢ nowe hasto.

To zabezpieczenie ma na celu uniemozliwienie
osobom, ktére nie znajg hasta, podjecia
nieograniczonej liczby prob logowania i
uzyskania dostepu do poufnych danych.
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Jezeli whasciciel pamieci DT4000 G2 zapomni
hasta, zostang zastosowane te same srodki
bezpieczenstwa, w tym formatowanie
urzgdzenia®.

Aby uzyskac wiecej informacji dotyczgcych tej
funkcji, przeczytaj sekcje ‘Nie pamietam hasta
na stronie 25.

Login device DT4000G2

Datalraveler®
4000 G2

Password:

A Failed to Login: The password is incorrect. Please try again,

3 Attempts left before your DT4000 is blocked permanently.

Forgot Password

Contact Information

¥ Kingston

llustracja 10.2. Siédma nieudana préba
logowania

*Uwaga: Sformatowanie urzgdzenia spowoduje usuniecie WSZYSTKICH informacji przechowywanych
na bezpiecznej partycji danych pamieci DT4000 G2.

Nie pamietam hasta

W przypadku zapomnienia hasta mozna
klikngc¢ tacze ‘Reset Password (Resetuj
hasto), ktére jest wyswietlane w oknie
logowania do urzgdzenia po uruchomieniu
programu DT4000 G2_Launcher (patrz
llustracja 10.3).

Ta opcja umozliwia utworzenie nowego
hasta, ale w celu ochrony poufnosci danych
pamie¢ DT4000 G2 zostanie sformatowana.
Oznacza to, ze wszystkie dane zostang
usuniete®.

Po kliknieciu tgcza  Forgot Password (Nie
pamietam hasta) zostanie wyswietlony
komunikat (llustracja 10.4) z pytaniem, czy
chcesz wprowadzi¢ nowe hasto przed
rozpoczeciem formatowania. Na tym etapie
mozna 1) klikng¢ przycisk ‘OK, aby
potwierdzic, lub 2) klikng¢ przycisk  Cancel
(Anuluj), aby wroci¢ do okna logowania.

W przypadku wybrania opcji kontynuowania

Login device DT4000G2

Datalraveler®
4000 G2

Password:

Forgot Password

¥ Kingston

llustracja 10.3. Nie pamietam hasfa
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zostanie wyswietiony morit o utworzene

nOWGQO Ziozonego h aS’fa oraz I"IOWG] In order to protect your data, your DT4000G2 will be formatted and all data will be erased. Do
WS kazéwk| ) N |e trzeba Wype}maé pola \f/you want to enter a new password and format your DT4000G2?

wskazéwki, ale moze to pomoc w
przypomnieniu zapomnianego hasta.

(Uwaga: Wskazéwka NIE MOZE byc¢ taka _ _ _
sama jak hasto pamieci DT4000 G2.) llustracja 10.4. Monit przed formatowaniem

*Uwaga: Sformatowanie urzgdzenia spowoduje usuniecie WSZYSTKICH informacji przechowywanych
na bezpiecznej partycji danych pamieci DT4000 G2.
Konflikt liter dyskow (systemy operacyjne Windows)

Jak wspomniano w sekcji ‘Wymagania systemowe tej instrukcji obstugi (strona 3), pamie¢ DT4000 G2
wymaga dwodch kolejnych liter dysku PO ostatnim dysku fizycznym wyswietlanym przed ‘lukg w
przypisanych do dyskoéw literach (patrz llustracja 10.5). NIE ma to zastosowania do udziatow
sieciowych, poniewaz sg one specyficzne dla profildbw uzytkownika, a nie profilu sprzetu, przez co sg
dostepne dla systemu operacyjnego.

Oznacza to, ze system Windows moze przypisa¢ pamigeci DT4000 G2 litere dysku uzywang juz przez
udziat sieciowy lub sciezke UNC (Universal Naming Convention), co powoduje konflikt liter dysku. Jesli
ten problem wystepuje, nalezy skonsultowa¢ sie z administratorem lub dziatem pomocy technicznej w
celu zmiany przypisania liter dysku w obszarze Zarzadzanie dyskami systemu Windows (wymagane sg
uprawnienia administratora).

2 My Computer, Q@@
File Edit View Favorites Tools Help .','
@ Back ~ ) ? /7 ) Search Folders Elv
Address | § v Bso

System Tasks A

View system information (=" ‘ @, S
5 Add or remove programs N

[ Change a setting

Local Disk {C:) DVYD/CD-RW Drive (D:) Local Disk (E:)

Other Places

& My Network Places

(&) My Documents \.) v @

[ Control Panel

—_—

DT4000G2 (F:) Network Share (G:) Local Disk (H:)

Details

System Folder

llustracja 10.5. M6j komputer

W tym przyktadzie pamie¢ DT4000 G2 uzywa litery dysku F:, ktéra jest pierwszg dostepng literg po
literze E: (przypisang do ostatniego dysku fizycznego przed lukg). Poniewaz litera G: jest udziatem
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sieciowym nieobjetym profilem sprzetu, pamig¢ DT4000 G2 moze podjg¢ prébe uzycia jej jako drugiej
litery, co spowoduje konflikt.

Jesli w systemie nie ma udziatéw sieciowych, ale nadal nie mozna uruchomi¢ pamieci DT4000 G2,
prawdopodobnie konflikt powoduje inne, wczesniej zainstalowane urzgdzenie, do ktérego przypisano
litere dysku (np. czytnik kart lub dysk wymienny).

Funkcja zarzgdzania literami dyskow zostata znacznie ulepszona w systemach Windows Vista i 7, wiec
powyzszy problem moze nie wystgpi¢, ale jesli konfliktu nie mozna rozwigzaé, nalezy skontaktowac sie
z dziatem pomocy technicznej firmy Kingston w celu uzyskania dalszej pomocy.

Komunikaty o btedach

Unable to create file (Nie mozna utworzy¢ pliku) — Ten komunikat o btedzie jest wyswietlany podczas
préby utworzenia pliku lub folderu na bezpiecznej partycji danych po zalogowaniu sie w trybie tylko do
odczytu.

Unable to create file x|

'i Unable to create the file 'New Text Document. bxt'
L

The media is write protected.

llustracja 10.6. Bfad Unable to Create File (Nie mozna utworzy¢ pliku)

Error Copying File or Folder (Bfgd kopiowania pliku lub folderu) — Ten komunikat o biedzie jest
wyswietlany podczas proby skopiowania pliku lub folderu na bezpieczng partycje danych po
zalogowaniu sie w trybie tylko do odczytu.

Error Copying File or Folder x|
@ Cannot copy Filel: The disk is write-protected.

Remove the write-protection or use another disk.

llustracja 10.7. Biad Error Copying File or Folder (Btad kopiowania pliku lub folderu)

Error Deleting File or Folder (Btad usuwania pliku lub folderu) — Ten komunikat o btedzie jest
wyswietlany podczas préby usuniecia pliku lub folderu z bezpiecznej partycji danych po zalogowaniu
sie w trybie tylko do odczytu.

Nr dokumentu: 48000127-001.A04 DataTraveler® 4000 G2 Strona 28 z 29



K Kingston

Error Deleting File or Folder x|

@ Cannot delete Filel: The disk is write-protected.

Remove the write-protection or use another disk.

llustracja 10.8. Bfad Error Deleting File or Folder (Bfgd usuwania pliku lub folderu)

W przypadku zalogowania sie w trybie tylko do odczytu i koniecznosci odblokowania pamieci z petnymi
uprawnieniami do odczytu/zapisu na bezpiecznej partycji danych nalezy wytgczy¢ pamie¢ DT4000 G2 i
zalogowac sie ponownie, usuwajgc przed uwierzytelnieniem zaznaczenie pola wyboru Read-Only Mode
(Tryb tylko do odczytu).
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TECHJNOLOGY

PykoBoacTtBo nonb3oBaTtensa USB-Hakonutens
DataTraveler® 4000 G2

Datalraveler
4000 G2

F\PS 140-2 .
)

¥ Kingston
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OrnaBneHue

TOCO JAHHOM PYKOBOACTBE

B HacTodwem pykoBoacTBe cogepxutcs uHgpopmauma o USB-HakonuTene DataTraveler® 4000 G2
(nanee - DT4000 G2), ceptucmumnpoBaHHoM Ha cooTBeTcTBMe TpeboBaHusim ctaHgapTta FIPS wu

CO34aHHOM Ha OCHOBAHUM 3aBOACKOM KOHurypaumm 6e3 agantaumii.

CucremMHble TpeboBaHuA

Mnatdopma MK

* [lpoueccop Pentium Il unn
aHanornyHbln (Mnu 6onee GbICTPLIN)

* 15MB cBO6OAHOrO NPOCTPaHCTBA Ha
Ancke

* Cob6ogHbin pasbem USB 2.0/3.0

* [1Be nocnepytowme OyKBbI
0603Ha4YeHns NPUBOAOB nocre
nocrnegHero u3n4eckoro npueoaa
auncka*

NMopnepxnBaemMble onepaumoHHble
cucrtembl MK

e Windows® 8, 8.1

(RT He nopaepxuBaeTcs)
*  Windows® 7 (SP1)
«  Windows® Vista (SP2)

NMnartdopma Mac

* 15MB cBO6OAHOrO NPOCTPaHCTBA Ha

I'Io.qp.ep)KKa onepaunoHHbLIX CUCTEM

* Mac OS X 10.8.x-10.10x

auncke
e USB 2.0/3.0
PekomeHpauun

YToObl NpOBEPUTHL HAaNMM4YMe 4OCTAaTOYHOro NuTaHusa ans Hakonutena DT4000 G2, ero cneagyeTt

BCTaBUTb Hanpsmyto B nopT USB HoyTbyka unm HacTonbHOro KOMMbOTEPA, Kak Noka3aHo Ha Puc. 1.1.

He cnepyet nogkniovate Hakonutens DT4000 G2 k kakum-nnbo nepmncepuinHbiM yCTPOUCTBaM,
umetowmm nopt USB, TakMm Kak KnaBuaTypa UM KoHUeHTpaTop ¢ nutaHnem vyepes USB, kak

n3obpaxeHo Ha Puc. 1.2.

HokymeHT Ne 48000127-001.A04 DataTraveler® 4000 G2

Ctp. 213 30



K Kingston

Puc. 1.1 — PekomeHdyemMbIli cnocob Puc. 1.2 — He pekomeHdyemcsi

noodknroYyeHus

*Mpumeyvarue: cMm. ‘KoHgriukm byke npusoda’ Ha cmp. 26.

HacTtpouka (cpega Windows)

1. BctaBbTe Hakonutenb DT4000 G2 B cBOOOAHbLIN

Click here for status.

nopt USB Ha HoyTByKe nnu HacTonbHOM [ ‘| Installing device driver software

KoMmnbloTepe u goxamtecs, korga Windows
oBGHapyXuT ero.

=N

B cnyyae OC WldeWS Vista nossuTCA Puc. 2.1 - HaiideHo Hoeoe o6opydosaHue
coobLLeHMe ApaliBepa yCTPONCTBa, Kak (Windows Vista)
NnokKa3aHo Ha Puc. 2.2.

B cnyyae OC Windows 7 nossutcs
coobuieHre gpariBepa yCTPOMCTBA, Kak [ ‘| Installing device driver software

Click here for status.

nokasaHo Ha Puc. 2.2.

=N

Mocne obHapyxeHus HoBoro o6opyaoBaHns 3
Windows npeanoxuT HayaTb NpoLece Puc. 2.2 - Yemaroexa dpaiieepa

MHULManu3auun.

ycmpolicmea
(Windows 7)

Y nonb3oBaTtenen Windows Vista nossutcsa
OKHO aBTO3anycka, Hanogobue Toro, KOTopoe
n3obpaxeHo Ha Puc. 2.3.

Y noneb3oBatenen Windows 7 Ha akpaHe
NOSIBUTCS OKHO aBTO3anycka, Hanogobue Toro,
KOTOpOe nokasaHo Ha Puc. 2.3.
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2. Bblbepute onumto ‘Run DT4000 G2_Launcher.exe’.

Ecnn Windows He oTob6paxaeT OkHO aBTO3anycka,
MOXHO OTKpbITb Auck CD-ROM (Puc. 2.4)
3anycTuTb BpyYHYyto nporpammy DT4000
G2_Launcher. lNpu aToMm Takke 3anycTuTca
npouecc nHMumanuasaummn.

| B S
@) [® [#3 ][ search DVD RW Drive o
Organize v Bumto disc =~ 0 @

Files Currently on the Disc

¢

l .(. ,/ /
| e
o

Support autorun.inf DT4000G2_Launc
her.exe

L3

Puc. 2.4 — Codepxumoe DT4000 G2

[ & AutoPlay l = -i&l‘
» DVD RW Drive (I) DT4000G2
]

[] Always do this for software and games:

Install or run program from your media

. " Run DT4000G2_Launcher.exe
\/ Published by Kingston Technology Co
General options
Open folder to view files

View more AutoPlay options in Control Panel

Puc. 2.3 - OkHO aemo3anycka
(Windows Vista/7)

(MpumeyvaHue: onyuu MeHIO 8 OKHe
asmoa3sarycka 3asucsim om
yCMaHOB/IEHHbIX 8 KOMIMbIomepe
npozgpamm. DyHKUUS asmoa3arycka
asmomamu4ecku 3arycmum rnpoyecc
UHUYyuanusayuu.)

MHuumanusauyua yctpouncrtea (cpeaa Windows)

1. BbibepuTe A3bIk B packpbiBatoLemcs MeHio v wenkHnte ‘Next (Janee) (Puc. 3.1.)

-
Device Initialization - DT4000 G2

ORORORC

Language

Datalraveler®
4000 G2

Select Language: English

¥ Kingston

oLoOaG

~

Puc. 3.1 — Bbibop s3bika
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2. O3HaKOMbTECH C NULEH3NOHHLIM cornalwieHmem u wenkHute ‘Next (Janee) (Puc. 3.2.)
(Mpumeyvarue: dns npodosrmkeHUss He0bxo0dUMO NPUHSAMb JIUUEH3UOHHOEe coalaweHue; 8
rnpomusHom cry4ae kHorka [INext’” 6ydem ocmaeambcs HeakmueHoU.)

-
Device Initialization - DT4000 G2

Datalraveler®
4000 G2
1)@ () (a
License Agreement
SOFTWARE LICENSE AGREEMENT -

IMPORTANT - READ CAREFULLY:

THIS SOFTWARE LICENSE AGREEMENT ("Agreement”) is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
(*Kingston®). This Agreement relates to the software accompanying
this Agreement, which indudes computer software and may indude
associated media, printed materials, and "online" or electronic -

Q@ Accept Dedline

~ Kingston

Puc. 3.2 — JluyeH3uoHHOe coaslawieHue

3. Cospante naponb ANns 3awWwuThl AaHHbIX, XpaHsawmxcs Ha HakonuTtene DT4000 G2. Beegute
naponb B none ‘Password (lMaporsb), 3aTem NOBTOpPHO BBeauTe ero B none ‘Password Confirmation
(lModmeepxGeHue naposis)’, kak nokasaHo Ha Puc. 3.3. [Ina npogosmkeHus npouecca
WMHULMANM3aumm co3gaHHbIn Naponb AOIMKEH YOOBNETBOPATE CNeayoLWwmM YCNoBUAM:

1. NMaponk gomkeH cogepxatb He MeHee 8 cuMBOonoB (40 16 cMMBOMOB).
2. MNaponb JOMmKeH coaepxaTb CUMBOIbI, OTBeYaLwue 3 (Tpem) cnegyowmm Kputepusam:

- BHAKV BEPXHEIO PEIMMCTPA, 3Haku HUXHEro pernctpa, umdpbl u (Mnm)
cneumnanbHble 3Haku (!, $, n 1.n.)

lMonb3oBaTenb MOXeT TaKXe BBECTU NOACKa3Ky AfS Napons, HO 3TO MNofne He ABMNSeTCs
oba3aTenbHbIM ANA 3anonHenns. one ¢ noackaskon MoXeT NCNOoMNb30BaTbCA ANS TOro, YToobl
nony41Tb NOACKAa3Ky ANs BOCCTAHOBIEHUS Napons, ecnun nonb3oBatens 3abbin ero. (MpumeyaHue:
nodckaska HE JOJ/IXKHA siensimbcsa camMum naposem.)
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Device Initialization - DT4000 G2

®
Datalraveler
<4000 G2

1) (2) 3) (4
Password
8pa$word: o000 RNNPS
* Password Confirmation: ecosceece

0 Password Rules

Hint: Pwd Hint

*Mandatory field

" Kingston

Puc. 3.3 — YcmaHoeka napousisi

4. BBeaute KOHTaKTHYy WHopmauuio B COOTBeTCTBylWME OkHa (cMm. Puc. 3.4) ([MpumevaHue:
esodumas 8 amu nons uHgpopmayus HE JOJIXKHA codepxxamb naposib, co30aHHbIU 8 nyHKme 3.
HaHHbie nons sendomcs 00NOAHUMEbHbIMU, MPU XefaHUuu UX MOXHO He 3arosiHsamsb.)

* MNone ‘Name (Mms) moxeT copgepxatb A0 32 CMMBOSOB, HO OHO He LOSMKHO
coepxaTb TOYHOro NOBTOPEHUs Naponsi.

* MNone ‘Company (KomnaHusi) moxeT cogepxaTb A0 32 CMMBOSIOB, HO OHO He
OOJDKHO coaepaTb TOYHOro NOBTOPEHUA Napons.

* MNone ‘Details (QononHumensbHas uHpoOpmauus) MoxeT cogepxaTtb Ao 156
CMMBOJIOB, HO OHO He JOJMKHO coaepkaTb TOYHOro MOBTOPEHMUA Napons.
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Device Initialization - DT4000 G2
®

Dlellellge\V==g
2000 G~

Contact Information

Name: Test Name
Company: Test Company
Details: Test Details & Other Info

" Kingston

Puc. 3.4 — KoHmakmuasi uHghopmayusi

5. WenkHuTe ‘Finish (3asepwumsb) ons 3aBepLUEHNs NpoLecca nHMumManusauum yCcTpomncTaa.

DT4000 G2 HauHeT chopmaTupoBaTh 3alUULLEHHbIN pasgen gaHHbix (Puc. 3.5), nocne 3aBeplueHus
npouecca nosiBUTCS COOTBETCTBYOLEee coobueHmne (Puc. 3.6.)

> lNpumeuyaHue: ecnu nonb3oBaTenb He UMeeT NpaB aAMUHUCTpaTopa, npoueaypa
- ‘Format’ MoxeT 3aHATbL 0OAHY MUHYTY.*

6. WenkHute ‘OK onst npogormkeHuns.
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-

Format - DT4000 G2
| DoroTrc:veIer‘“’
4000 G~2

Formatting DT4000 G2 (I:)...

Datalraveler®
4000 G2

Format Complete.

¥ Kingston ¥ Kingston

Puc. 3.5 - dopmamupoeaHue DT4000 G2 Puc. 3.6 - dopmamupoesaHue 3agepuweHo

MHuunanunsaumnsa sasepLieHa.

*[pumeyaHue: 3ampadugaeMoe 8peMs 3agucum om xapakmepucmuk cucmemMHo20 obopydoeaHus u
emKkocmu Hakonumessa DT4000 G2.
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dxkcnnyartauusa yctpouctsa (cpepa Windows)

N

Mocne nHnymanmnsaunm Hakonutena DT4000 ("Login deviee DT4000 G2

G2 nonb3oBaTernb MOXET NOMAY4YnTb AOCTYN K ®
3alUMLLEHHOMY pa3aeny AaHHbIX U Dotg—lgggell;eer

ncrnonb3oBaTb PYHKUMN YCTPOUCTBA,

BbIMOMHMB BXOA, CO CBOMM naponem. [ns Password:
3TOro HeoBXOAMMO BbINOMHUTL CreaykoLmne
JENCTBUS:

1. BcraBbTe yctponctso DT4000 G2 B nopTt

USB HoyTbyka unu HactonbHoro MK n S—
BBeauTe napons (CM. Puc. 4.1). Contact Information Read-Only Mode
e HabepwuTe naposb 1 LWENKHUTE Mo = Kingston

kHonke ‘Login (Boimu), 4Tobbl

NPOAOCITKUTD. Puc. 4.1 — OkHo exo0a

* Ecnu BBegeH npaBunbHbIM Naporb,
HakonuTenb DT4000 G2 6yget
pa3brnoknpoBaH, 1 NonNb3oBaTenNb
MOXET NPUCTYNUTb K ero
NCNOSIb30BaHMIO.

* Ecnu BBegeH HenpasuibHbIM Naposb HenocpeacTBeHHO nog nonem ‘Hint (Modcka3ska)
nosisutcs coobuieHme o6 owmnbke, ykasbiBatoLLlee Ha HenpaBubHblE 4ENCTBUS NpU

BXoae.

(MPUMEYAHMUWE. Ecnu e npouecce exoda 88600umcs HerpasusibHbIl naposib, MNob308amersio
npedocmasrisiromcs O0noAHUMesIbHbIe 803MOXHOCMU 88€CMU MPasusibHbIU naposib, 0OHaKo
npedycmompeHa (hyHKUUS 3auumal, Komopasi omcriexueaem Hucsio nonbimok besycrnewHo20 exoda™.
Ecnu amo 4ucno docmuzaem 3adaHH020 3HavyeHus (10 6e3ycriewHbiX NonbIMOoK), ycmpoucmeo
DT4000 G2 6ydem 3abriokupogaHo, u 05id e2o OarnbHelwez20 ucrnonb308aHusi nompebyemcs
gpopmamuposaHue pasdena 3awjuuieHHbIx 0aHHbIx. TO O3HAYAET, YTO BCE JAHHBbIE,
COXPAHEHHbIE HA YCTPOUCTBE DT4000 G2, BYQYT YAAJIEHbI. Bonee nodpobHo 06 amom
cm. 8 pasderne ‘briokuposka ycmpolcmea’' Ha cmp. 24.

2. Tlonb3oBaTtenb MOXeT pas3bnoknpoBaTth pa3gen 3alMLeHHbIX AaHHbBIX B peXUMe "TONbKO YTeHne",
MHOrga oH HasbiBaeTca “write-protect mode” ("3awmiweHHbIn pexum ans YteHus"), Belbpas none ¢
Ha3BaHueMm ‘Read-Only Mode (Pexxum "monbko ymeHue") nepen BXOAOM B yCTpoucTBo. [locne
BXO[a B pexuMme "TOMNbKo YTeHne" ansa nonb3oBatens dyageT npegocraBneHa BO3MOXHOCTb
npocmatpumBaTtb cogepxumoe DT4000 G2, HO B 9TOM peXrMMe HET BO3MOXHOCTM OOHOBNATD,
N3MEHATb NN yaanaTb 3To cogepxumoe. (lpumeyaHue: 8 pexume "mMosibKo YmeHue" 8 MeHKo
ycmpotcmea DT4000 G2 Hem ¢yHKyuu chopmamuposaHusi, cm. cmp. 10.)
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Ecnu nonb3oBaTtenb BbLIMNOMHUMA BXOA4 B peXuMe "TONMbKO YTEHMEe" M ecrim OH Xo4eT pasbnokumpoBaTb
YCTPOMCTBO, YTOObI NOMYYMTb MOMHbIA OOCTYN Ha YTEHWE M 3anncb B 3alUULLLEHHOM pasfene AaHHbIX,
Heobxoanmo oTkno4unTb ycTporcteo DT4000 G2 (cm. cTp. 11) n 3aTem CHOBa BbINOMHUTL BXOA, ‘HE
ycTaHaBnuBeas oraxokK B OKOLLKe "Pexnm "Tonbko YTeHne" BO BpeMs BhINOMHEHNSA BXOAa.

* B criyqae 8bIrnofIHeHUs ycrewHo20 8xoda cyemyuk Kosiuyecmea 6e3ycreuwHbiX nonbimokK
cbpacbisaemcs.

PyHKUum ycTtpounuctia (cpeaa Windows)

[Mpn Bxoge B yCTPOMCTBO B NpaBoMm yriny naHenu 3agad Windows nosiBnsercsa nukrorpamma
yctponcTtea ‘DT4000 G2 (Puc. 5.1.) (lpumeyaHue: nonb3oeamernsam OC Windows 7 HyxHO bydem
wesiIKHymsb 1o KHOrMKe co cmpesikol egepx 0519 mo2o, 4mobbl nonydums 0ocmyn K MUKmMozpamme
‘DT4000 G2’ (Puc. 5.2.)

Mocne ogHokpaTHoro wenyka no nuktorpamme DT4000 G2 nosBnseTcs cnegytoliee MeHio:

2 DT4000 G2 Settings
|3 Browse DT4000 G2
i@ Format DT4000 G2 w 2
& Online Support

o € @ About DT4000 G2

(@) shut down DT4000 G2

Customize...

L 8 T o =)
Puc. 5.1 — Mukmozpamma DT4000 G2 e naHenu Puc. 5.2 — lMukmoepamma DT4000 G2 e naHenu
3aday 3aday

Hactpoinkn DT4000 G2

* [losBonseTt namMeHATb Naponb u (Mnu) noackasky (Puc. 5.3)
* T[lo3sBonsieT fobaBnaTbL/MpoCcMaTpPMBaTb/U3MEHATL KOHTaAKTHYIO UHopMauumio (Puc. 5.4)
* [losBonseT naMeHATb BblbpaHHbIv A3bIK (Puc. 5.5)

(MpumeyaHue: u3 coobpaxeHuli 6be3onacHocmu 0O o0bHoeneHus u (unu) modugpukauyuu AaHHbIX
Hacmpoek Heobxo0um eeod naposns ycmpoticmea DT4000 G2.)
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Settings Settings

Datdlraveler® Datdlraveler® Datdlraveler®
4000 G2 4000 G2 4000 G2

Password ‘C:mtad nfomation | Lanauace | Password | Contact Information ‘LAF\DJAGE | Password | Cortact Infomation  Language |

* Current P: d:
rTent Passwor Name: TestName Select Language: Engish -

* New Password:

Company: Test Company

* Password Confirmation:

o Password Rules Details: Test Details & Other Info

Hint: Pwd Hint

*Mandatory field

# KingstonC_> ) @

L [ )

Puc. 5.3 Puc. 5.4 Puc. 5.5
UN3meHumb naponb Koumakmuas uHopmayusi Bbi6pamb s13bIK

MpocmoTp coaepxmmoro DT4000 G2

* [losBongser npocMmaTpumBaTb coaepXxXnmoe 3allneHHOoro pasaena gaHHblX nocrie Bxoaa

dopmaTtuposaHue DT4000 G2* Format - DT4000 G2
* T[losBonaeT opMaTUPOBaTh 3aLLMLLEHHbIN 4000 G2
pasaen AaHHbix (MpeaynpexaeHue: Bce o ormat e Gk o,k G 10 2o ek A,

AaHHble 6yayT yaaneHsbl.) (Puc. 5.6)

Your password is required to complete format.

Password:

NMoppnepxka yepe3 UHTepHeT (HeobGXxoamm AocTyn
B ceTb NIHTepHeT)

* Kingston

* OrtkpbiBaeT MHTepHeT-6pay3ep v BbINONHAET
nepexod Ha cant
http://www.kingston.com/support/, rae MO>XHoO Puc. 5.6 — MpedynpexdeHue o
NnoslyYmTb AOCTYN K AOMNONHUTENBHOM ¢opmamupoeaHuu
MHOpMaUUK, CBA3aHHOW C NOLAEPKKON

O Hakonutene DT4000 G2

* [lpegocTaBnseT BO3MOXHOCTb NOMNYyYNUTb
nHcpopmauyuio o6 yctponctee DT4000 G2,
BKITHOYAsi UHCpOpMaLMIO O MPUNOXEHUN U
Bepcun BcTpoeHHoro N0 (Puc. 5.7)
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OTknroyeHne DT4000 G2 About - DT4000 G2
Datalraveler®
* B LUTATHOM pexuMe OTKMIoYaeT YCTPONCTBO 4000 G2
DT4000 G2, 4tobbl 6e3onacHo yaanuTb ero 13 o BT Kvgsion Temelogy Compary e
CUCTEMBI

Modules Version Information

DT4000 G2 K40 000FFE23C7ECBF 1080000102
Application K4.0.0.5

FW Version 3.05

Crypto Library FW 1.00

¥ Kingston

Puc. 5.7 — O Hakonumene DT4000 G2

*MNpumeyvarue: 8 Windows Vista u e Windows 7 Heobxodum naposib 0ns DT4000 G2

-KoHeu pasgena Windows-

HacTtpowuka (cpeaa Mac)

BcrasbTe HakonuTene DT4000 G2 B cBo6oaHbIN nopT USB Ha
HoyTbyke nnu HacTonbHoM [K n goxautecs, koraa OC Mac
obHapyxuT ero. Korga aTo nponsonaeT, Ha 3KpaHe NOoSIBUTCS

nsobpaxenne Toma DT4000 G2, cm. Puc. 6.1. e
1. OBaxabl LWenkHUTEe noO nNWKTOrpaMme KOMMakT-Amcka
DT4000 G2. Puc. 6.1 - DT4000 G2
2. [Baxabl wenkHute no otobpaxaemon B OkHe nanke Mac,
CM. Puc. 6.2.

3. [Osaxgbl wenkHuTe nuktorpammy npunoxeHuna DT4000 G2 B okHe,
cM. Puc. 6.3. 3anyctutcsa npouecc nHnynanmsawmu.
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LN J DT4000G2

@
autorun.inf DT4000G2_Launcher.exe . ]
7'\/

4

DT4000G2_Launch
er
linux Mac

rr_moved Support

Puc. 6.2 — Codepxxumoe DT4000 G2 Puc. 6.3 — lNpunoxenue DT4000 G2

AL iraveliel

4000 G2

MHuumanusauyua yctpouncrtea (Cpega Mac)

1. BbibepuTe A3bik B packpbiBatoLemcs MeHto v wenkHute [1Next (Janee) (Puc. 7.1.)
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Device Initialization - DT4000 G2

Datalraveler®
4000 G2
Language
Select Language: English Z]
= Kingston

Puc. 7.1 — Bbibop s3bika

2. O3HaKOMbTECH C NULEH3MOHHbIM cornalleHnem u wenkHute no ‘Next (Janee) (Puc. 7.2).
(Mpumeyarue: Ons npodosmkeHUss He0bxo0dUMO NPUHSAMb JTUUEH3UOHHOEe coalaweHue; 8
npomusHom criy4dae kHorka ‘Next’ 6ydem ocmagambcs HeakmugHoU.)

Device Initialization - DT4000 G2

Datalraveler®
400

0 G2
1)@ () (4

License Agreement

SOFTWARE LICENSE AGREEMENT
IMPORTANT - READ CAREFULLY: O

THIS SOFTWARE LICENSE AGREEMENT ("Agreement") is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying

this Agreement, which includes computer software and may include 4
associated media, printed materials, and "online" or electronic v

() Accept @ Decline

7 Kingston e

Puc. 7.2 — JluyeH3uoHHOe coaslauieHue

3. CospanTte naposnb ANns 3awWuThl AaHHbIX, XpaHswmxcs Ha HakonuTtene DT4000 G2. Beegute
naponb B none ‘Password (lMaposb), 3aTem NOBTOpHO BBeauTe ero B none ‘Password Confirmation
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(lModmeepxGeHue naposis)’, kak nokasaHo Ha Puc. 7.3. [Ina npogosmkeH1s npouecca
HMLUManM3aummn co3gaHHbli Naposib AOMKEH YAOBNETBOPATL CNEAYHOLNM YCNOBUSAM:

1. NMaponb gomkeH cogepxatb He MeHee 8 cuMBOnoB (40 16 cMMBONMOB).
2. MNaponb JOMmKeH coaepxaTb CUMBOIbI, OTBeYaKLwue 3 (Tpem) cnegyowmm Kputepusm:

- 3HAKM BEPXHEIO PEIMMCTPA, 3HakM HwkHero peructpa, uudpbl u (unm)
cneumnanbHble 3Haku (!, $, n 1.n.)

Monb3oBaTenb MOXET TaKkKe BBECTW MNOACKA3Ky QA Napons, HO 3TO Mofne He sBnseTcs
oba3aTtenbHbIM AN 3anonHeHus. [lone ¢ NOACKas3Kon MOXeT MCNonb3oBaTbCs AMS TOro, YTobbl
nony41Tb NOACKa3Ky ANsi BOCCTAaHOBMEHWS Napons, ecnu nons3osatenb 3abbin ero. ([MpumeyaHue:
nodckaska HE JOJ/IXKHA siensimbcsa camMum naposem.)

Device Initialization - DT4000 G2

Datalraveler®

4000 a2

1) (2) (3) (4

Password

* Password: ssccsscee

* Password Confirmation: ssccssccse
Password Rules

Hint: Pwd Hint

* Mandatory field

" Kingston

Puc. 7.3 — YcmaHoeka napousisi
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4. BBeaute KOHTaKTHYK WHopmauuio B COOTBETCTBylLWME OkHa (cMm. Puc. 7.4) ([MpumedaHue:
esodumasi 8 amu nons uHgpopmayus HE JOIJIXKHA codepxxamb naposib, co30aHHbIU 8 nyHKme 3.
HaHHbie nons sendomcs 00NoHUMEbHbIMU, MPU XefaHUuu UX MOXHO He 3arofiHamsb.)

* MNone ‘Name (Mms) moxeT copgepxatb A0 32 CMMBOSOB, HO OHO He LOSMKHO
coepxaTb TOYHOro NOBTOPEHUs Naponsi.

* MNone ‘Company (KomnaHusi) moxeT cogepxaTb A0 32 CMMBOSIOB, HO OHO He
OOJDKHO coaepXaTb TOYHOro NOBTOPEHUA Napons.

* MNone ‘Details (HononHumensbHas uHpoOpmayus) MoxeT cogepxaTtb Ao 156
CUMBOJIOB, HO OHO He JOJXKHO COep)KaTb TOYHOro NOBTOPEHUsI Napors.

Device Initialization - DT4000 G2

Datalraveler®
2000 G~2

Contact Information

D Test Name
- Test Company

Test Details & Other Info
Details:

# gingston

cLoaGyY

Puc. 7.4 — KoHmakmHasi uHghopmayusi

5. WenkHuTe ‘Finish (3asepwums) 0ns 3aBepLUeHNs NpoLecca nHMumManusauum yCcTpomncTaa.
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DT4000 G2 HauHeT chopmaTupoBaTh 3alUULLEHHbIN pasgen gaHHbix (Puc. 7.5), nocne 3aBepLueHuMs
npouecca nosBUTCS CooTBeTCTBYOLWEee coobleHne (Puc. 7.6.)

6. WenkHute ‘OK onst npogormkeHmns.

Format - DT4000 G2 Format - DT4000 G2

s Datalraveler®
Da tg_gggeﬁlear 4000 G2

Formatting DT4000 G2 ... Format Complete.

 Kingston F———

7 Kingston

Puc. 7.5 - ®opmamupoegaHue DT4000 G2 Puc. 7.6 — dopmamupoeaHue 3a8epuweHo

MHuunanunsauunsa sasepLieHa.
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MUcnonb3oBaHue yctpouctsa (cpeaa Mac)

Nocne numnumanusaunm Hakonutens DT4000

G2 nonb3oBaTenb MOXeT NONyYnTb AOCTYM K F°'mat'°°° - - ar®
ncrnonb3oBaTbh PYHKUMN YCTPOUCTBA,
BbINOSTHNB BXOZ CO CBOMM naposiem. [ns

3TOro HeobxoaUMO BbINOMNHUTL creaytowme
JEencTBuS:

Password:

Hint

1. BcraBbTe yctponcteo DT4000 G2 B nopt
USB HoyTbyka unu HactonbHoro MK n D
BBEAUTE napornb (CM. Puc. 8.1). L ) Read-Only Mode

= Kingston

2. Habepute naponb 1 LWENKHUTE MO KHOMKEe
Login (Botimu), 4To6bl NPOAOIIKUT.
Puc. 8.1 — OkHo e8xoda
* Ecnu BBegeH npaBurbHbLIN Naporsb,
HakonuTenb DT4000 G2 6yget
pa3bnoknpoBaH, 1 Nosnb3oBaTenb
MOXeT NPUCTYNNTb K ero
NCMONb30BaHMIO.

* Ecnu BBegeH HenpaBunbHbIW Naporb,
HenocpeacTBeHHO noAa nonem Hint
(Modckaska)nossutcs coobLueHne 06
owmnbke, ykasbiBatoLLiee Ha
HenpasuWibHble 4ENCTBUS NPWU BXOAe
(c™m Puc. 8.2.).

(MPUMEYAHUE. Ecnu e npouyecce exolfa 6800umcs HerpasuilbHbIl Maposib, [[10/1b308aMerto
npedocmasrnisitomcs  Q0roAHUMeEsbHbIE  803MOXHOCMU 88€CMU  MpasusbHbIl  1aposb, O0OHaKo
npedycmompeHa (hyHKUUS 3auumal, Komopasi omcriexueaem Hucsio rnornbimok besycrnewHoz2o exoda™.
Ecnu amo 4ucno docmuezaem 3adaHHO20 3HadeHusi (10 6e3ycriewHbiX MonbIMOoK), ycmpoucmeo
DT4000 G2 6ydem 3abriokupogsaHo u u Onsi e20 OanbHellwe20 UCnonb308aHus rompebyemcsi
opmamuposaHue pasdena 3awjUUieHHbIX O0aHHbix. 3TO O3HAYAET, YTO BCE [OAHHBIE,
COXPAHEHHbBIE HA YCTPOUCTBE DT4000 G2, 6YQYT YOAJIEHbI. Gonee nodpobHo 06 smom
cm. 8 pasderne [1bnokuposka ycmpoticmea’ Ha cmp. 24.

3. TlNonb3oBaTtenb MOXeT pa3bnoknpoBaTb pasaen 3allULEHHbIX OaHHbIX B peXumMe "TONbKO YTeHue",
MHOrga oH HasbiBaeTcd “write-protect mode” ("3awmweHHbIn pexumM ans yYteHus"), Bolbpas none ¢
Ha3BaHuem Read-Only Mode (Pexum "monbko ymeHue") neped BxogoMm B ycTponcTtso. [locne
BXo4a B pexume "TOnbKo 4TeHue" ans nonb3oBatensd OygeT npegocTaBfieHa BO3MOXHOCTb

HokymeHT Ne 48000127-001.A04 DataTraveler® 4000 G2 Ctp. 18 n3 30



K Kingston

npocmatpmBatb cogepxumoe DT4000 G2, HO B 3TOM pexuMme HeT BO3MOXHOCTU OOHOBMATD,
N3MEHATb NN yaanaTe 370 cogepxumoe. (lpumeyaHue: 8 pexume "MorbKO YmeHue" 8 MeHIo
ycmpotcmea DT4000 G2 Hem ¢pyHKyuu chopmamuposaHusi, cm. cmp. 10.)

Ecnu nonb3oBaTtenb BbLIMNOMHUMA BXOA4 B peXxuMe "TONMbKO YTEHMe" M ecrim OH xoyeT pasbnokumpoBaTtb
YCTPOMCTBO, YTOObI NOMYYMTb MOMHbIA OOCTYN Ha YTEHWE M 3anncb B 3alUULLLEHHOM pa3sfene AaHHbIX,
Heob6xoanmMo oTKMYMTL ycTporcTBo DT4000 G2 1 3aTem CHOBa BbINOMHUTL BXOA, [/HE ycTaHaBnueasi
ornaxok B oKoLUKe "Pexnm Tonbko YTeHne" BO BpeMsi BbINOMHEHUSA BXOoAa.

* [MpumeyaHue: B criyyae 6bIMOSIHEHUS ycriewHo20 exola cyemuyuk kKonudyecmea 6e3ycriewHbiX
rnonbImokK cbpackigaemcsi.

dyHKkuum yctpouctsea (Cpena Mac)

Mpwn Bxoge B yCTpONCTBO nosiBUTCA nNuktorpamma ‘DT4000 G2_Launcher', pacnonaratoLiascs B CTpOKe
Mac OS X Dock, cm. Puc. 9.1:

DT4000G2_Launcher

HOOUPEIRG I XRKRETOOFIE

Puc. 9.1 — lNukmoepamma DT4000 G2 e cmpoke Mac OS X Dock

Ecnv yoepxusas HaxaTtou knasuily ‘control WenkHyTb no ,
‘ DT4000 G2 Settings
nuktorpamme ‘DT4000 G2_Launcher, 6ynet oTobpaxaTbCa MEHHO, Browse DT4000 G2

n3obpaxeHHoe Ha Puc. 9.2 cripaga. Format DT4000 G2
Online Support

About DT4000 G2
Shut down DT4000 G2

Options >

- Show All Wind
HacTpounku DT4000 G2 Hi(;)ew indows

Quit

* [losBonseT nameHATb Naposb 1 (Mnn) nogckasky (Puc. 9.3)
* [losBonseT gobasnaTb/NpocMaTpmBaTb/U3MEHATD Puc. 9.2

KOHTaKTHYt0 UHdopmauuio (Puc. 9.4) Onuuu DT4000 G2
* [lo3BonseT n3aMeHATb BblbpaHHbIN A3bIK (Puc. 9.5)
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Settings Settings

Settings

Datalraveler® Datdlraveler® Datdalraveler®
4000 G2 4000 G2 4000 G2

WZEEEN contect Information  Language UGG Contact Information RGNS

* Current Password: Name:

* New Password:

* Password Confirmation: Company:

© pessvod rues Details:

Hint:
* Mandatory field

Password  Contact Information [JIETFTR

Select Language: English -]

Apply Cancel o = ! 0 Apply Cancel

Puc. 9.3 Puc. 9.4
UsmeHumsb naponb KoHmakmHas uHgpbopmayusi

Puc. 9.5
Bbi6pamb s13bIK

(MpumeyaHue: u3 coobpaxeHuli 6besonacHocmu 0O 06HoeneHus u (unu) modugpukauyuu OaHHbIX

Hacmpoek Heobxodum 8800 naporns ycmpoticmea DT4000 G2.)

MpocmoTp coaepxmmoro DT4000 G2

* [losBongser npocMoTpMBaTb coaepXnmoe 3allneHHOro pasaena gaHHblX nocrie Bxoaa

dopmaTtuposaHue DT4000 G2

* [lo3Bonset hopmaTnpoBaTth 3aLLUULLEHHbIN
pasgen gaHHbix (MpegynpexaeHue: Bce
AaHHble 6yayT yaaneHsol.) (Puc. 9.6)

NMoppnepxka yepe3 UHTepHeT (HeobGXxoamm AocTyn
B ceTb NIHTepHeT)

* OrtkpbiBaeT MHTepHeT-6pay3ep v BbINONHAET
nepexod Ha cant
http.//www.kingston.com/support/, roe MOXHO
Nnosly4mTb AOCTYN K AOMNONHUTENBHOM
MHOpMaUUK, CBA3aHHOW C NOLAEPKKON

Format - DT4000 G2

Datalraveler®
4000 G2

WARNING: Formatting will erase ALL data on this disk.
To format the disk, click OK. To quit, click CANCEL.

* Kingston _———

Puc. 9.6 — NpedynpexdeHue o
¢opmamupoeaHuu
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TECH/JMNOLOGY
O HakonuTtene DT4000 G2 .

Datdalraveler®
* [penocTtaBnseT BO3MOXKHOCTb MOMy4nThb 4000 &2

nHcpopmauuio 06 yctponctee DT4000 G2, Copyiht ) 2007 Kingon Tachnology Company, .
BKIOYasA MHPOPMaLNIO O NPUMOXKEHUN U
Bepcun BcTpoeHHoro MO (Puc. 9.7) oramoc:

4.0.0.1
3.05
1.00

OTtkniouyeHue DT4000 G2 ® Kingston

* B wraTHOM pexume OTKMOYaeT YCTPOWCTBO
DT4000 G2, uTobbl 6e30nacHo yaanutb ero 13 Puc. 9.7 — O Hakonumene DT4000 G2
cucTemsl

-KoHey pasgena Mac-

HacTtponka (Cpeaa Linux)

(MPUMEYAHUE. B Hacmosiwee epeMs umeemcsi MHO20 pa3siudHbix eepculi OC Linux, uHmepgelicni
KOMOPbIX MO2ym HECKO/IbKO omsudambcs Opye om Opyea. Tem He MeHee, OCHO8HbIe KOMaHOb!I Oris
8bIMOMIHEHUSI HACMPOEK OYeHb MOXOXU 8 pasHbIX 8epcCusix, rpu Heobxodumocmu MOXHO denamb
ymouyHeHusi no pykoeodocmey k OC Linux. [lpueedeHHble & OaHHOM pa3denie npumepbl
omHocsimcs k 64-6umHoli cpede.)

D Ona HekoTopbIX AUCTPMOYTUBOB Linux TpebyeTca Hannuue npaB nonb3oBaTens
. super-user (root) AnA KoppeKTHOro BbinorHeHusa komaHa DT4000G2 B okHe
TEPMUHANbLHOIO NMPUNOXEHUA.

BctaBbTe Hakonutenb DT4000 G2 B cBoGOAHbLIN NOPT
USB Ha HoyTbyke wnu HactonbHom [MK n goxgutecs, @
koraa OC Linux oGHapyxuT ero. Korga aTo npousonger,
Ha 3KpaHe nosiButcs nsobpaxenne toma DT4000 G2*, cm.

Puc. 10.1. Puc. 10.1 — Tom DT4000G2

DT4000G2
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B yctpouctBe DT4000 G2 wumerotca 5 kKomaHpa,
KOTOpbl€ MOryT Ucnonb3oBaTbcA B Linux:

dt4000g2_about, dt4000g2_forgotpassword, dt4000g2_initialize, dt4000g2_login 7]
dt4000g2_logout

(MpumeyaHue: Ons 8bIMNOTHEHUS 3IMUX KoMaHO HeobxodumMo omKpbimb OKHO “Terminal” u nepedmu K
narke ¢ HyXHbiMu ¢hatinamu. Kaxdol komaHOe JormkHbI pedwecmeosams criedyrouwue 08a cumeorna:

“./” (mouka u kocas yepma.)

B cnyyae 32-6utHOM BepcuM OTKpPbITb OKHO “Terminal” u nepenTM un3 Tekywero karanora kK
/media/DT4000G2/linux/linux32$, HabpaB HxeyKka3aHHY KOMaHAy:

cd /media/DT4000G 2/linux/linux32 (3atem HaxaTb Ha ENTER.)

B cnyyae 64-6utHom BepcuM OTKPbITb OKHO “Terminal” u nepentn M3 TeKylwlen AupekTopunm K
/media/DT4000G2/linux/linux64$, HabpaB Hxeyka3aHHY KOMaHAy:

cd /media/DT4000G 2/linux/linux64 (3atem HaxaTb Ha ENTER.)

*Mpumeyvarue: Ecriu mom DT4000 G2 He 3azpyxaemcs asmomMamu4yecKku npu OmKpbimuu cucmemsil,
cnedyem 3azspy3umb MOM B8PYyYHYK) 8 OKHEe mepMuHasa, 60Crofb308aswucbs KomaHool Linux
Omount’. Ecnu cuHmakcuc u KomaHObl umerowelicss eepcuu Linux omnuyaromcsi om OnuCaHHbIX
30ecb, criedyem obpamumbcs K OokymeHmauyuu no Linux unu 3aumu Ha caum rno00epXKu 8
YHmepHeme.

MHuumanusauyusa yctpounctea (Cpeaa Linux)

Mocne nogkntoyeHmsa yctponctea DT4000 G2 k KOoMnblOTEpPY M pacrno3HaBaHWUsl ero onepauuoHHOWN
CUCTEMOWN, YCTPOWCTBO [OOMMKHO OblTb WHULMMPOBAHO Mepen Havarnom ero nepBoOW 3JKChfyaTauuu.
UTtoObl caenaTtb 9TO, cnefyeTt OTKPbITb MpunoxeHue ‘Terminal’ (MM OKHO C KOMAHAHOW CTPOKOW) U
BbIMOMHUTL CriefyLwme AeNcTBus:

(MpumeyvaHue: npu OemoHcmpauuu ucrnonb3ogaHusi ycmpotcmea DT4000 G2 e OC Linux s
CKpUHWomax u ykasaHusix 0aHHOU ceKkuuu ucronb3yemcs nanka linux32 (32-bumnas eepcusi). [lpu
pabome c 64-6umHol eepcuell Linux HyxHO rpocmo 3aumu 8 narnky 64-6umHol cucmembl 8Mecmo
32-6ummHodu, m.e. linux64 emecmo linux32.)
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1' |/|3MeH|/|Tb ﬂ,VIpeKTOpl/II'O B TOME DT4000 E root@localhost:/media/DT4000G2/linux/linux64
G2, Habpas crieayollylo KomaHay (cm. File Edit View Terminal Tabs Help

Puc. 10.2.): [root@localhost /]# cd /media/dt4000g2/linux/linux64
[root@localhost 1inux64]# _

cd /media/DT4000G2/linux/linux32

(lMpumeyvaHue: npu yka3aHUuU HaseaHuU
KomaHO u nariok (Kkamarozo8e)
Heobxo0uMo y4umbigamb peaucmp,
m.e. linux32’ HE mo xe camoe, 4mo
‘Linux32’. lMpu Habope criedyem
makxxe mo4yHo cobirodame CUHMAKCUC).

Puc. 10.2 — Hasuz2auus 8 komaHOHOU cmMpokKe

2. Cnepyet HabpaTb Is (kak B list), a 3aTem HaxaTb Ha ENTER. B nanke
/media/DT4000G 2/linux/linux32 (vnw linux64) HaxoanTCs CNMCOK Pannos 1 (MNK) Nanok.
Monb3oBaTenb MOXeT yBuaeTb NsaTb komaHg DT4000 G2, dt4000g2_about,
dt4000g2_forgotpassword, dt4000g2_initialize, dt4000g2_login 1 dt4000g2_logout, cm. Puc.
10.3.

root@localhost:/media/DT4000G2 /linux/linux64
File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64 -
[root@localhost linux64]# 1s

dt4000g2 about dt400092_initialize dt400092_ logout

dt4000g2 forgotpassword dt400092_ login

[root@localhost linux64]# _

Puc. 10.3 — Cnucok komaHO DT4000 G2

— B amowm pasdene paccmampueaemcs 64-bumHas eepcus Linux —

3. Onga nHnumnanusaumm DT4000 G2 BBeguTe cnegyollyio KOMaHAy B CTPOKE TepMMUHana u HaxmuTe
Ha ENTER: ./dt4000 G2_initialize* (He 3abbiBanTe, YTO KOMaHObl BBOOAATCS C y4eTOM perncrpa.)
CwMm. Puc. 10.4.
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root@localhost:/media/DT4000G2 /linux/linux64
File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64 el
[root@localhost 1inux64]# 1s

dt40009g2 about dt4000g2_initialize dt400092_ logout

dt4000g2 forgotpassword dt4000g2_ login

[root@localhost 1inux64]# ./dt4000g2_initialize

Puc. 10.4 — BbinonnHeHue komaHObI DT4000 G2

4. lMNocne HaxaTua Ha ENTER B okHe TepMuHana noaBUTCA NULEH3NOHHOE cornaweHue. Haxmute
Ha ‘Y’, yTOObl NPUHATE NMUUEH3NOHHOE cornalleHne n NpodormkuTb. (lIpumedaHue: ecnu Haxamsb
Ha ‘N’, He rpuHsi8 INUUeH3UOHHoe coenaweHue, rnpousoldem eo38pam Ha3zald u npoyecc
UHUyuanusayuu He HayHemcsi 00 mex riop, noka He bydem noemopeH rnyHKmM 3 ¢ Haxamuem Ha
‘Y)

5. MNocne NpPUHATUS NMMUEH3MOHHOIO COrnalleHnst Hy>XHO OyaeT BBecTM (co3gaTb) Maponb, KOTOPbI
CNyXWT ONns 3awmuTbl annoB B 3alUMEHHOM pasgene AaHHbix. [na npogormkeHus npouecca
MHMUManu3auum cCo3faHHbIN Naponb OOMKEH YAOBNETBOPATb HUXENPUBEAEHHBIM YCIIOBUSAM:

a. Maponb JomkeH cogepxaTtb He MeHee 8 CMMBOSIOB (A0 16 CMMBOMOB).

b. Maponb gomkeH cogepxatb CUMBONbI, OTBeYawLwwme 3 (Tpem) cneayroLmm
KpuTepusam:

- 3HAKMN BEPXHEIO PEIMMCTPA, 3HakM HmxHero peructpa, umdpbl u (1Mnu)
cneuunanbHble 3Haku (!, $, n 1.n.)

6. lNoaTeepamTe Naponb, NOBTOPHO BBeASA €ro B KOMaHAHOW CTPOKE, W BbINOMHUTE BXO4, HaxaB Ha
ENTER. Ecnn naponun coBnagalwT, nosBMTCSA cooblleHne o Tom, 4to yctporcteo DT4000 G2
yCnewHo uHuumMannsanposaHo. Ecnu naponu He coBnagatoT, nosiBUTCS cooblleHune, ykasbiBawoLee
Ha To, YTO HeO6XOAMMO BBECTU NpaBUMbHbIN Naponb. [Ansa atoro 6yaeT HYXXHO NOBTOPUTL MYHKTbI 5
ne.

Mocne BBOoga naponst Ha HacTonbHOM K nosiBUTCSA 3alyuLLeHHbIN pa3gen AaHHbIX. JTO yKasblBaeT Ha
TO, YTO MpOLECC NHULMANM3aL M1 yCnewHo BblinoniHeH. MoxHO HaunHate paboty ¢ DT4000 G2.

*Mpumeyvarue: 0na Hekomopsbix Aucmpubymugoe Linux mpebyemcsa Hanu4ue rpas rofb308amersis
super-user (root) 0nsi KOppPeKmMHO20 8birnosiHeHUss komaHd DT4000 G2 8 OkHE mepMuHaibHO20
MPUITOXKXEHUS.
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Ucnonb3oBaHue yctpouctsa (cpepa Linux)

Mocne wHuumanmsauum yctponctea DT4000 G2 nonb3oBaTenb MOXeET MOAYYUTb JOCTyN K
3alMLEeHHOMY pa3geny AaHHbIX, BOMga B yCTPOMCTBA ¢ noMoLbio napons ans DT4000 G2, cosgaHne
KOTOpOro onucbiBaeTcd Ha cTp. 22. Ytobbl coenatb 310, HEOOXOOMMO BbIMOMAHUTE CriegyoLine
JencTBus:

1. OTkponTe okHO npunoxeHusa ‘Terminal’.
2. Bepgute criegytoulyo komaHay B cTpoky TepmuHana: cd /media/DT4000G2/linux/linux32

KomaHgoHass cTpoka OygeT Bbimsigetb kak /media/DT4000G2/linux/linux32$, Beeaunte
cneyoLLyio KOMaHay Ans BbINONHEHNS Bxoaa B ycTponcTio: ./dt4000g2_login* 1 HaxmuTe Ha
ENTER. (lpumeyaHue: ripu egode KkomaHO u Ha3eaHul namnok crnedyem y4yumsieamb peaucmp
U nposepsimb CUHMaKcuc.)

4. Beegute naponb ans DT4000 G2 u HaxxmuTe Ha ENTER. [Mocne ycnelwHoro Bxoga oTKpoeTcs
3alMLLEHHbIN pasaen AaHHbIX 1 MOXHO OyaeT npogomkate paboty ¢ DT4000 G2.

Ecnn B npouecce Bxoga BBOAUTCA HeMpPaBMMbHbIA Mapofb, MONb30BaTEN NpPenoCTaBnalTCA
OOMNONHUTENbHbIE BO3MOXHOCTM BBECTM MPaBUIlbHbIA Mapofib MOBTOPOM MyHKTa 3, OQHaKo MMeeTcs
BCTPOEHHas (pyHKUMNA 3aLmThl, KOTOpas OTCREXMBaAET YMCMo NonbITok 6esdycnewwHoro Bxoga. Ecnu ato
Yncrno JocTturaeT 3agaHHoro 3HadveHus (10 GeaycneluHbix nonbiTok), yctponctso DT4000 G2 6yget
3abnoknpoBaHo M noHagobuTcA  MHUUMANM3auMst  YCTPOMCTBA NpU  MNOMOLWM  KOMaHAbl
dt4000g2_forgotpassword, 4To6bl MOXHO ObiNO MCNONB30BaTb YCTPOMCTBO Aanblue. OTOT npouecc
JaeT BO3MOXHOCTb MOMb30BaTeNd Co34aTb HOBbIM MapoOfb, HO ANS 3alWTbl KOHPUAEHUMANbHbIX
OaHHbIX nonb3oBaTens yctponctso DT4000 G2 oTdopmMaTtvpyeT 3allMLLEeHHbIN pa3gen AaHHbIX. JTO
O3Ha4aerT, YTO BCe AaHHble Nonb30oBaTens OyayT NoTepsiHbI.

Mocne 3aBepueHnsa npouecca dt4000g2_forgotpassword n ycTaHOBKM HOBOro mapons BCTPOEHHbLIN
CYETUMK 3alMTbl, OTCMEXMBAIOLMA KOMMYECTBO HenpaBuibHbIX MOMbITOK BBOAA napons, Oyaet
cbpolueH (MMpumedaHue: 8x0d, cosepuweHHbIU 00 AOCMUXEHUSI MaKkCUMalribHO20 Kou4decmea rnorbimokK
(cokpaweHHO MaxNoA), makxe cbpacbieaem cHemYUK HerpasusibHbIX MOMNbiMoK 8xoda.)

Mocne 3aBepweHuss pabotel ¢ ycTponcteom DT4000 G2 HeobxoouMmo BbIATM M3 YCTPOWCTBA WU
COXpaHUTb AaHHble. [Ans 9Toro Heob6xoAUMO BLINONHUTL CrieayLne OeNcTBUS:
1. OTkponTe okHO NpunoxeHus ‘Terminal’.
Beegute cnegytowtyto komaHay B cTpoky TepmuHana: cd /media/DT4000G2/linux/linux32

KomaHgHass cTpoka OygeT Bbimsigetb kak /media/DT4000G2/linux/linux32$, Beeaunte
cnegylowylo KoOMaHgy Ans BbIMNOMHEHWs Bbixoga w3 yctpounctea: ./dt4000g2_logout* u
Haxxmute Ha ENTER. (lpumeyvaHue: npu eeo0e KomaHO U Ha3gaHul narok crnedyem
ydqumbleamsb peaucmp U Npoeepsimb CUHMAaKCUc.)

4. WsBnekute yctponcteo DT4000 G2 n nonoxuTe ero Ha XxpaHeHMe B Ha4eXHOe MeCTO.

*MNpumedaHue: 0ng Hekomopbkix ducmpubymueoe Linux mpebyemcs Hanudue rpas nosib3osamerisi super-user
(root) dnsi kKoppekmHoe20 8birnonHeHUs1 komaHd DT4000 G2 8 OkHE MepPMUHaIbHO20 MPUTIOKEHUS.
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NMomowb U NOUCK HencrnpaBHOCTEN

BnokupoBka ycTponcTBa

Yctporicteo DT4000 G2 wumeeT 3awmty, npenoTBpallatollyld HECAHKUMOHMPOBAHHLIN [OCTYN K
pasgeny QaHHbIX MNpy OOCTWXKEHUM 3a4aHHOrO KOMMYecTBa nocrnepoBaTesibHbIX 6e3ycneluHblX

nonbITOK BxoAda (cokpalweHHo MaxNoA), no ymonyaHuio Ans KoHUrypauum “MHTerpupoBaHHbIA” 3TO
3agaHHoe 3HaveHue paBHO 10 (YMCrO NOMbITOK).

CueTuunk BNOKMPOBKU OTCIEXMBAET KaxAyl HenpasBWibHYI MOMNbITKY Bxoda M cbpacbiBaeTcsd B ABYX
cnyyasax: 1) YcnewHbin Bxog 0o goctmkeHna MaxNoA wnn 2) goctmxkeHme MaxNoA v BbinonHeHue
dhopmaTMpoBaHus ycTponcTea.*

Ecnu BBeaeH HenpaBumbHbIN Naporb, Login device DT4000G2

HenocpeacTBEHHO nog nonem ‘Hint Datalraveler®
(Modckaska)nossutcs coobLieHne o6 owmnbke, 4000 &=
yKasblBatoLLlee Ha HenpaBuIbHble ENCTBUS NpU P

Bxode. Cm. Puc. 10.1.

A Failed to Login: The password is incorrect. Please try again.

Mocne cegbmoM HeygadHoW nonbiTke BXoda
NosIBUTCA [OMNONHUTENbHOE COOOLLEHME O TOM,

yTo Ao aoctmxkeHuss MaxNoA octanocb Bcero 3 Forqat Password

nonbITkM (N0 ymon4yaHuio nmeetcsa 10 NOnbITOK). it rformihin

Cm. Puc. 10.2. * Kingston
[Mocne gecsaton Heyga4yHOM MOMbITKU BXOAa

ycTpoiicTBo DT4000 G2 3aGrokupyeT pasgen ¢ Puc. 10.1 - Owubka exoda

AaHHbIMW 1 NoHagobuTca bopmaTnpoBaHue
YyCTPOWCTBa Nepes ero AanbHenwmnm
ncnonb3oBaHMeM. JTO O3HaYaeT, YTO Bce
AaHHble, COXpPaHeHHbIe Ha YCTPOUCTBE
DT4000 G2, 6yayT notepsiHbl, 1 NOHagobuTcs
co3JaHune HOBOro napons.

[aHHasa mepa 6esonacHocTn npegoTepallaeT
HeorpaHM4YeHHOEe KOIMYeCcTBO [MOMbLITOK BBOAA
napons CTOPOHHUMMU NIOAbMU (HE MMEKLWMMHN
napons).

Ecnu Bbl sBNgeTech BnagensuemM ycTponcTea
DT4000 G2 u 3abbinun naposnb, TO Takue xe
Mepbl 6e3onacHOCTN ByayT aKTUBMPOBaHI,
BKMNtoYasa popmaTtmpoBaHue ycTpomncTea.®

Bonee nogpobHee 06 3TOoM CcM. B pasgene
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‘MNaporsnb 3abbim Ha cTp. 25.

Login device DT4000G2

Datalraveler®
4000 G2

Password:

A Failed to Login: The password is incorrect. Please try again.

3 Attempts left before your DT4000 is blocked permanently.

Forgot Password

Contact Information

¥ Kingston

Puc. 10.2 — Cedbmast owwubka exooda

*Mpumeyvarue: npu ¢ghopmamuposaHuu ycmpolicmea ydandemcs BCH uHgpopmayusi, coxpaHeHHas 8
3auuueHHoMm pasdernie aHHbix yecmpoticmea DT4000 G2.

Maponb 3a6bIT

Ecnu nonb3oBaTens 3abbin naporb, OH
MOXET LUEeSiKHyTb Mo onuuu ‘Forgot
Password (lMaposb 3abbim),koTOpas
NOSsIBIISIETCH B OKHE BXOAa Mpu BbINONMHEHUN
nporpammbl DT4000 G2_Launcher (cMm.Puc.
10.3.)

OTO AaeT BO3MOXHOCTb Mosib30oBaTernto
cO34aTb HOBbIM NapOsib, HO ANS 3aLUUThI
KOH(bMAEeHUManbHbIX AaHHbLIX NONb3oBaTeNs
yctporcteo DT4000 G2 npoussenet
dopmaTupoBaHue. ITO O3HAYaeT, yYTo
OyayT yaaneHbl Bce AaHHbIE.®

Ecnu nonb3oBatens wernkHeT no ‘Forgot
Password (lNaponb 3abbim),noABUTCA rnone
¢ coobuieHnem (Puc. 10.4), n yCTPONCTBO
CMPOCUT, HE XXenaeT N Nonb3oBaTenb
BBECTU HOBbIN Naposib, Npexae Yem
npuctynatb K doopmaTupoBaHuio. B aTom
MecTe MOXHO: 1) WwenkHyTb no  ‘OK’ anga
noaTBEePXAEHUSA Unu 2) WenkHyTb Mno
Cancel’, 4ToGbl BEpHYTLCS B OKHO BXOAa.

Login device DT4000G2

Datalraveler®
4000 G2

Password:

Forgot Password

= Kingston

Puc. 10.3 — Naponb 3a6bim
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B cryviae 8bI60pa MPOROMKEH,

nonb3oBaTesio 6yp,eT npeanoXeHo co3aaTtb In order to pratect your data, your DT4000G2 will be Formatted and all data will be erased. Do
HOBbIVI naponb " HOByI-O n0p|c|<33|<y I-IOﬂe c \./you want to enter a new password and format your DT4000G2?

NoaCKa3Kom He SABNSIeTCH obsa3aTenbHbIM
aOng 3anofiHeHnd, HO OHO MOXeT ObITb
MCNonb30BaTbCA A4 TOro, YTOObI nony4vynTb
NnoAcCKa3Ky And BOCCTAHOBJIEHUA Napoid,
ecnv nonb3oBaTenb 3abbin ero.

Puc. 10.4 — lMpednoxeHue neped ebiNOSIHEHUEM
¢gopmamupoeaHus

(MpumeyaHue: nodckaska HE [JOJI)KHA
s8n19mbcsi camum naposiem DT4000 G2.)

*Mpumeyvarue: npu ¢ghopmamuposaHuu ycmpolicmea ydandemcs BCSH uHgpopmayusi, coxpaHeHHas 8
3auuueHHom pasdernie aHHbix yecmpoticmea DT4000 G2.
KoHdonukr 6ykB npuBoaoB (OnepaumnoHHblie cuctembl Windows)

Kak ykasaHo B pasgene ‘CucmemHble mpebosaHusi AaHHOIo pyKoBOACTBaA (Ha cTp. 3), ANs YCTponcTBa
DT4000 G2 Heobxoammo Hanuumne aByx nocnegyowmx oyks npusogos NMNOCJIE nocnegHero
oTobpaxaemoro usnyeckoro ancka n nepes ‘nponyckoMm’ B Byksax HasHavyaemblx NnpuBogos (cM. Puc.
10.5.) 310 ycnoBme HE oTHOCKTCA K CeTEBBIM pecypcam, MOCKOMbKY OHM NpMBSA3aHbl K Npodunam
nonb3oBaTteneun, a He K npoduno 0bopyaoBaHus, YTO NO3BoNsSET UM OblTb JOCTYMHBIMW A5
onepaunmoHHON CUCTEMBI.

OT0 o03HavaeT, 4yto Windows MoxeT HasHauuTb ans DT4000 G2 6yksy Aucka, KoTopas yxe
ncnonesyetcs ceteBbiM pecypcom unu nytem Universal Naming Convention (UNC), yto npusegeTt K
KOHNUKTY mMexay byksamu auckoB. B aTtom cnyyae crnegyet obpatuTbCsa K adMUHUCTPATOPy Unn B
oTAEeN TEXHUYECKOW MOAAEPXKKM KOMMaHUW nornb3oBaTens, 4Tobbl OHN NepeHasHaunnun BykBbl Ancka C
nomouybto cpeactea Windows Disk Management (TpebytoTca npaBa agMuHucTpartopa).
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2 My Computer, Q@@
File Edit View Favorites Tools Help .','
Q Back ~ ) ? /7 ) Search I Folders v
Address [ § v B

System Tasks A

View system information P . @, (="
5 Add or remove programs N

[ Change a setting

Local Disk {C:) DVYD/CD-RW Drive (D:) Local Disk (E:)

Other Places

& My Network Places

¢

(&) My Documents \.) v @

[ Control Panel

—_—

Details DT4000G2 (F:) Network Share (G:) Local Disk (H:)

System Folder

Puc. 10.5 — Mol komnbromep

Hanpumep, DT4000 G2 ncnonb3yeT HakonuTenb nof Oykson F:, koTopas siBnseTcst nepBon JOCTYMNHOW
6ykBOW HakonuTensa nocne Hakonutens E: (nocnegHyum usnyeckuMm ANCKOM nepen nporyckoM B
BykBax Hakonutenen.) MNockonbky Anck G: sBNAeTCA CeTEBLIM PECYPCOM, @ He 4acTbio Npoduns
obopyaosaHnus, yctporctso DT4000 G2 moxeT nonbiTaTbCHA MCMOMb30BaTb €ro Kak BTOPYo BykBy
AnCKa, YTO NpuBeAEeT K KOHPNUKTY.

Ecnun k Bawemy KomnbloTepy He noAkmnoyeHbl ceteBble aucku, HO DT4000 G2 Bcé paBHO He
3arpyxaeTtcsl, He UCKIIOYEHO, YTO YCTPONCTBO YTEHUSA KapT NamaTh, CbEMHbIN ANCK UNW Apyrue paHee
YCTaQHOBIIEHHbIE YCTPOMCTBA He ocBO6OXAalT BblAeNeHHble UM OykBbl OWCKOB, YTO Bbl3biBaeT
KOHMIUKT.

CnepyeT o6patnTb BHMMaHue, 41O cuctema ynpasneHus 6yksamu auckos (DLM) 6bina 3HauntenbHoO
ynydyweHa B Windows Vista n 7, noatomy nonb3oBaTenb MOXET He CTONKHYTbCA C MNoAobHOoM
npobrnemon, HO ecnu KOHMIMKT paspewnTb He yaaetcs, Heobxoaumo obpaTutbCca B Cnyxby
TexHM4Yeckon nogaepkku komnaHuu Kingston.

Coo0OLleHuns 06 owubKax

Unable to create file (HeBoamoxHo co3paTte ¢hann) — laHHoe coobuweHne 06 owmnbke nogasngeTcs npu
nonbitke CO30ATb cavn unu nanky B B 3awmuieHHOM pasgene gaHHbIX MOCNe BXOA4a B pexume
"TONbKO YTeHue".
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Unable to create file x|

': Unable to create the file 'New Text Document. txt'

The media is write protected.

Puc. 10.6 — Owubka "Heeo3moxHo cozdamb ¢haiin”

Error Copying File or Folder (Owunbka konupoBaHusa cdanna wnu nanku) — JaHHoe coobuieHne o6
owunbke nosiensetrca npu nonbitke KOMUPOBATb dann wnu nanky B B 3awmweHHoOMm pasgene
OaHHbIX Nocne Bxoaa B peXxume "TONbKO YTeHue".

Error Copying File or Folder x|

@ Cannot copy Filel: The disk is write-protected.

Remove the write-protection or use another disk.

Puc. 10.7 — Owubka konupoeaHus ¢halina unu nanku

Error Deleting File or Folder (Owwnbka yaanenuns dpanna wnun nankn) — laHHoe coobueHne o6 owmnbke
noaesnsetca npu nonbitke YOAIMUTb c¢ann wnm nanky U3 3awmueHHoro pasgena AaHHbIX nocne
BXOJa B peXume "TONbKO YTeHue".

Error Deleting File or Folder x|

@ Cannot delete Filel: The disk is write-protected.

Remove the write-protection or use another disk.

Puc. 10.8 — Owub6ka ydaneHusi ¢halina unu owubka nanku

Ecnu nonb3oBaTtenb BbLIMNOMHUA BXOA4 B peXxuMe "TONMbKO YTEHMEe" M ecrim OH xo4eT pasbnokumpoBaTtb
YCTPOMCTBO, YTOObI NOMYYMTb MOMHbIA OOCTYN Ha YTEHWE M 3anncb B 3alUULLLEHHOM pa3fene AaHHbIX,
Heobxoanmo oTknuuTb ycTporcteo DT4000 G2 n 3aTem CHOBa BbINOMHWUTL BXOA, ‘HE yCTaHaBnuBas
onaxok B oKoLUKe "Pexnm Tonbko YTeHne" BO BpeMsi BbINOMHEHUSA BXOoAa.

HokymeHT Ne 48000127-001.A04 DataTraveler® 4000 G2 Ctp. 30 3 30



K Kingston

DataTraveler® 4000 G2 G2 Kullanici Kilavuzu

Datalraveler
2000 G2

A——
l’;JPSmo-zi
)

¥ Kingston
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T E C HPN

ndekiler

UC;_)_.

TOCBU KILAVUZ HAKKINDA

Bu kullanici kilavuzu, higbir uygulanmis 6zellestirme igermeden fabrika gorintisi temel alinarak FIPS
Onayl DataTraveler® 4000 G2'nin (bu noktadan sonra kisaca DT4000 G2 olarak adlandirilacak)
kapsamaktadir.

Sistem Gereksinimleri

PC Platformu PC igletim Sistemi Destegi
e Pentium Ill Islemci veya muadili (veya «  Windows® 8, 8.1 (RT degil)
daha hizl bir iglemci) «  Windows® 7 SP1
* 15 MB kullanilabilir disk alani «  Windows® Vista SP2
* Kullanilabilir USB 2.0 / 3.0 baglanti
noktasi

* En son fiziki strictuden sonra iki
ardisik suracu harfi*

Mac Platformu isletim Sistemi Destegi
* 15 MB kullanilabilir disk alani e MacOS X 10.8.x-10.10x
 USB20/3.0

Oneriler

DT4000 G2 aygitina yeterince gug¢ saglandigindan emin olmak igin, aygiti Sekil 1.1'de gosterildigi gibi
dogrudan diziisti veya masadustu bilgisayarinizdaki bir USB baglanti noktasina takin. DT4000 G2'yi
Sekil 1.2'de gosterildigi gibi bir klavye veya USB beslemeli bir veri aktarim merkezi gibi USB baglant
noktasina sahip herhangi bir gevresel aygita baglamaktan kaginin.
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Sekil 1.1 — Onerilen Kullanim Sekil 1.2 — Onerilmez

*Not: 26. sayfadaki ‘Siirticii Harfi Cakigmasi’ konusuna bakin.

Kurulum (Windows Ortami)

bilgisayarinizdaki kullanilabilir bir USB baglanti
noktasina takin ve Windows'un aygiti
algilamasini bekleyin.

Installing device driver software
Click here for status.

1. DT4000 G2 cihazini dizUstu veya masaustu [

=N

. V\./_indo_wsw\_/is.ta. kgllamcﬂap §e_l_(il__2-2_'d?_ . Sekil 2.1 - Yeni Donanim Bulundu
gosterildigi gibi bir aygit strtcisi bildirimi (Windows Vista)
alacaktir.

* Windows 7 kullanicilar Sekil 2.2'de gosterildigi
gibi bir aygit strucusu bildirimi alacaktir. [ ‘| Installing device driver software

Click here for status.

=N

Yeni donanim algilama islemi tamamlandiginda

Windows, baslatma islemini baslatmanizi
isteyecektir. Sekil 2.2 — Aygit Siiriiciisii Kurulumu

(Windows 7)

* Windows Vista kullanicilari Sekil 2.3'te
gorulene benzer bir AutoPlay (Otomatik
Yurutme) penceresi goreceklerdir.

* Windows 7 kullanicilari Sekil 2.3'te gorulene

benzer bir AutoPlay (Otomatik Yurutme)
penceresi goreceklerdir.

2. ‘Run DT4000 G2_Launcher.exe’ (DT4000
G2_Launcher.exe'yi ¢aligtir) 6gesini secin.

Windows AutoPlay (Otomatik Yurutme) ozelligini
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calistirmazsa, CD-ROM bolumune goz atabilir (Sekil
2.4) ve DT4000 G2_Launcher programini manuel
olarak yuratebilirsiniz. Bu sekilde de baslatma islemi
baslatilacaktir.

| B S

Q\/ [ [#3][ search DVD RW Drive P

-
& AutoPlay

o . |

» DVD RW Drive (I.) DT4000G2
£

[] Always do this for software and games:

Install or run program from your media

Organize +  Bumtodisc =- 0 @ \./ Run DT4000G2 Launcher.exe

Files Currently on the Disc

General options

<
l o~ \.} Open folder to view files
{ ¢ \ | using Windows Explorer
[ 2 -

DT4000G2_Launc

her.exe View more AutoPlay options in Control Panel

o

Sekil 2.3 — Otomatik Yiiriitme Penceresi
(Windows Vista/7)

Sekil 2.4 — DT4000 G2 igerigi

(Not: Otomatik Yiritme
penceresindeki menli segenekleri,
bilgisayarinizda kurulu olan
programlara bagl olarak degisiklik
gosterebilir. AutoRun (Otomatik
Calistirma), baslatma iglemini
otomatik olarak baslatacaktir.)

Aygit Baslatma islemi (Windows Ortami)

1. Agagi agilir menlden dil tercihinizi belirleyin ve ‘Next'i (ileri) tiklatin (Sekil 3,1.)

~

-
Device Initialization - DT4000 G2

Datalraveler®
2000 G2
@ 2) (3) (a

Language

Select Language: English v

¥ Kingston
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Sekil 3.1 - Dil Segimi

2. Lisans s6zlesmesini gdzden gegirin ve ‘Next'i (ileri) (Sekil 3.2) tiklatin. (Not: Devam etmeden énce
lisans sbézlesmesini kabul etmeniz gerekir; aksi takdirde ‘Next’ (lleri) diigmesi devre digi durumda
kalacaktir.)

~\

-
Device Initialization - DT4000 G2

Datalraveler®
<2000 G2
1 @ 3) (4

License Agreement

SOFTWARE LICENSE AGREEMENT -
IMPORTANT - READ CAREFULLY:

THIS SOFTWARE LICENSE AGREEMENT ("Agreement”) is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
(*Kingston®). This Agreement relates to the software accompanying
this Agreement, which indudes computer software and may indude
associated media, printed materials, and "online" or electronic -

Q@ Accept Dedline

~ Kingston

Sekil 3.2 - Lisans Sé6zlesmesi

3. Verilerinizi DT4000 G2'de korumak icin bir parola olusturun. ‘Password’ (Parola) alanina girin, daha
sonra ‘Password Confirmation’ (Parola Onay1) alanina tekrar girin (bkz. Sekil 3,3). Olusturdugunuz
parola, baglatma isleminin devam etmenize izin vermesinden 6nce asagidaki olgutleri karsilamasi
gerekmektedir:

1. Parolada en az 8 karakter ya da daha fazlasi (16 karaktere kadar) olmaldir.
2. Parolada asagidaki ol¢it segeneklerinden g (3) tanesi yer almalidir:
- BUYUK HAREF, kiigiik harf, sayi ve/veya 6zel karakterler (!, $, vb.)

Ayni zamanda bir parola ipucu girebilirsiniz ancak bu zorunlu bir alan degildir. Hint (ipucu) alant,
parolayl unutmaniz durumunda parolanin ne olduguyla ilgili bir ipucu saglayacaktir. (Not: Ipucu,
parola ile ayni OLAMAZ:)
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7

Device Initialization - DT4000 G2

®
Datalraveler
<4000 G2

1) (2) 3) (4
Password
8pamord: o000 RNNPS
* Password Confirmation: ecosceece

o Password Rules

Hint: Pwd Hint

*Mandatory field

" Kingston

Sekil 3.3 — Parola Ayari

4. lletisim bilgilerinizi verilen metin kutularina girin (bkz. Sekil 3.4) (Not: Bu alanlara girdiginiz bilgiler 3.

Adim'da olusturdugunuz parola dizisini IGEREMEZ. Ancak bu alanlar istede baghdir ve bos
birakilabilir.)

‘Name’ (Ad1) alaninda 32 karakter bulunabilir ancak parolanin aynisi olamaz.

e ‘Company’ (Sirket) alaninda 32 karakter bulunabilir ancak parolanin aynisi
olamaz.

* ‘Details’ (Ayrintilar) alaninda 156 karakter bulunabilir ancak parolanin aynisi
olamaz.
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o« N

Device Initialization - DT4000 G2

Datalraveler®
2000 G~

Contact Information

Name: Test Name
Company: Test Company
Details: Test Details & Other Info

= Kingstor

Sekil 3.4 - iletisim Bilgisi

5. Cihaz baslatma iglemini tamamlamak icin ‘Finish’i (Bitir) tiklatin.

DT4000 G2, simdi guvenli veri bélumind bigimlendirecek (Sekil 3.5) ve tamamlandiginda size haber
verecektir (Sekil 3.6.)

> Not: Eger Yonetici olmayan bir rolde oturum agmigsaniz ‘Format’ (Bicimlendirme)
. islemleri bir dakika kadar siirebilir.*

6. Devam etmek igin ‘OK’i (Tamam) tiklatin.
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-

Format - DT4000 G2
| DoroTrc:veIer‘“’
4000 G~2

Formatting DT4000 G2 (I:)...

Datalraveler®
4000 G2

Format Complete.

¥ Kingston ¥ Kingston

Sekil 3.5 - DT4000 G2'nin bigimlendirilmesi Sekil 3.6 — Bicimlendirme Tamamlandi

Baslatma tamamlandi.

*Not: Siire, sistem donaniminiza ve DT4000 G2 sliriiciistiniin kapasitesine goére farklilik gbésterecektir.

Aygit Kullanimi (Windows Ortami)
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DT4000 G2 baslatildiginda, parolanizla
cihazda oturum acgarak guvenli veri bolimune
erigebilir ve cihaz segeneklerini
kullanabilirsiniz. Bunu yapmak i¢in asagidaki
adimlari uygulayin:

1. DT4000 G2'yi dizUstu ya da masaustu
bilgisayarinizin USB baglanti noktasina
takin ve parolanizi girin (bkz. Sekil 4.1.)

* Parolanizi yazdiktan sonra devam
etmek igin ‘Login’ (Oturum ag)
dugmesini tiklatin.

* Eger dogru parola girilirse DT4000
G2'nin kilidi agilir ve cihazi kullanmaya
bagslayabilirsiniz.

» Eger yanls bir parola girilirse, ‘Hint’ (ipucu) alaninin hemen altinda, oturum

-
Login device DT4000 G2

Dleliellge\V == g
4000 G2

N

Password:

Forgot Password

Contact Information

¥ Kingston

\,

Read-Only Mode

Sekil 4.1 — Oturum A¢ma Penceresi

acilamadigini gosteren bir hata mesaji agilacaktir.

(NOT: Oturum agma islemi sirasinda yanlg parola girilirse dogru parolayi girme sansi verilecektir ancak
hatall ofurum agma girisimlerinin sayisini takip eden dahili bir glivenlik ézelligi bulunmaktadir*. Eger bu
sayi, 6nceden belirlenmis 10 basarisiz girisim degerine ulasirsa DT4000 G2 Kkilitlenir ve bir sonraki
kullanimdan énce giivenli veri béliimiiniin cihaz tarafindan bigimlendiriimesini gerektirir BU DURUM
DT4000 G2 UZERINDE KAYITLI TUM VERILERIN SILINECEGI ANLAMINA GELIR. Bu ézellikle ilgili
daha fazla bilgi igin 24. sayfadaki ‘Cihazin Kilittenmesi' konusuna bakin.)

2. Cihazda oturum agmadan énce ‘Read-Only Mode (Salt Okunu Modu) etiketli onay kutusunu secgerek
salt okunur modu ya da "yazmaya kargi korumali modu" agabilir ve guvenli veri bolumuanun kilidini
salt okunur modda acabilirsiniz. Salt okunur modda kimlik dogrulamasi yapildiktan sonra DT4000
G2 uzerindeki igerikleri agmaniza ya da goéruntilemenize izin verilir ancak bu moddayken igerikleri
glncellemenize, degistirmenize ya da silmenize izin veriimez. (Not: Salt okunur mod, 10. sayfada
aciklanacak olan DT4000 G2 mentisiinde bigcimlendirme segenegdinin ¢ikmasini da énleyecektir.)

Eger salt okunur modda oturum actiysaniz ve cihazi guvenli veri bolimine tam okuma/yazma erigimiyle
acmak istiyorsaniz, DT4000 G2'yi kapatmaniz (bkz. 11. sayfa) ve kimlik dogrulama sirasinda [1Read-
Only Mode’ (Salt Okunur Modu) onay kutusunun isaretini kaldirarak yeniden oturum agmaniz

gerekmektedir.

* Cihaza basarill bicimde giris yaptiginizda hatali oturum agma sayaci sifirlanacaktir.

Belge No. 48000127-001.A04 DataTraveler® 4000 G2
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Cihaz Segenekleri (Windows Ortami)

Cihazda oturumunuz agikken Windows goérev gubugunun sag koésesinde bir ‘DT4000 G2 simgesi
bulunacaktir (Sekil 5.1.) (Not: Windows 7 kullanicilarinin, ‘DT4000 G2’ simgesine erismek igin (Sekil
5.2 ) gorev gubugundaki yukari ok dugmesini tiklatmasi gerekecektir.

DT4000 G2 simgesine bir kez daha tiklatiimasi asagidaki mendnun aciimasini saglayacaktir:

[ DT4000 G2 Settings
[ Browse DT4000 G2

& Format DT4000 G2 o &
& Online Support
o G @ About DT4000 G2 CUS‘C”":E"
% |&) Shut down DT4000 G2
] I, , [N N D)

Sekil 5.1 — Gérev gubugunda DT4000 G2 simgesi Sekil 5.2 - Gérev gubugunda DT4000 G2 simgesi

DT4000 G2 Ayarlari

* Parolanizi ve/veya ipucunuzu degistirmenizi saglar (Sekil 5.3)
* lletisim bilgilerini eklemenizi/gérintilemenizi/degistirmenizi saglar (Sekil 5.4)
* Gegcerli dil seciminizi deg@istirmenizi saglar (Sekil 5.5)

(Not: Giivenlik nedenlerinden dolayi bu ayarlardan herhangi birini glincellemek ve/veya degistirmek igin
gecerli DT4000 G2 parolanizi girmeniz gerekmektedir.)

Settings Settings

Datalraveler® Datdlraveler® Datdlraveler®
2000 G2 4000 G2 2000 G2

Password | Contact Infomation | Lanquace | Password  Contact Information | Lanauace | Password | Contact Information _ Language |
* Current Password:

" Test Name s . Engish =
* New Password:

* Password Confirmation:

O revodrues its: Test Detais & Other Info

Hint: Pwd Hint

*Mandatory field

¥ Kingston—_") ¥ KingstonC—_—<—) = KingstonC_—<_)
Sekil 5.3 ~ Sekil 5.4 Sekil 5.5
Parolayi Degistirme lletisim Bilgileri Select Language (Dil Segin)
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Browse DT4000 G2 (DT4000 G2'ye Gozat)

e Oturum acmig haldeyken guvenli veri bdlumunun igeriklerine gbz atmanizi saglar

Format DT4000 G2 (DT4000 G2'yi Bigimlendir)* ~
* Giivenli veri bdlimiini bigimlendirmenizi 4000 G2
saglar (Uyari: Tim veriler silinecektir.) (Sekil To fomatte ok 3, cck oK. 0.2, ek CANCEL
5.6)

Your password is required to complete format.

Password:

Online Support (Cevrimigi Destek) (internet erigimi
gerektirir)

™ Kingston

* internet tarayicinizi agar ve ek destek
bilgilerine ulasabileceginiz

http://www.kingston.com/support/ adresine Sekil 5.6 — Bigimlendirme Uyarisi
gider
About DT4000 G2 (DT4000 G2 Hakkinda) About - DT4000 G2 )
¢ Uygulama ve Yazilim (Firmware) siirimii 4000 &=
bilgileri dahil olmak Gzere DT4000 G2 Comiht () 011 ingston Technalogy Company, e
hakkinda Ozel bilgiler saglar (Sekil 5.7)
Shutdown DT4000 G2 (DT4000 G2'yi Kapat) e

* Sistemden guvenli bicimde kaldirmanizi
saglayacak sekilde DT4000 G2'yi duzgun
bigimde kapatir

¥ Kingston

Sekil 5.7 — DT4000 G2 Hakkinda

*Not: Windows Vista ve Windows 7'de gecerli DT4000 G2 Parolaniz gereklidir

-Windows Bolumu Tamamlandi-

Belge No. 48000127-001.A04 DataTraveler® 4000 G2 Sayfa 11 /28



¥ Kingston

Kurulum (Mac Ortami)

DT4000 G2 cihazini Mac dizustl veya masaustu bilgisayarinizdaki
kullanilabilir bir USB baglanti noktasina takin ve Mac igletim sisteminin
cihazi algilamasini bekleyin. Algiladiginda masaustinde Sekil 6.1'de

Vi

goruldagu gibi bir DT4000 G2 birimi géruntulenir. ———
1. DT4000 G2 CD-ROM simgesini gift tiklatin.
2. Sekil 6.2'de gosterilen pencerede bulunan Mac klasorunu gift Sekil 6.1 — DT4000 G2
tiklatin.

3. Sekil 6.3'de gosterilen pencerede bulunan DT4000 G2 uygulama
simgesini ¢ift tiklatin. Bu sekilde baslatma islemi baslatilacaktir.

LN J DT4000G2 P PY Mac
autorun.inf DT4000G2_Launcher.exe . y
DT4000G2_Launch
er
linux Mac
rr_moved Support
Sekil 6.2 — DT4000 G2 igerigi Sekil 6.3 — DT4000 G2 Uygulamasi

UL (LA VI

4000 G2

W [\m( Jston
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Aygit Baslatma islemi (Mac Ortami)

1. Agagi agilir menlden dil tercihinizi belirleyin ve ‘Next'i (ileri) tiklatin (Sekil 7,1.)

Device Initialization - DT4000 G2

Datalraveler®
4000 G2
@ 2) () (4
Language
Select Language: English 3

= Kingston

Sekil 7,1 — Dil Segimi

2. Lisans sdzlesmesini gézden gegirin ve ‘Next'i (ileri) (Sekil 7.2) tiklatin. (Not: Devam etmeden énce
lisans sézlesmesini kabul etmeniz gerekir; aksi takdirde ‘Next’ (lleri) diigmesi devre disi durumda
kalacaktir.)
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Device Initialization - DT4000 G2

®
Datalraveler®
4000 G2
1)@ () (4
License Agreement
SOFTWARE LICENSE AGREEMENT
IMPORTANT - READ CAREFULLY: O

THIS SOFTWARE LICENSE AGREEMENT ("Agreement") is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying

this Agreement, which includes computer software and may include 4
associated media, printed materials, and "online" or electronic v

() Accept @ Decline

= Kingstoni P —

TE oLOGY

Sekil 7.2 - Lisans Sé6zlesmesi

3. Verilerinizi DT4000 G2'de korumak icin bir parola olusturun. ‘Password’ (Parola) alanina girin, daha
sonra ‘Password Confirmation’ (Parola Onay1) alanina tekrar girin (bkz. Sekil 7.3). Olusturdugunuz
parola, baglatma isleminin devam etmenize izin vermesinden 6nce asagidaki olgutleri karsilamasi

gerekmektedir:

1. Parolada en az 8 karakter ya da daha fazlasi (16 karaktere kadar) olmaldir.
2. Parolada asagidaki ol¢it segeneklerinden g (3) tanesi yer almalidir:
- BUYUK HAREF, kiigiik harf, sayi ve/veya 6zel karakterler (!, $, vb.)

Ayni zamanda bir parola ipucu girebilirsiniz ancak bu zorunlu bir alan degildir. Hint (ipucu) alant,
parolayl unutmaniz durumunda parolanin ne olduguyla ilgili bir ipucu saglayacaktir. (Not: Ipucu,
parola ile ayni OLAMAZ:)
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Device Initialization - DT4000 G2

Datalraveler®

4000 a2

1) (2) (3) (4

Password

* Password: ssccsscee

* Password Confirmation: ssccssccse
Password Rules

Hint: Pwd Hint

* Mandatory field

" Kingston

Sekil 7.3 — Parola Ayari

4. lletisim bilgilerinizi verilen metin kutularina girin (bkz. Sekil 7.4) (Not: Bu alanlara girdiginiz bilgiler 3.
Adim'da olugsturdugunuz parola dizisini ICEREMEZ. Ancak bu alanlar istege baghdir ve bos
birakilabilir.)

* ‘Name’ (Adi) alaninda 32 karakter bulunabilir ancak parolanin aynisi olamaz.

* ‘Company’ (Sirket) alaninda 32 karakter bulunabilir ancak parolanin aynisi
olamaz.

* ‘Details’ (Ayrintilar) alaninda 156 karakter bulunabilir ancak parolanin aynisi
olamaz.

Belge No. 48000127-001.A04 DataTraveler® 4000 G2 Sayfa 15/ 28



K Kingston

Device Initialization - DT4000 G2

Datalraveler®
2000 G~2

Contact Information

Name:

Test Name
- Test Company

Test Details & Other Info
Details:

# gingston

Sekil 7.4 - iletisim Bilgisi

5. Cihaz baslatma iglemini tamamlamak igin ‘Finish’i (Bitir) tiklatin.

DT4000 G2, simdi guvenli veri bélumind bigimlendirecek (Sekil 7.5) ve tamamlandiginda size haber
verecektir (Sekil 7.6.)

6. Devam etmek i¢in ‘OK’i (Tamam) tiklatin.
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Format - DT4000 G2 Format - DT4000 G2
Datalraveler® Datalraveler®
4000 G2 4000 G2
Formatting DT4000 G2 ... Format Complete.

= Kingston ———

¥ Kingston

Sekil 7.5 — DT4000 G2'nin bigimlendirilmesi Sekil 7.6 — Bigimlendirme Tamamlandi

Baslatma tamamlandi.
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Aygit Kullanimi (Mac Ortami)

DT4000 G2 baglatildiginda, parolanizla

cihazda oturum acarak giivenli veri bélimiine e n
erigebilir ve cihaz segeneklerini DOtOTrSEecl;eer
kullanabilirsiniz. Bunu yapmak i¢cin asagidaki
adimlari uygulayin:

I
[~

Password:

Hint

1. DT4000 G2'yi dizUstu ya da masaustu
bilgisayarinizin USB baglanti noktasina
takin ve parolanizi girin (bkz. Sekil 8.1.)

Forgot Password

Contact Information ] Read-Only Mode

2. Parolanizi yazdiktan sonra devam etmek
igin ‘Login’ (Oturum ag) dugmesini tiklatin. = Kingston

* Eger dogru parola girilirse DT4000
G2'nin kilidi agilir ve cihazi Sekil 8.1 — Oturum Ag¢ma Penceresi
kullanmaya baslayabilirsiniz.

* Eger yanlis bir parola girilirse, ‘Hint
(Ipucu) alaninin hemen altinda,
oturum agilamadigini gosteren bir
hata mesaji agilacaktir (bkz. Sekil
8.2)

(NOT: Oturum agma islemi sirasinda yanlig parola girilirse dogru parolayi girme sansi verilecektir ancak
hatall ofurum agma girisimlerinin sayisini takip eden dabhili bir glivenlik ézelligi bulunmaktadir*. Eger bu
sayi, 6nceden belirlenmis 10 basarisiz girisim degerine ulasirsa DT4000 G2 Kkilitlenir ve bir sonraki
kullanimdan énce giivenli veri béliimiiniin cihaz tarafindan bigimlendiriimesini gerektirir BU DURUM
DT4000 G2 UZERINDE KAYITLI TUM VERILERIN SILINECEGI ANLAMINA GELIR. Bu ézellikle ilgili
daha fazla bilgi igin 24. sayfadaki [1Cihazin Kilitlenmesi’ konusuna bakin.)

3. Cihazda oturum agmadan 6nce Read-Only Mode (Salt Okunu Modu) etiketli onay kutusunu secerek
salt okunur modu ya da "yazmaya kargi korumali modu" agabilir ve guvenli veri bolumanun kilidini
salt okunur modda acabilirsiniz. Salt okunur modda kimlik dogrulamasi yapildiktan sonra DT4000
G2 uzerindeki igerikleri agmaniza ya da gdrintilemenize izin verilir ancak bu moddayken igerikleri
glncellemenize, degistirmenize ya da silmenize izin veriimez. (Not: Salt okunur mod, 10. sayfada
aciklanacak olan DT4000 G2 mentisiinde bigcimlendirme segenegdinin ¢itkmasini da énleyecektir.)

Eger salt okunur modda oturum actiysaniz ve cihazi guvenli veri bolimine tam okuma/yazma erigimiyle

acmak istiyorsaniz, DT4000 G2'yi kapatmaniz (bkz. 11. sayfa) ve oturum agmadan 6nce ‘Read-Only
Mode’ (Salt Okunur Modu) onay kutusunun isaretini kaldirarak yeniden oturum agmaniz gerekmektedir.

* Cihaza basarill bicimde giris yaptiginizda hatali oturum agma sayaci sifirlanacaktir.
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Aygit Secenekleri (Mac Ortami)

Cihazda oturumunuz agikken Mac OS X Dock'ta bir ‘DT4000 G2_Launcher simgesi bulunacaktir (Bkz.

asagidaki Sekil 9.1):

DT4000G2_Launcher

MOCUBEERG I XRETOOFAE!

Sekil 9.1 — Mac OS X Dock'ta DT4000 G2 simgesi

Klavyede ‘controf tusuna basili tutup ‘DT4000 GZ2_Launcher
simgesini bir kez tiklattiginizda sagda Sekil 9.2'de yer alan menu
goruntdlenir.

DT4000 G2 Ayarlar

* Parolanizi ve/veya ipucunuzu degistirmenizi saglar (Sekil
9.3)

o lletisim bilgilerini eklemenizi/gérintilemenizi/degistirmenizi
saglar (Sekil 9.4)

* Dil tercihinizi degistirmenizi saglar (Sekil 9.5)

Settings Settings

Datalraveler® Datdlraveler®
4000 G2 4000 G2

Wbl Contact Information  Language Password [RellicCaCIEl Language

* Current Password: Name:

* New Password:

mpany:
* Password Confirmation: Company:

0 Password Rules Details:
Hint:
* Mandatory field

Apply Cancel 0 Apply Cancel

DT4000 G2 Settings
Browse DT4000 G2
Format DT4000 G2
Online Support

About DT4000 G2
Shut down DT4000 G2

Options >

Show All Windows
Hide
Quit

Sekil 9.2
DT4000 G2 Segenekleri

Settings

Datdlraveler®
4000 G2
Password Contact Information | Language |

Select Language: English B

o Apply Cancel

Sekil 9.3 Sekil 9.4 Sekil 9.5
Parolayi Degigtirme iletisim Bilgileri Dil Se¢imi
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(Not: Giivenlik nedenlerinden dolayi bu ayarlardan herhangi birini glincellemek ve/veya degistirmek igin
gecerli DT4000 G2 parolanizi girmeniz gerekmektedir.)

Browse DT4000 G2 (DT4000 G2'ye Gozat)

e Oturum acmig haldeyken guvenli veri blumunun igeriklerine géz atmanizi saglar

Format DT4000 G2 (DT4000 G2'yi Bicimlendir) —

L : . Datdlraveler®
* Guvenli veri bolumuni bigimlendirmenizi 4000 G2

WARNING: Formatting will erase ALL data on this disk.

saglar (Uyari: Tum veriler silinecektir.) (Sekil To format he sk, lick OK. To i, aick GANCEL
9.6)

Online Support (Cevrimigi Destek) (internet erigimi
gerektirir) ® KIS o

* internet tarayicinizi agar ve ek destek
bilgilerine ulagabileceginiz
http://www.kingston.com/support/ adresine
gider

Sekil 9.6 — Bicimlendirme Uyarisi

About DT4000 G2 (DT4000 G2 Hakkinda)

. . Datdlraveler®
* Uygulama ve Yazilim (Firmware) surimu 4000 G2

b|lg|ler| dah" Olmak Uzere DT4000 G2 Copyright (c) 2007 Kingston Technology Company, Inc.
hakkinda Ozel bilgiler saglar (Sekil 9.7)

Modules Version Information

DT4000 G2 3.0 000FFE23C7ECBF10800001D2
Application 400.1

FW Version 3.05
Crypto Library FW 1.00

Shutdown DT4000 G2 (DT4000 G2'yi Kapat)

™ Kingston

* Sistemden guvenli bicimde kaldirmanizi
saglayacak sekilde DT4000 G2'yi duzgun

bicimde kapatir Sekil 9.7 — DT4000 G2 Hakkinda
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-Mac Bolumu Tamamlandi-

Kurulum (Linux Ortami)

(NOT: Ginimizde Linux'in ¢gok gegitli dagitimlari oldugundan araydizlerinin gériiniimii ve kullanimi’ bir
stiriimden digerine farklilik gésterebilir. Ancak terminal uygulamasinda kullanilan genel komut seti
birbirine ¢cok benzer ve bu amacgla asagidaki Linux talimatlarina bakilabilir. Bu béliimdeki é6rneklerde
verilen ekran gériintiileri 64-bit ortaminda olusturulmustur.)

> Linux'un bazi dagitimlari, terminal uygulamasi penceresinde DT4000G2'nin
e komutlarini duzgin bir sekilde gergeklestirmek icin super kullanici (root)
oncelikleri gerektirir.

DT4000 G2 cihazini Linux dizustl veya masaustu

bilgisayarinizdaki kullanilabilir bir USB baglanti noktasina @

takin ve Mac igletim sisteminin cihazi algilamasini DTA000G2
bekleyin. Algiladiginda masaustunde Sekil 10.1'de

goruldugu gibi bir DT4000 G2 birimi simgesi goruntulenir. Sekil 10.1 — DT4000G2 Birimi

DT4000 G2, Linux'ta kullanilabilecek 5 komuta sahiptir:
dt4000g2_about, dt4000g2_forgotpassword, dt4000g2_initialize, dt4000g2_login ve
dt4000g2_logout

(Not: Bu komutlari ¢aligtirmak igin bir "Terminal” uygulamasi penceresi agmaniz ve dosyalarin her
birinin bulundugu klasére ilerlemeniz gerekmektedir. Her komuttan énce bu iki karakterin bulunmasi

gerekmektedir:./” (bir nokta ve éne yatik ¢izgi.)

32-bit kullanicilari igin bir “Terminal” uygulamasi penceresi agin ve istem kisminda asagidaki komutu
yazarak dizini /media/DT4000G2/linux/linux32$ olarak degistirin:

cd /media/DT4000G 2/linux/linux32 (daha sonra ENTER'a basin.)
64-bit kullanicilari igin bir “Terminal” uygulamasi penceresi agin ve istem kisminda asagidaki komutu
yazarak dizini /media/DT4000G2/linux/linux64$ olarak degistirin:

cd /media/DT4000G 2/linux/linux64 (daha sonra ENTER'a basin.)

*Not: Eger DT4000 G2 birimi igletim sistemi tarafindan otomatik olarak yiiklenmezse Linux "imount’
komutunu kullanarak birimi bir terminal penceresinden manuel olarak yiiklemeniz gerekecektir. Llitfen
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ilgili OS dagitiminizia ilgili bilgi icin Linux belgelerine ya da uygun yazim ve komut segenekleri igin
istediginiz on-line destek sitesine bakin.

Aygit Baslatma islemi (Linux Ortami)

DT4000 G2 bilgisayariniza baglandiktan ve isletim sisteminiz tarafindan tanindiktan sonra cihazin ilk
kullanim 6ncesinde baslatilmasi gerekmektedir. Bunu yapmak i¢in ‘Terminal’ uygulamasini (ya da
komut satiri penceresini) agin ve asagidaki adimlari gergeklestirin:

(Not: Bu boéliimdeki ekran gériintlileri ve talimatlarda, DT4000 G2 cihazinin Linux OS'de kullanimini
gostermek igin linux32 klaséri (32-bit oldugunu gbéstermektedir) kullaniimaktadir. Linux'un 64-bit
strtimiini kullaniyorsaniz, 32 bit klasérii yerine ilgili 64 bit klasériine gidin ve buray! kullanin (yani
linux32 yerine linux64.)

1. Terminal isteminde asagidaki komutu
yazarak dizini DT4000 G2 birimine Fle Edit View Terminal Tabs Help

degistirin (Sekil 10.2'de gosterildigi gibi.):  [(rootelocatnost /1# ca /medias dta000g2/linux/linuxea
[root@localhost linux64]# _

root@localhost:/media/DT4000G2/linux/linux64

cd /media/DT4000G2/linux/linux32

(Not: Komutlar ve klasér (dizin) adlari,
bliytik-kiigtk harf duyarlidir. Yani

inux32’ ile ‘Linux32’ ayni DEGILDIR.
Soézdizimlerinin de tam gdésterildigi gibi
yazilmasi gerekmektedir.)

Sekil 10.2 - Komut Satiri ile Gezinme

2. Gegerliistemde Is (listede oldugu gibi) yazin ve ENTER'a basin. Bunu yaptiginizda
/media/DT4000G 2/linux/linux32 (ya da linux64) klasériindeki dosyalari ve/veya klasorleri iceren
bir liste acilacaktir. Bes DT400 G2 komutunun listelendigini géreceksiniz: dt4000g2_about,
dt4000g2_forgotpassword, dt4000g2_initialize, dt4000g2_login ve dt4000g2_logout (Sekil
10.3'te gosterildigi gibi).

root@localhost:/media/DT4000G2/linux/linux64

File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64 el
[root@localhost linux64]# 1s

dt4000g2 about dt40009g2_initialize dt400092_ logout
dt4000g2 forgotpassword dt400092_ login

[root@localhost linux64]# _

Sekil 10.3 — DT4000 G2 Komutlarinin Listesi

Belge No. 48000127-001.A04 DataTraveler® 4000 G2 Sayfa 22 /28



K Kingston

— Bu béliim Linux'un 64 bit siiriimiint temel almaktadir —

3. DT4000 G2'yi baglatmak icin terminal isteminde bu komutu yazin ve ENTER'a basin: ./dt4000
G2_initialize* (Komutlarin blyuk-ktguk harf duyarli oldugunu unutmayin.) Bkz. Sekil 10.4.

root@localhost:/media/DT4000G2 /linux/linux64
File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64 el
[root@localhost linux64]# 1s

dt4000g2 about dt4000g2_initialize dt400092_ logout

dt4000g2 forgotpassword dt4000g2_ login

[root@localhost 1inux64]# ./dt4000g2_initialize

Sekil 10.4 — Bir DT4000 G2 Komutunun Calistirilmasi

4. ENTER'a bastiktan sonra terminal penceresinde lisans sdzlesmesi goruntilenecektir. Lisans
sb6zlesmesini kabul etmek ve devam etmek icin ‘Y’ye basin. (Not: Eger ‘N’ ye basar ve lisans
sbézlesmesini kabul etmezseniz terminal istemine geri dénersiniz ve 3. adimi tekrarlayin [1Y'ye
basana kadar baslatma islemine devam edemezsiniz.)

5. Lisans s6zlesmesini kabul ettikten sonra guvenli veri blimunde saklanacak dosyalari korumak igin
kullanilacak bir parola girmeniz (olusturmaniz) istenecektir. Olusturdugunuz parola, baglatma
isleminin devam etmenize izin vermesinden dnce asagidaki dl¢utleri karsilamasi gerekmektedir:

a. Parolada en az 8 karakter ya da daha fazlasi (16 karaktere kadar) olmahdir.
b. Parolada asagidaki dl¢it segeneklerinden tg¢ (3) tanesi yer almalidir:
- BUYUK HAREF, kiigiik harf, sayi ve/veya 6zel karakterler (!, $, vb.)

6. Tekrar girmeniz istendiginde komut satirina tekrar girerek parolanizi onaylayin ve ENTER'a basin.
Parolalar ayni oldugunda DT4000 G2'nin basariyla baslatildidi bildirilir. Parolalar ayni degilse
parolay! dogru bicimde onaylamaniz gerektigini belirten bir mesaj alirsiniz. Bunu yapmak igin
basarili olana kadar 5. ve 6. adimlari tekrarlayin.

Parolanizi olusturduktan sonra masaustinde bir glvenli veri birimi (b6lum) gérantilenecektir. Bu
durum baslatma igleminin basarili oldugunu ve tamamlandigini gosterir. DT4000 G2'yi kullanmaya
baslayabilirsiniz.
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*Not: Linux'un bazi dagitimlari, terminal uygulamasi penceresinde DT4000 G2'nin komutlarini dlizgiin
bir sekilde gergeklestirmek igin siiper kullanici (root) éncelikleri gerektirir.

Aygit Kullanimi (Linux Ortami)

DT4000 G2 bagslatildiktan sinra 22. sayfada olusturdugunuz DT4000 G2 parolasi ile cihazda oturum
acarak guvenli veri bolimune erigebilirsiniz. Bunu yapmak igin agagidaki adimlari uygulayin:

Bir “Terminal’ uygulama penceresi agin.
Terminal istemine asagidaki komutu yazin: cd /media/DT4000G2/linux/linux32

Cihazda oturum agmak icin komut istemi artik /media/DT4000G2/linux/linux32$ iken bu
komutu yazin: ./dt4000g2_login* ve ENTER'a basin. (Not: Komutlar ve klasér adlari biiylik-
kiiglik harf duyarlidir ve aynen gésterildigi gibi yazilmalari gerekir.)

4. DT4000 G2 parolanizi girin ve ENTER'a basin. Basarili bigcimde oturum agtiktan sonra
masaustinuzde guvenli veri birimi acilir ve DT4000 G2'yi kullanmaya baslayabilirsiniz.

Oturum agma islemi sirasinda yanlis parola girilirse 3. adim tekrarlanarak dogru parolay! girme sansi
verilecektir ancak hatali oturum agma girigsimlerinin sayisini takip eden dahili bir guvenlik 6zelligi
bulunmaktadir*. Eger bu sayi, 6nceden belirlenmis 10 basarisiz girisim degerine ulasirsa DT4000 G2
kilitlenir ve bir sonraki kullanimdan 6énce dt4000g2_forgotpassword komutu ile cihaz baslatma
islemlerini tekrarlamaniz gerekecektir. Bu iglem, yeni bir parola olusturmanizi saglar ancak verilerinizin
gizliligini korumak icin DT4000 G2'nin glvenli veri bolumu bigimlendirilecektir. Yani tlim verilerinizi
kaybedersiniz.

dt4000g2_forgotpassword islemi tamamlandiginda ve basariyla yeni bir parola belirledikten sonra
basarisiz oturum acma girisimlerini takip eden dahili glvenlik sayaci sifirlanir (Not: Maksimum deneme
sayisina ulagsmadan 6nce basarili bicimde oturum actiginizda da basarisiz oturum agma sayaci
sifirlanir.)

DT4000 G2'yi kullanmayi tamamladiginizda cihazdan c¢ikis yapin ve verilerinizi giivenceye alin. Bunu
yapmak igin agagidaki adimlari uygulayin:

Bir “Terminal’ uygulama penceresi agin.

Terminal istemine asagidaki komutu yazin: cd /media/DT4000G2/linux/linux32

Komut istemi /media/DT4000G 2/linux/linux32$ iken cihazdan diizglin bicimde ¢gikmak igin bu
komutu yazin: ./dt4000g2_logout* ve ENTER'a basin (Not: Komutlar ve klasér adlari biiylik-
kiigiik harf duyarlidir ve aynen gésterildigi gibi yazilmalari gerekir.)

4. DT4000 G2'yi sisteminizden kaldirin ve guvenli bir yerde saklayin.

*Not: Linux'un bazi dagitimlari, terminal uygulamasi penceresinde DT4000 G2'nin komutlarini diizgiin bir sekilde
gerceklestirmek igin stiper kullanici (root) éncelikleri gerektirir.
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Yardim ve Sorun Giderme

Cihazin Kilitlenmesi

DT4000 G2'de, arka arkaya maksimum basarisiz oturum agma girisiminden sonra (kisaca MaxNoA)
yetkisiz erigsimleri dnleyen bir guvenlik 6zelligi yer almaktadir; fabrika varsayilan degeri 10'dur (girisim

sayisl.)

‘Kilitleme’ sayaci, her basarisiz oturum agmay! sayar ve asagidaki iki yontemden biriyle sifirlanir: 1)
MaxNoA'ya ulasmadan 6nce basarili bir oturum agma ya da 2) MaxNoA'ya ulasma ve cihazi

bicimlendirme.*

Eger yanlis bir parola girilirse, ‘Hint’ (ipucu)
alaninin hemen altinda, oturum agilamadigini
gOsteren bir hata mesaji agilacaktir. Bkz. Sekil
10.1.

7. basarisiz oturum agma girigimi yapildiginda,
MaxNoA'ya (varsayilan olarak 10'a
ayarlanmigtir) ulagsmadan 6nce 3 girisiminiz
kaldigini gosteren ek bir hata mesaji
gorursunuz. Bkz. Sekil 10.2.

Eger bu sayi, 6nceden belirlenmis 10. basarisiz
girisim de@erine ulasirsa DT4000 G2 kalici
bicimde veri bolmesini bloke edecektir ve bir
sonraki kullanim igin cihazin bigimlendirilmesini
gerektirecektir. Bu durum DT4000 G2
tzerindeki tum verilerin kaybolacagi ve yeni
bir parola olusturmaniz gerekecegdi anlamina
gelir.

Bu guvenlik 6nlemi, bir kiginin (parolanizi
bilmeyen) ¢ok sayida oturum agma girisimi ile
hassas verilerinize erigim olanagi elde etmesini
onler.

Eger DT4000 G2'nin sahibiyseniz ve parolanizi
unutursaniz, cihazin bigimlendiriimesi dabhil
olmak uzere ayni guvenlik onlemleri
uygulanacaktir.*

Bu 6zellikle ilgili daha fazla bilgi igin 25.
sayfadaki ‘Parolayr Unutma’ konusuna bakin.

Login device DT4000G2

Datalraveler®
4000 G2

Password:

A Failed to Login: The password is incorrect. Please try again.

Forgot Password

Contact Information

¥ Kingston

Sekil 10.1 — Oturum Agma Basarisiz

Login device DT4000G2

Datalraveler®
4000 G2

Password:

A Failed to Login: The password is incorrect. Please try again.

3 Attempts left before your DT4000 is blocked permanently.

Forgot Password

Contact Information

¥ Kingston

Sekil 10.2 - 7. Basarisiz Oturum A¢ma Girisimi
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*Not: Cihaz bigimlendirmesinde DT4000 G2'nin giivenli veri béliimiinde kayit TUM bilgiler silinecektir.

Parolayi Unutma

Eger parolanizi unutursaniz, DT4000
G2_Launcher galigtinidiginda cihazin
oturum agma penceresinde gosterilen
‘Forgot Password' (Parolayr Unuttum)
baglantisini tiklatabilirsiniz (bkz. Sekil 10.3.)

Bu secgenek, yeni bir parola olusturmanizi
saglar ancak verilerinizin gizliligini korumak
icin DT4000 G2'yi bigimlendirilecektir. Yani
bu islemde verilerinizin tima silinecektir.*

‘Forgot Password'u (Parolay!r Unuttum)
tiklattiginizda bir mesaj kutusu (Sekil 10.4)
goruntulenir ve bu bigcimlendirmeyi
gerceklestirmeden once yeni bir parola
girmek isteyip istemediginiz sorulur. Bu
noktada 1) onaylamak icin ‘OK’i (Tamam)
tiklatabilir ya da oturum agma penceresine
geri dénmek igin  ‘Cancel’1 (Iptal)
tiklatabilirsiniz.

Eger devam etmeyi segerseniz, yeni bir
karmasik parola ve yeni bir ipucu girmeniz
istenecektir. ipucu zorunlu bir alan degildir
ancak parolay! unutmaniz durumunda
parolanin ne olduguyla ilgili bir ipucu
saglayacaktir.

(Not: Ipucu, DT4000 G2 parolasi ile ayni
OLAMAZ.)

Login device DT4000G2

Datalraveler®
4000 G2

Password:

Forgot Password

¥ Kingston

Sekil 10.3 — Parolayr Unutma

Forgot Password

In order to protect your data, your DT4000G2 will be Formatted and all data will be erased. Do
\./you want to enter a new password and format your DT4000G2?

Sekil 10.4 — Bigimlendirmeden Once Sorma

*Not: Cihaz bigimlendirmesinde DT4000 G2'nin giivenli veri béliimiinde kayit TUM bilgiler silinecektir.
Siruci Harfi Cakismasi (Windows Igletim Sistemleri)

Belge No. 48000127-001.A04
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Bu kilavuzun ‘Sistem Gereksinimleri bélimuinde (sayfa 3) belirtildigi sekilde DT4000 G2, sirtcl harfi
atamalarindan onceki ‘agiklik’tan dnce gosterilen son fiziksel diskten SONRA iki ardigik slrucu harfi
gerektirir (bkz. Sekil 10.5.) Bu, kullanici profillerine 6zgli oldugundan ve sistem donanim profilinin
kendisi olmadigindan, dolayisiyla igletim sisteminde kullanilabilir gérindugunden agd paylasimlariyla
ilgili DEGILDIR.

Yani Windows DT4000 G2'ye bir ag paylasimi ya da Universal Naming Convention (UNC) yolu
tarafindan zaten kullaniimakta olan bir surtcu harfi atayabilir ve buna bagli olarak suricli harfi
cakismasina neden olabilir. Bu durumda Windows Disk Yonetimi'nde slrlcli harfi atamalarini
degistirmekle (yonetici oncelikleri gereklidir) ilgili yardim icin lutfen ydneticinize ya da yardim masasi
béliumune bagvurun).

2 My Computer, Q@@
File Edit View Favorites Tools Help .','
Qeak - © - [P O searct Folders | [T37]~
Address | | v| B o

System Tasks A
= ° =
View system information S O, S
9 Add or remove programs N
[ Change a setting
Local Disk {C:) DVYD/CD-RW Drive (D:) Local Disk (E:)

Other Places

& My Network Places
(&) My Documents
[ Control Panel

Bz

Details DT4000G2 (F:) Network Share (G:) Local Disk (H:)

System Folder

Sekil 10.5 — Bilgisayarim

Bu o6rnekte DT4000 G2, E:'den (suricu harfi boslugundan o6nceki son fiziksel disk) sonraki ilk
kullanilabilir stiricu harfi olan F: sirlGcusund kullanmaktadir. G: harfi, bir ag surtcist oldugundan ve
donanim profilinin bir pargasi olmadigindan DT4000 G2 bunu ikinci sirtcli harfi olarak kullanmaya
calisabilir ve cakismaya neden olabilir.

Eger sisteminizde ag slricisu yoksa DT4000 G2 yine de yuklenmiyorsa, bir kart okuyucu, cikartilabilir
disk ya da diger bir 6nceden yuklenmis cihaz, sirucu harfi atamasini aliyor olabilir ve cakismaya neden
olabilir.

Sdrucu Harfi Yénetimi (Drive Letter Management) ya da DLM'nin Windows Vista, ve 7'de dnemli él¢ide
iyilestirildigini, dolayisiyla bu sorunla kargilagmayabileceginiz unutmayin. Ancak ¢akismayi
¢6zemezseniz daha fazla yardim igin litfen Kingston’in Teknik Destek Bolimuyle gorusun.
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Hata Mesajlari

Unable to create file (Dosya olusturulamiyor) — Bu hata mesaji salt okunur modda oturum actiginizda
guvenli veri b6limi UZERINDE bir dosya ya da klasér OLUSTURMAYA calistiginizda goéruntilenir.

Unable to create file x|
'E Unable to create the file 'New Text Document. txt'

The media is write protected.

Figure 10.6 — Unable to Create File (Dosya Olusturulamiyor) Hatasi

Error Copying File or Folder (Dosya ya da Klasor Kopyalamada Hata) — Bu hata mesaji salt okunur
modda oturum actiginizda glvenli veri bolumi UZERINE bir dosya ya da klasor KOPYLAMAYA
calistiginizda gorantulenir.

Error Copying File or Folder x|
@ Cannot copy Filel: The disk is write-protected.

Remove the write-protection or use another disk.

Sekil 10.7 — Error Copying File or Folder (Dosya ya da Klasér Kopyalamada Hata) Hatasi

Error Deleting File or Folder (Dosya ya da Klasor Silmede Hata) — Bu hata mesaji salt okunur modda
oturum agtiginizda guvenli veri bolimi UZERINDEN bir dosya ya da klasér SILMEYE calistiginizda
goruntulenir.

Error Deleting File or Folder x|
@ Cannot delete Filel: The disk is write-protected.

Remove the write-protection or use another disk.

Sekil 10.8 — Error Deleting File or Folder (Dosya ya da Klasér Silmede Hata) Hatasi

Eger salt okunur modda oturum acarsaniz ve cihazi guvenli veri bélimine tam okuma/yazma erigimiyle
acmak istiyorsaniz, DT4000 G2'yi kapatmaniz (bkz. 11. sayfa) ve oturum agmadan 6nce ‘Read-Only
Mode’ (Salt Okunur Modu) onay kutusunun isaretini kaldirarak yeniden oturum agmaniz gerekmektedir.
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TECHJNOLOGY

=N

TOoC ZXZIZD1'T

COI1—HY—XZaT7I CARE "TXE, EBLUET) k. FIPS FREEZ & DataTraveler® 4000 G2 (34
BRlk, "DT4000G2) EBLET)ICOWVWT, HARIA A ET 2TV EVREFOREEZEICL TH

BLTWVWET,

SATLEH

PC75YRNT7#—A

e Pentium Il Z7’AEYH (Fk@FTnA
£)

e 1I5MB DT 1 AVEERE

e USB 2.0/3.0 R— M

s REDYERZATOERD, 2 DOE
HmLIERZAT LE—*

RIEARL—=F 14T AT A (0S)

e  Windows® 8, 8.1 (RT Zf<)
e  Windows® 7 SP1
e  Windows® Vista SP2

Mac 7S5 Y N7 #—A

e 15MB DT 1 AVZEERE
 USB 2.0/3.0

WIEARL—=—FT 12T ATAL(0S)

* MacOS X 10.8.x ~10.10x

XEES 48000127-001.A04
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HREIH

DT4000 G2 F*NA AL+ BEHZHBZIZEHIC, UTOR 1.1 ICRITELSIC, /—RNXVIOAVE
FREFAONYZNYIADAERED USB R—KNICERE, ZLIAATLEEV, B 1.2 LRTE545F
—R—RX USB " SHETD/N\THRENDLSIC, USB R—KNEFDETHEZICIE, DT4000 G2 #3#
BELBEVWTSEETL,

B11-ELVEVE B 1.2-HFE>E#VE

ETRSAT LE—DHREE (26 X—2) ESHEL TS EZ (L,

B E (Windows ME DB S)

1. DT4000 G2 #, /—hNVYIAVFREFETFAI B

NNV OZEVWTWVS USB RA—RICELIA ‘| Installing device driver software ~
Click here for status.

k. Windows A"C O RZA T 2R ETHETHE = ~

5F7,

+ Windows Vista 01— —lcxiLTis, g H27- LU FITTIRILY
2.2 L—_/-J_??J\?(u—_\ 7__“/\‘41 I\'f’f/\‘—o)ﬁ (Windows Vista @;@é}
XY E—DHFRRENETT,

e Windows 7 ®I1—H—ICRL TR, 2.2 I(C
TTEDIIZ, FINAARTAN—DOBEBHAY F Iqstalling device driver software *
'|Z_://J‘§E/T_\E‘f ﬂf 3—0 Click here for status,

=N

HFLOUN—RIJIT7ORENERDDE, Windows & 2.2- F/NAXKSA/\—DLVRXA—
NP 7OEADEBREERLET, Y/
(Windows 7 D% &)

* Windows Vista D&, B 2.3 O&LDK
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AutoPlay 71 >~ RONFRRENET,

e Windows 7 O &k, B 23 OD&5K
AutoPlay 71 >~ RONFRRENET,

2. TRun DT4000 G2 Launcherexes MFA 7> 3> %
BIRLET,

Windows A" AutoPlay ZE{TL & WH Sk, CD-
ROM ON—FT 1> 3> zREL (B 2.4). XZ17
JLB4ET DT4000 G2_Launcher 7’09 5 A% ER1T
LTLKEETY, COFETE, 7O ANE
BENET,

| B S
@) [® [#3 ][ search DVD RW Drive o
Organize v Bum to disc =2 - Al @

Files Currently on the Disc

Support autorun.inf DT4000G2_Launc
her.exe

o

B 2.4 - DT4000 G2 DA &

FINA ADHAH (Windows REDER)

¥ AutoPlay

o . |

£

» DVD RW Drive (I) DT4000G2

["] Always do this for software and games:

Install or run program from your media

. " Run DT4000G2_Launcher.exe

General options

Open folder to view files
i using Windows Explorer

View more AutoPlay options in Control Panel

B 2.3 - AutoPlay 71> K7D
(Windows Vista/7 D £ #&)

(Z:AutoPlay D142 RUDX_1—18
Bit, 2—Y—p/YYI 142X N
—NEhTVBTOTZAICEL 2 TE
) FET, AutoRun #1870+
REEBICEBLET, )

1. ROYFHAIAX_Z1—T, FHITZIERBERRL, (AN EF 3N ZEIVVYILET,
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KT ECHINOLOGY
rDevice Initialization - DT4000 G2

Datalraveler®
4000 G2
@ 2) (3) (a

Language

~

Select Language: English

= Kingstor

2. BRANEZNORNBILEEBL, [XA] (B 3.280UY I LET, (EADRT Y FICHEEHIC,
RN RS DRES S ET. FELEVE, AN DER BB E Ao )

~\

-
Device Initialization - DT4000 G2

Datalraveler®
<2000 G2
1 @ 3) (4

License Agreement

SOFTWARE LICENSE AGREEMENT -
IMPORTANT - READ CAREFULLY:

THIS SOFTWARE LICENSE AGREEMENT ("Agreement”) is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying
this Agreement, which incdudes computer software and may incdude
associated media, printed materials, and "online" or electronic -

Q@ Accept Dedline

~ Kingston

B 3.2 - #AF#FRK

3. DT4000 G2 L REFETHDI1—H—F—2%ZREITHLEHIC. NAT—REROET., TO/NAT—R
B T/NXRTO—R, 74=)LRICF—ABDLET, BEREOEHIC,. BUNAT—RZ T/ XT—RKR®D
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B, 74— )LRCBAALET (K 3.3%28R), 1—¥—HNERTZ/NAD— R, #1#L70O
LAZRETZDLEHIC, LTOEEZRBLLTVWETAEEY TR A,

1. INAD—REF, 8XFULEORE (BRK 16 XF) TERHNEBWREA,

2 NAT—=RIZE, UTOREXFOHO IBENBENATVWETIAERYEE A

-RXF, PMXF BF BHRXF (1 $BLE)

Fl. NAD—ROEVRNZANTRZZEETERIN,. ChRIRBABFATEHYEEA. EV BN
74— RE. NAT—REZSIhEZEIC. NAT—RO "FADY L, ZRLT< D120, &R
5&Y, (F/NRT—KREFUXFIHNEEZNT 1= RICADTBCELEIFTEEEA, )

-
Device Initialization - DT4000 G2

12@4

Password

* Password:

* Password Confirmation:

Hint:

*Mandatory field

? Kingston

Datalraveler®
2000 G~2

000 RONNPS
0 Password Rules

Pwd Hint

~

&

3.3-/fNRT—KRDORE

XEES 48000127-001.A04

DataTraveler® 4000 G2
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4, EREBBREABENETFANRY VRCANLET (F 3.4 288). (FCASDT1—IK
CADTBERIC, A7 T 3 THRELENZAT—ROXFFEEH RV T LEZV, LAL,
CHEDT 14—/l RHEBERTHY, FHDEFBTCEETEET, )

o "ERL 714—)LRICEHRKR 32 XFZANTEXRIN, NAD—REERK
BEBUXFHNEANTREETETREA,

s T2&#HEZ, 71— RCBERRZ2XFEZANTERIAN, NAD—REEREK
BABUXFHNEANTREETEREA,

o TFHM 74— RICEEK 156 XFZANTEXRIAN, NAD—REERL
BUXFIzeEHderTEEREA,

p
Device Initialization - DT4000 G2

Datalraveler®
2000 G~

Contact Information

Name: Test Name
Company: Test Company
Details: Test Details & Other Info

" Kingston

B 3.4 - B EEH

5.[#&T71Z2OVUYILT, FNAAOHNBILTOELAZERTLET,
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DT4000 G2 FEF 1 VT 1 TREShETF—IN—FT12a>oNBtzmBL (K 3.5, TOKRT
BERERRLET (K 3.6).

> XEEEMAogBEeg£ALTOJILTVAE, THHML L-FUCK
= EIfPHIZIBEEFHNVET. *

6.[OK| 27 VY O LTHITLET,

rFormat-DT4000 G2 ormat -
| Datalraveler® | { Datalraveler®
2000 G~2 24000 G~2

Formatting DT4000 G2 (I:)... Format Complete.

¥ Kingston ¥ Kingston
Bl 3.5 - DT4000 G2 ##HIEFDX Yy E— K 3.6 - WK TOXY E—2
MEREAZTTLEL =,
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SEAEIE DL, S XTA/N—RTIIFX DT4000G2 K54 7 DEEICL>TEERZNET,

FINAADER (Windows BREDIFA)

DT4000 G2 Z#)&{LL =&, 1—H—lFktF
AT A TREBEE N ET—EN—FT1>3>
7 O9EAL, NAD—RZHE>TTFNARA
caOJ4>LT, FNAAOEEFT> 3>
ZRATETRT, chZzT5Ck. ATOF
JEIZHE> TS IZE L,

1. DT4000 G2 Z2/— "NV AV FRERTA
OhyZ7NYIYO USB R—KMICELIA
de NAD—RZANLET (F 4.1 25
).

s NATD—RZABL, [OF1>] KRE
VUV ILTHEITLET,

e FLWINATD—RAADENDE,
DT4000 G2 kO v ¥ =L, 1—
— R ZOFNAAREZFEATEDZELSIC
TVYET,

e BE>ENAT—RHAADETIhEEEE.

-
Login device DT4000 G2

Dleliellge\V == g
4000 G2

Password:

Forgot Password

Contact Information

[]read-Only Mode

# Kingston

B 4.1-0790>8H

"E2R) 714—=)LROTICIZ—XY —

DHARREN, QA HAKRBLIECEZRLET,

XEES 48000127-001.A04 DataTraveler® 4000 G2 9/31R—=



K Kingston

(EOF4>TOCIDEFHIL, BE> /R T—READL EEE, I—HF—RELV/IXT—K
DEANSTEESF, LAL, FEFPOERAREZRTDEF+1 U5 BESHBEATVES, *
S5/ UHREESHA TS 10 ADOFEF I EAEMRICEL FHE, DT4000 G2 #OY Z&h, K
BETBHICEFIUT 1 CREENEF— RN —F 1S A DU BB ET. S A,
DT4000 G2 EREEATVBF— R TN THELNBCEERULET., COBEDHEIL
FENNAZDOY 2, (24 R—) BB EE, )

2. EF 1T A TRETIAETF—EZON—FT 1423 EERYERET—RTOKOY VEBRTESE
A, FNARICOATA VDI "TEZWMVEAT—KI OFIVIRYIDAICFIVIZEANT
WBHEIEF. "EAXMREET—R, TEOVIEHERTEET, G ERE—RTCRIAEZTE
HBEE, DT4000 G2 ORNBEFEWVEY, MEIDENTETITHN, COE—RTRABEEH.
EE,. BLTEETRD LR TEECA. (EFLERVEHE—KTIE, (10 X—2THEALTB)
DT4000 G2 XZ 1 —ICRTFS BB A 7232 2@#S5CEFTEFEA, )

ITICHEBRWERE—RTOJA42L, FNAADZOE—RZHBBRLT, EF21UT 1 TRES
7’:5"—90)/\"—7_-43/3“/(.Zi(?bf?"‘uit:ﬁ&%é0)7'7‘&7\75‘“??-3%»&'\5L:@“%)L: . —E DT4000

G2ZfFLEL M AR=ZFR), TORBOCOJTALETH, BEAKIC r'*HllUﬁﬁﬁzE RyOFx
YIRYDADF IV VEALLERRICLTLSEZ L,

TINARADEBEAN EFICTDhESZE, O 12XV 2—0ERFVEY NEh&ET,

FNAADEZEEFT> 3> (Windows MEDIBES)
FNARCOT A FBE, Windows DRAI/N—DOAEIKIC [DT4000 G2 TA AN RRENET (
B 5.1, (J£:Windows 7 & @A DEE, [DT4000 G2] FA AN T VX TBICIE, BRXO/V—D
LXRADRREO Y OFBIREN B ET (K 5.2),

DT4000 G2 DT7 A A% —EBO YU TBE, UTOEDIBAZ1I—HNRTRENET,

2 DT4000 G2 Settings
[ Browse DT4000 G2

#& Eormat DT4000 G2 o &
| & Online Support
o €@ About DT4000 G2 SRR
.| |8 Shut down DT4000 G2 )
g B0 2
T P20 a0
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B 51-XX2/Y—A® DT4000 G2 71> B 52-XX27/Y—A® DT4000 G2 71>

DT4000 G2 O E

s NAT—REEVHNDEENTRICENETT (K 5.3)
o EBEOBBOENRNEENTRICEWRT (K 5.4)
c SHREROZENARICEYERT (K 5.5)

(ZLLMEFBRIBDIEDIC, 5P UHRES N TS DT4000 G2 D/YRT— REFIDE DIZEFH
FEGEETBDLENBIET, )

Settings Settings

Datdlraveler® Datdlraveler® Datdlraveler®
4000 G2 4000 G2 4000 G2

Password ‘C:mtad nfomation | Lanauace | assword  Contact Information ‘LAF\DJAGE | Password | Cortact Infomation  Language |
* Current Password:

* New Password:

Test Company

* Password Confirmation:
O revodrues its: Test Detals & Other Info

*Mandatory field

K 5.3 B 5.4 B 5.5
/WRT7—RDEE BHELER & DER

DT4000 G2 OM 5K

e OVAVEIZ, EF1UTATREENET—EN—TFT12a20RBEZHETEEXT,
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DT4000 G2 a)*)]%{b* Format - DT4000 G2 )
Datalraveler®
— = —_ o — o~ 4000 G2
X1V T1ATCREENLETFT—EIN—"TFT1>

To fomat t Gk 03, kO 0 s, ek NGRS
. » —_ ‘o format the disk (3:), dick OK. To quit, dii .
IO ARETT (BE : INTOTF

j— 9 b\“ 5% % é *'. i j—) (g 5 6) Your password is required to complete format.
o .

Password:

2242 BR—FN A22—FYKNTIERA

FHETT) ® Kingston
s AURA—FY K- 7'5")*3“78555 Bino
R — NEHKICTFT Y2 & AT 8K K 5.6 - AR LEDEE
http.//www.kingston. com//p/support/ 7ot
ALTLEEW,
DT4000 G2 2 WT —
Cotgh gy
e TV —=23URTF—LADITIN—>3
COEREED DT4000 G2 DOFHMAN REH [ @ s sy Canpan. e
9 (& 5.7)

Modules Version Information

DT4000 G2 K40 000FFE23C7ECBF 1080000102
Application K4.0.0.5

FW Version 3.05

Crypto Library FW 1.00

DT4000 G2 O> ¥ Y RF I

¥ Kingston

e DT4000 G2 ZIEEEICYY RFAIUFTB L

L&V, I—H—YAFLASELRCYV BT L
CENTEET, K 5.7 -DT4000 G2 ic20' T

*IE:DT4000 G2 DEED/V X T— K, Windows Vista & & ¥ Windows 7 T ETT,

- Windows OIEEE, ccETTT -
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BRE (Mac REDESR)

DT4000 G2 &2, /— NV IAVFELERGTFAINY TNV OZEED
USB R—KNIZELIAH, Mac 'CORTA T ZRETHDETHEET

o MHAKEDBE, B6.1ICTRTKRSIC, DT4000 G2 DR 1 —AKN VD
7"7\7|\‘y7(::43§/j_\én¥3-o

1. [DT4000 G2 CD-ROM] 7A AV ZH TNV Y I L&Y B 6.1 - DT4000 G2
2. 6.2 \ZRTITAVRIANT, Mac 7FINEZ&ZTILOV

vyOLEY,
3. B6.3ICRTI42RIRNT, DT4000 G2 OF S Ur—<3a>7F

A=A TINIVYOILET, Chicky), FBLTOERNE

BENET,
e0ce DT4000G2 ® P Mac
autorun.inf DT4000G2_Launcher.exe .
~~"
DT4000G2_Launch
lin Mac °
rr_moved Support
B 6.2 - DT4000 G2 DA & B 6.3-DT4000 G2 77U or—=23>
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UL AV I

4000 G2

(GRS 2823

¥ Kingston

T A

NAADMHEL (Mac BEDIBE)
[AN\NV(B 7.1 Z0VYOLET,

51.
1. ROYFEIA_1—T, FATHEEBERRL,
Device Initialization - DT4000 G2
Dlelie]gfe\V=l=Ig
4000 G2
@ (2) () (a
Language
English E]

Select Language:

¥ Kingston

CHEEEC,

AN (B 7.2) 0 )Y O LET. (FAXADIXTYTIC

2. FRAFHERNOARRICBEZEAL., X
BAFHEZVICRHETDLEN B ET, FELEVE, [AN] DRI NEEHIZHE)ECEA, )
14131 R—2

DataTraveler® 4000 G2

XEES 48000127-001.A04



¥ Kingston

TECHINOLOGY

Device Initialization - DT4000 G2

®
Datalraveler®
4000 G2
1)@ () (4
License Agreement
SOFTWARE LICENSE AGREEMENT
IMPORTANT - READ CAREFULLY: O

THIS SOFTWARE LICENSE AGREEMENT ("Agreement") is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying

this Agreement, which includes computer software and may include 4
associated media, printed materials, and "online" or electronic v

() Accept @ Decline

CKingston @I Gmmm

B 7.2- #BF#FRK

3. DT4000 G2 ICRETZI—H—FTF—X2ZREBEIDEHIC, NAD—REROET, TO/NAT—R
B T/W\XT—=—RK, 74=)LRICF—AHDLET, BROLDHIZC, BUNAD—R%Z T/ XRT—RK®D
BEE, 74— I)LRICBAOLET (B 7.3 258K), 1—¥—NFERTZ/NAT—RE, 970
TAEMETDIEHIC, UTOREEZF LELTVAGAERY FHA,

1. INAD—REF, 8XFULEORE (BRK 16 XF) TERHNEBRWREA,
2 NAT—=RICE, ATOREXFOHO IBENBENATVWETIAERYEE A
- RXF, PMF, BF BRXF (I $3LE)

Fl. NAD—ROEVRNZANTRIZEETERIN,. ChRIBABFBATREHY)EEA. EV N
74— RE. NATD—REZSIhEFEIC. NAT—RO "FADY L ZRLT< D120, &R
5&Y, (B/NRT—KREFUXFIHNEEZNT 1= RICADTBCLEI>TEEEA, )
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Device Initialization - DT4000 G2

®
Dlelle]lge\V==\¢
4000 G2
1) (2) (3) (4
Password
* Password: ssscsscse
* password Confirmation: sscssccee
Password Rules
Hint: Pwd Hint

* Mandatory field

7 Kingston

B73-/f\XAT—KDRE

4, EREBBREABENETFANRY VRCANLET (F 7.4 288). (FCASDT1—IK
CADTBEHIC, A7 T 3 THRELENZAT—ROXFFELSH BV T LEZV, LAL,
CHEDT 14—/l RIEBERTHY, FHDEFBTCEETEET, )

o "ERL 714—)LRICEHRKR 32 XFZANTEXRIN, NAD—REERK
BABUXFHNEANTREETEREA,

s T2#HEZ, 71— RCBERRZ2XNFEZANTERIAN, NAD—REEREK
BEBUXFHNEANTREETEREA,

o TFHM 74— RICEEK 156 XFZANTEXRIAN, NAD—REERL
BUXFIzeEHderTEEREA,
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Device Initialization - DT4000 G2

Datalraveler®
2000 G~2

Contact Information

D Test Name
- Test Company

Test Details & Other Info
Details:

* Kingston

B 7.4 - BHEEH

5.[&T71Z2OUYIOLT, FNAAOANBILTOELAZETLET,

DT4000 G2 FEF 1 VT 1 TRES W ETF—EIN—FT 123> oNBLzmBL (B 7.5, TOKRT
BEERRLET (K 7.6)

6.[OK| 27 VY O LTHITLET,
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Format - DT4000 G2 Format - DT4000 G2
Datalraveler® Datalraveler®
4000 G2 4000 G2
Formatting DT4000 G2 ... Format Complete.

= Kingston F———

B 7.5 - DT4000 G2 Z#HHIEFDOX Y -2 B 7.6 -HHIEKTDOXY 2—2

MBI TETURL I,
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TECHJNOLOGY

FINAADER (Mac REDBE)

DT4000 G2 ##IH{LL =%, 1—¥—ktF
1VFATREENETF—EN—FT 123> DataFravals
7 O0t2AL, NAD—REZFE>TFNAA 00 G2
COd4>0LT,. FNAAODREAT 3>

EFATEERT, ChETSCE., UTOF S

JEICfE>TLREEW, -

||
[~

1. DT4000 G2 % /— KRNV EERTR |
ARYZTINYIDH USB F—RICELRA p—
K, NAT—REAHLET (F 8.1 25
B),

] Read-Only Mode

= Kingston [ Cogin—JCance

2. NATD—RzZAHL, [OFr>] REV% K 8.1-O074> 8
VY OLTHITLET,

e ELVNAT—RAADETIhD E,
DT4000 G2 kO Y o ##@L. 1—
H—RFOFNA AZFEATESD &
SICBEVYET,

s BESENAT—RAADEhIES
Bk, TEZA 74— ROTI
RDESIBIT—AYE—IHARR
TNET (B 8.2 22 R).

(EO54>TOCIDEFTHIZ, BiE2 /R T—READL EEE, I—F—@FELV/IRT—K

DEANSTEESF, LAL, FEFPOERAREZRTDEF1 U5 BESHBEATVES, *

S5/ UHREESA TS 10 ADOFEF I EAERICEL A, DT4000 G2 #OY Z&h, K

BETBHICEFIUT 1 CREENEF— RN —F 1S A DU BB ET. S A,

DT4000 G2 EREEATVBF— R TN THELNBCEERULET. COBEDHEIL
FENNAZDOY 2, (24 R—) BB EE, )

3. EFIVTATREENLET—RON—TFTAIVREENVERAET—RTOKOY IV ZBRTER
IHA. FNARALCOTA2IBHE "SGRV EFAE—RI DFIVIRYDACLFIVIZANT
WBEER., "BRAKMREBEE—R, TEOVIZHEKRTERT, i EAT-—RTRAZZ T
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BEE, DT4000 G2 ORRAZRAVEY, BMEIZCENTAETITHN,. COT—RTRABRZEH.
EE,. BLTEETRD LR TEECA. (EFLERVEHE—RKTIE, (10 X—2THEALTB)
DT4000 G2 X Z 1 —ICKX RS hB BN F 7> 3 E@fS5EIBTEFEA, )

ITICHEBRWERE—RTOJA42L, FNAADZOE—RZHBKRLT, EF21UT 1 TRES
EF—Z2ON—FT14232VICHLTRLICHRAIAEEOT IV EAN TERLSICTRICE. —EOJH7Y
LT, BEOJA2328IC. "BBWERAE—RIOFIVIRYJARAOFIYV VZALTLSEZW

o

*TFINARADEBANERZIZTONEZE, Q12X V20 ERFVEY NEh&ET,

FNAADEEAF TS 32 (Mac BEDEFESR)

FNARACOTATRE, LTOH 9.1 ILRTEKSIZ, Mac OS X Dock A [DT4000
G2 Launched 7A AN RTRENET,

DT4000G2_Launcher

HOOUPEIRG I XRKRETOOFIE

B 9.1 - Mac OS X Dock A ® [DT4000 G2] 714>

*F—R—K® [Contro)] ¥ —&#F L IRET. [DT4000

DT4000 G2 Settings
G2 Launced 74> 1 EOVUYOTBE, AADOK 9.2 IZR Browse DT4000 G2
TAZI-—FRFENET, Onine Support
About DT4000 G2
Shut down DT4000 G2
Options >
Show All Windows
Hide
DT4000 G2 OFE Quit
e NAT—REEVNODEENAEICKYET (K 9.3) & 9.2
s EREDEBROBIN/RTEENAREICENET (K 9.4) DT4000 G2 A7 3
s FHITZSEOERNITEICAYET (K 9.5 ~
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Settings Settings Settings

Datalraveler® Datdlraveler® Datdalraveler®
4000 G2 4000 G2 4000 G2

WEZSEEN contact Information  Language Password |eRIIECINEEENN Language Pasewon d__Contact Information [SERLILY
* Current Password: Name: Select Language: English -]
* New Password:
* Password Confirmation: o
0 Password Rules Details:
Hint:
* Mandatory field
Apply Cancel Apply Cancel Aeply Carce
27— K 412 0)12 ®"
VAW ROZEE BEEIEHE 5 &

(ZZLMEFBRITDLEDHIC, 5/ USREZ N TS DT4000 G2 D/YXT— REFIDE DIZEFF
FEGEETBDLENBIET, )

DT4000 G2 OM 5K

e OUAVEIC, EF1V)T A TRES M ETF—EIN—FT423a20RNEEZHETEET,

DT4000 G2 M1 H1L Fomat - DT4000 G2

s EFIVFATREENLET—EN-—FT1>

WARNING: Formatting will erase ALL data on this disk.

E > o) *}J % 1bb‘“ E-I- ﬁg z‘.‘ j- (% :l:l_T a_ /\.‘ T o) 5_‘. To format the disk, click OK. To quit, click CANCEL.
—ZNEEENET), (K 9.6)

AVSLY $R—KN (AVR—ZY KT URR e EIE
HEBETY)
¢ AVE—RY K- TSUFERE. BNOY B 9.6 - HALEORE

R—MNB®RICT 2 € R T 8 %
htto://www.kingston.com/jp/support/ \ZT 0t
ALTLEETL,
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DT4000 G2 2 W T

o FTUT—=23 T F7—LAIJITN—=23
CNOEREED DT4000 G2 DEMAN RE
9 (& 9.7)o

DT4000 G2 O v vy NI
« DT4000 G2 ZEEICZ v Y RAIVFTBH &

kY, A—HY—2RATFLAASEEICHY BT
CENTEERT,

About - DT4000 G2
Datdlraveler®
4000 G2

Copyright (c) 2007 Kingston Technology Company, Inc.

™ Kingston

B 9.7 - DT4000 G2 K21 T

-Mac DIEEF, CCETTT -

BRE (Linux REODBS)

CEBIEFFTEEERBD Linux /N—Z 32 Tlt, 12— I 4 XADHEEFERA/N\—ZI 2 ICk
DTCEBEDHZENBNFET, LALX—ZFNTTVT—232TRHATDI—MRPEINRKEY A
ZETERSBUTHEY, UTDELS% Linux D TSHEIBDCENTEEFT, COBEDIXIU—2
I3V PDHIE, 64 EY NRETHERSHEEDTT, )

> Linux OFAIARNVUEI—=23a2C&k2TR, WRKOFP7UIS—>3a>oq4>
= R7UTH DT4000 G2 XV REELLKEFTITHEHIC, A—N—1—H¥—

L—K)DERNBEZZENFHVET,

NEHES 48000127-001.A04 DataTraveler® 4000 G2
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DT4000 G2 %, /—KNVIAVFEFEFTFARAINY TNV

dADZEVWTWS USB A R—RMIZELIAK, Linux OS A" @
NDRSAT=2RHIDETESESET, RENMKDDE, F DT4000G2

10.1 7RI KSIZ, DT4000 G2 AR I —LDOT A H

F2H Ry FIeEREhET, * & 10.1 - DT4000 G2 ®A U 1 —A

DT4000 G2 i, Linux TEATEZLUTO 520
ARV RAEHREIATVERT

dt4000g2_about . dt4000g2_forgotpassword . dt4000g2_initialize . dt4000g2_login .
dt4000g2_logout

(ECHSQIAVY KEZFTBICR, "B—ZF ), FFUT—2a>0 1> KUEHE, &774
NBBEETETANKEH<BEN G ET. EIT> KOBIE T/, (EVUFKERSY21) O 2
XFEEBNTBLENSY F T

2 EYRI—¥—0FERE., "F—IFINT7VT5r—23>042ROZHEE, 7OVTKLARIL
TUTOIOXY REZF—ADLT, ALV F14L T MU % /media/DT4000G2/linux/linux32$
ZELTLSEEWL,

cd /media/DT4000G2/linux/linux32 (CDOF¥F—AHD#E. ENTER L T2
=W, )

64 EY RI—H—0FERE., "2—IFIN,T77Vr5r—23>042ROZHEE, 7OV7KMLARIL
TUTOIOXY RZEZF—ADLT, ALV KMF14L T MU % /Imedia/DT4000G2/linux/linux64$ (=
ZELTLSEEWL,

cd /media/DT4000G2/linux/linux64 (COF¥F—AHD#E. ENTER L T 2
=W, )

*F:DT4000 G2 KU1 —ALA OS THEHWICO—KEShZEVEEE, Linux @ "mount; V> R%E
EoT, ZB—ZFNTARIICEFDPDAR I —AEN -2 TN TOA—RTILEN B ET, HE
D OS FA1RANIEIZ—23>20 Linux RFIXNESBTDH, BFICADA >S4 > R—
RDYALNCFOEILT, ELVINRBXEON RF T2 EF/NTLSESE L,
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FINA ADOMME (Linux BKDIFE)

DT4000 G2 A"/NY OV IC#EEE N, OS IC& > TREET n/z&, DT4000 G2 ZHIH THEA T2 HEE
BT IREN Y LT, chEFTSICR, "E—ZFIIN.TFTVT—2ar (FLBIXUR
TDOT42RD) ZFE. ATOFIRZT>TILEE L,

(ECOETRIRALU—>23 v NPaydit, Linux OS TO DT4000 G2 /Y1 XD F A% B i
ELE linux32 72 LE (32 E'Y ME) ERAL TVWET, 64 'Y MED Linux £5£0 DEEE,
REYRTAINETIIELS, BETB64EYRNT72IXE, HIZIE linux32 THt%E< linux64 =&
ALTEEW, )

1. (N 102) "‘—— ’-T? 3- Ck 5 ("—- > - E j_ )I’ (D [E root@localhost:/media/DT4000G2/linux/linux64
ZT7O7MLARILTUTOIONY R%ZEF | He Edt view Terminal Tabs Help
_Ajj l/ _C . 5_‘- 4 I/ 7 l\ U E DT4000 {:22:21{22:1:2:: {iﬁuig“;;eiia/dt4000g2/linux/|inux64
G2RUI—AICEELTLEEL,

cd /media/DT4000G2/linux/linux32

(T RETAINE (FALINY) & 102 -IXZKEOFET—>5>

Bk, AXFENPXFNXBIENET,
BIZ L, “linux32”E “Linux32"It 2% 2 &
DELTEB#EhFES, IV REXE
y CCICRTEBYIC, EBICADLZIT
niEZYEEA, )

22 ALy bh0o70OY7KRLARILT.Is EF—AHBL., ENTER ZH L ET, §B &,
/media/DT4000G2/linux/linux32 (F1z\& linux64) 7 A#NWNAZ, 77A4LFLEET7IILE, &
PLVREZTOWMAEDVARNFARRIENET, 5 20O DT4000 G2 ON Y R, §&bh5
dt4000g2_about. dt4000g2_forgotpassword. dt4000g2_initialize . dt4000g2_login.
H KRV dt400092_logout A" B 10.3 DRSICRRENET,

root@localhost:/media/DT4000G2/linux/linux64

File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64 bl
[root@localhost linux64]# 1s

dt4000g2 about dt400092 _initialize dt400092 logout
dt4000g2 forgotpassword dt400092_ login

[root@localhost linux64]# _
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B 10.3 - DT4000 G2 AN> Ko — K

- CDHEFE6IEY NV—=232D Linux ICETEF 9 -

3. DT4000 G2 Z#HLT2ICE, F—ZFIOTOVTRLARILTUATOONY REF—AHLT
NS, ENTER 2L &E Y, ./dt4000 G2_initialize* (AN REANFEPIXFNXBEIET
o V& 10.4 5 R,

root@localhost:/media/DT4000G2/linux/linux64 I
File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64 el
[root@localhost linux64]# 1s

dt4000g2 about dt4000g2_initialize dt400092_ logout

dt4000g2 forgotpassword dt400092_ login

[root@localhost 1inux64]# ./dt4000g2_initialize

& 10.4 - DT4000 G2 V> KD EfT

4. ENTER ¥—%#HUL k%, 3—ZFI V14V RIICERAFBRZUNRRENET, YEHLTHER
FREZENICREL, ITLET, (ENEHTERFAFZZVICAZELZVCEICHY), Z—2F
NDZ7O2 7 NLARIICRIET, TDHEERE, XTY 7' 3EFBEETLTYRBIET, ¥H1L
T7OtARETTELEEA. )

5. BAMEZYIIABELEE, EX¥1UT A CRESNETF—ZON—FAaVIREENET
ALORBCEBENTVBNAT—ROAD (ER) FROShES, 1—H— ﬁ#&?%ﬂl
J— R, NELTOERERETDEHE. UTOEEEBLLTVATAERY ELA,

a. NAT— R, 8 XFULOEE (BA 16 XF) TAFhEEY EEA.
b. NAT—KRICIE. UTOSEXZOHO 3 BEASTATOVETAERYERA,
CAXZ. PMXF. BT, BHRIZ (P $AL)
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TECHJNOLOGY

6. NAD—ROBALZROZ IV RITIC, BRBOLOONAD—RZBADL, ENTER Z#HL
TFTo 2 DOONAT—RA—HLEHBE. DT4000 G2 A EEICHIHbEhicc e 2RI AY E—D
FRENET, NAD—RAF—HLEA>EHFE, ELOWNAD—ROADZROZIZ XY -
RRENhET, ChETIICE., ATYVT5~6FES—E, T2TLEE,

NAD—REERTDE, EF1VT A TREEShETF—FZRVI—L (N—F14232) FFARAIK
Y7TEEICRRENET, ChiE, EE7OEANERICITObhEZCEEZRLTVET, TN T,
DT4000 G2 #FHBBATE XY,

FiLinux DTFARXANVELI—=23 2Nk 2T, BADFZUTr—2320 142 KTTEH DT4000 G2
OV REELLSETITBEDHIC, R—/V—I—Y—(IN—N ) DRI ZEZZEN B FET,

TINAADER (Linux REDBFS)

DT4000 G2 Z#H{tL =&, 1—H¥—R@FEF1 VT A1 TRES N ETF—EIN—FT123 TR
L., (22 R=DTHERLE) NAD—REZFE>TFNARICOATA VTR ENTEET, ChETD
Wik, UTOFIEICH > TS EEL,

1. "8=3XFIIs OF77TVTr—3a EEZEREET.

2. 2 —=2F)lo7O0 7 KRNLARILTHUTOOR > REZEF—ABDLEFT, cd
/media/DT4000G2/linux/linux32

3. /media/DT4000G2/linux/linux32% ®IAX>Y ROTAOY T RLARILT, UTFTOOAIY REF
—ABLTFENAARCOY A LET, /dt4000g2_login* ZLT ENTER 2L E ¥, (i
IV RETANEER, ARFEPXENBHENETDT, BXIRERIZF—AL T B
EhrHsFET,)

4. DT4000 G2 O A—H—/NATD—RZAHL, ENTER ZRLET. OJAVICERUTRE, &
FLUTATRBEENET—RRY 1 —-LFREA ., DT4000 G2 ZEATREICEY ET,

A4 7O0CAORTHIC, BE>LENAT—RZAALEZE, 1Y —RBATY7 3 2&VIR
FEWLEY, ELWNNAT—ROADERYVETCENTEXRT, LAL, FET VAR ZR
BIB2EFIVT I HBENABEENATVET, HSHAUHREETNTVS 10 BOFRET 7 ABKIC
ELUHE, DT4000 G2 EAOv V& h, XRIZEATSHEIIZ, dt4000g 2 _forgotpassword OAX >
REETLTEFIVT A TRESIALETFT—EIN—TFT1423a>2BLIIVENfHGVET, cOF
72avEBRUTHLODNRAD—REERTEXRIN, 1I—HF—F—ROTSAN—%2RETS
Jz®IZ, DT4000 G2 B#H#LEehE T, chlE, I—HV—F—FFIXTHEEThDI L EZEK
L&,

dt4000g2_forgotpassword 7OEANRET T2 &, HILLWINAD—RHFEEICREEh, FET Y
PAERERRTHEFIUTABEF U LY NENET, (EFEFZEREHK (MaxNoA) IZET 3
BICIEEEICO1>LESEE, Q124K DV ZDERVEZY NKEhFET, )
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TECHINOLOGY

DT4000 G2 NEAZKRTIBRE. COTFNAAREEFIVFT A TRET W ETF—E2H5OF7VK
LTLKEZVW, CheT5illk. ATOFEICH>TEEZL,

1. "8=3XFIIi OF77TVTr—3a EEZEREET.

2. 2 —=2F)lo7O0 7 KRNLARILTHUTOOR > REZEZEF—ADLET, cd
/media/DT4000G2/linux/linux32

3. /media/DT4000G2/linux/linux32% ®OIX > ROZ7OV7RNLARILT, LAFOIOXY REF
—ABLTFENA AL SOATTIRNLET, ./dt4000g2_logout* TEL T ENTER ZHL ET
o (EONZKET7ANXER}, AXNFENINXFIXBETNETDT, BXIFIEFBIZF—AL
FEILENSBNET, )

4. DT4000G2 Z# USBR— KR SHEWVWT, Z2BBMICREL TSEE L,

“E:Linux DTFARARNIET—=23 2L T, HWARDPDTF7UTr—23>200>2 RUTH DT4000 G2 N> R
FIELSZEFTTREDHIC, —=/V—1—Y—(I—N) DERIZEZEENBHI)FET,

ANVTERZTLDa1—-F42Y
FNAZAOOY Y

DT4000 G2 IClk, BE&EHE L EFRET IV ABE (MaxNoA) \[EL EHBEAIL, FET IV EAZBHILETS
EFIVTABEINNBEIATVET, BEOT IV EARHKEF, 10 HICF7AILRFREENATVET

o

MY V1 AVVREFET IV EABREZZRLETHS, UTO 2 2OFEOVThATUEY hE
hET, 1) MaxNoA IZEIBRHICERFICOTA2 TS, RizlE 2) MaxNoA ([ZEL., F/N1 ADHH
tZRTIT, *

BiE>ENATD—RAADEThESEE. TE Login device DT4000G2 .
;//‘J 74—‘)1/ I\“Q'FLZI?-)(‘%E—?/;\“Q@ DOthSBel[’_eEr
mEh, OJA A RBLIECEZRLET,

10. 1 E %,ﬂ\ﬁ Password:
B o -_—

A Failed to Login: The password is incorrect. Please try again.

AJA2HFHRTT 7 BAKLEBE, e 3ET
MaxNoA M EIH (Chid 10 EIZFT7 # ) REEE N

Tb\i?) L:E?%:t&ﬂ__\?ﬁﬂﬂa)lﬁ—)(‘Yt Forgot Password
_y/)\“?‘%/j_—\é hij—o g 10.2 E%&]ﬂﬁo Contact Information

# Kingston

HSHAUBHREETNE 10 BOFET7 7 EAEHK
(ZEL £454&, DT4000 G2 BF— R N—F 123>
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ZEANICOYIL, RICEATRHEIC, TNARA
ONPEABEICBEWET, chik. DT4000 G2
CRFENRTLVEITF—ENFIXNTEZRETL
DIEEEHRLTEY, REI-HY—EHLL
NAD—RZERTIBENFHVET,

COEFIVTARKRE, INAT—RZEZF-T
W) B=ZFICIPOT7MOHAAREELR
T—ENDT I EAZFRIZENTT,

DT4000 G2 O ERI—HY—DOFNF/NAD—R%
BNIEHBETE, FNAAOHNBILEECEL
EFIVFARRAFTOIhET, *

COMBEOEMEE. (/WX T—REEALEEE
L (25 R—D) BB EE L,

SEFIVAL ZDEIEIZE Y, DT4000 G2 D tEF 2
SHhTVDEBHIFINTHLESTNFET,

NAD—RESIEHE

NAD—RzEzSNEHEIFE. DT4000
G2_Launcher OEBE(ICTF/NA AnOT 4
VIOAVRIILKRREND /Y XT—K%E
BhESE1 )0y OLTLKES
W (® 10.3 25 8R),

COATYIVEEBRLTHLWIRAD—
KEERTEETH, I—F—F—207
AN —=2REITD-HIC, DT4000 G2
BOBtEhES, Chid, ERO7OE
ABICI—Y—F—2FTNTHEEND
CEEBRLET, *

(/WWRO—KeEEhEHE] 20V I0TFDE

B 10.1-O71> 4% 88

Login device DT4000G2

Datalraveler®
4000 G2
Passwor: d:

A Failed to Login: The password is incorrect. Please try again

3 Attempts left before your DT4000 is blocked permanently.

Forgot Password

Contact Information

¥ Kingston

F102-7BE0O014> %% 88

UFr+« TIREZ W IET—R/N—T 123 ICRE

Login device DT4000G2

Datalraveler®
4000 G2

Password:

Forgot Password

Contd BFmation

= Kingston

B 10.3-/Y\XRO—KEEhELE

XEES 48000127-001.A04

DataTraveler® 4000 G2
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AYVE=DRY IR (B 10.4) RREN
Bz TSEIICHLOWNAT—RZ A
ATBIHAESHERBLTEERT, COBRR
T, [OK 22V Yy O LTHERITDH., T
& [Fy>oeI] 22U OLTOTA D
IV RIVICRDENTEET,

RICETES, HFLOUNRAD—ReFHFLLY [
EYROEREROSNE T B2 RNEX [ o) s S e oot
HAREBBRAT I —ILRTREYERA

A NAT—REENREBAIC, NAT—
RO TEANY ) ERICEICRIBET

o

& 10.4 - HBLOHOTO> T R
(F:DT4000 G2 /TR T—KEE2 =< EL
KEFEES N T A= RICAS TR

BFTEELA, )

ET/INAZXDIREIZL Y, DT4000 G2 DEF1 71 TREShIETF—X/N\—F 12 IAICREF
SATVBEHIFINTELESLET,
K47 LE—DOHBE (Windows OS DIFE)

KEQD "ZITFAEH, 3 R—) THHEALEKSIZ, DT4000 G2 &, RZATXFNEYYHTH T
FYv7 L DENOREOYETFARAVICKHEL, 2 DDEHKRLERSATXNFEHSBELET (K
10.5 #3R), 1—H¥—7O0774)LICEBEOEOTHY), \—RIOIF77O077/4ILTOEDER
BEANBVED, ChERYRNT—OHBLERBEELEBA. 2T, OS A SRAATEICEZET

o

DF ., Windows Ex Y N —%2HEX Universal Naming Convention (UNC) NATY TICERE
TWB RS/ T XF% DT4000 G2 ICEIWH T, RZATXFORENRETRICENBYET, BRE
FRELESE, BEZEFLEEALTTFAIBHICSMVEDEWELEE, Windows O [F1 AT D
BB ICTRTFATXFOEERZEHSRTE VN (ZEEICKEEREERNIVETT),
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2 My Computer, Q@@

File Edit View Favorites Tools Help .','

QBack - & ? /7"‘Seavch {7 Folders v

Address | § v B
System Tasks A
View system information V ] @, "’v
7y Add or remove programs N
(B Change a setting
Local Disk {C:) DVYD/CD-RW Drive (D:) Local Disk (E:)

Other Places
& My Network Places D .

B 2 <

DT4000G2 (F:) Network Share (G:) Local Disk (H:)

System Folder /

®105-Y17- J>E31—%

ZOBFITIE DT4000 G2 E RSA 7 F: #FALET., chik, RZAT E(RZATXFOXFY VT
NDHNDBREOYNETARY) ORIZEATEDZIRZATXETT, RIATXFE G &k, XY RT—7
HETHY, \—RIIF77O774IO—TREAEWVWESD, DT4000G2 A" 2 FBED RS AT XFE
LTG Z2FEAL, BENfNRETH RN BV ET,

DATALILZRY RDO—OHEFZVDIC DT4000 G2 A HAIAENZVIBESEF., H—RU—=F—%1) L4
—NTILF1ART, TZOMUABICA VAR =—ILENRTVBRFNAARICRSATXENEV) Y TSNT
WT, BIEHRERENMRELTVD TS HYET,

Drive Letter Management (DLM) (&. Windows Vista 8 &' 7 TR ARIBICHEL TVED DT, COBEE
FRELBEVWAELIAERBA. LALBREZBETERVEEE. Kingston O FHiHR—~BPHET
FHzbELVEDEEEL,

IZ—Xvte—2>

TJ77ANEERTERZY - COIT—XY+E—2R, ZRUEAE—RTOJA420L, EF2 VT4
TREENLETF—EZON—FT14232 T IT7ANLNFERET7ALIO R Z2LESELERICERT
ThET,
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Unable to create file x|
': Unable to create the file 'New Text Document. txt'

The media is write protected.

K 106 - 7714 NERFTDIZ—

FALKER7ALAOIAE—DRH - COIT—XAYv -2, FRYVERE—RTOJA2L
T tFIVTATREENET—RON—FT14232 CRULT 770U EEE7 )% OE—
LESELERIZRRENET,

Error Copying File or Folder 5[
@ Cannot copy Filel: The disk is write-protected.

Remove the write-protection or use another disk.

B 10.7-774N/ 72 NZDIE—DEEDIZ— XY 2—2

T77ANKER7ANEOHIBRORY - COTIZ—XYvE—JR@, iR EAET—-—RTOJA2LT
CEFIVFATREENET—ZON—TFT14232 »S 77A4LFEEE 773z Bl L&SE
LERICRRENEKT,

Error Deleting File or Folder x|
@ Cannot delete Filel: The disk is write-protected.

Remove the write-protection or use another disk.

K 10.8- 774N/ 72 NTHBDEEDTS— XY 2—2

ITICHERYEAET—RTOJA2L, FNAADZOE—REZHKRL T, EF21VT 1 TRES I
TF=BON—TFTA42AVIRUTRL2ICHRABEDT I AN TERLSICTRICE, — EOTJAFTL
T, BEOJA29%HE1IC, "HRRYERE— FJ®?1W7#W7Z®?IW7E%LT<L5U
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d151ey

TOC AuInuAliaTnil

afiafldyaidavindud iy FIPS-Validated DataTraveler® 4000 G2 (i3uniflu DT4000 G2 siaainii)
Taelgn1ni laain1seulag ladinsUsuusaiuiule o

Fauwlanieszuy
stuy PC N353 UssuLUIRNS
dmsu PC
o  Tdsindinas Pentium 1l v3aliauiin (Ma3alsinin)
e AUNINUUARFA 15MB e Windows® 8, 8.1
e wajn USB 2.0/ 3.0 1 u (No RT)
o anwszAtAYlnsNsaliiaviIvdavflsia’an lasinntanIn e  Windows® 7 SP1
AIRHA* e  Windows® Vista
SP2
svuy Mac sruulfiifinsfisaeiu
o Rufiireuudas 15MB e Mac OS X 10.8.x
e USB 2.0/3.0 -10.10x
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AL UEUN

Waliilainauasdinisa’laeiun DT4000 G2 ldadnadulsc@ndnmw  DilBaulasiidinninasa USB
aavlisninuaamdavadainallaanseaiuaiwd 1.7 Uanldavnissia DT4000 G2 Auailnsalsanvininass
USB wau wilufunwvdadu USB euamwi 1.2

amwi 1.1 — a9 levuiuuzu ami 1.2 - Tduuzu

*wurenne: g agvidnussainylasi’ Tumwii 26

N15AAGY (9¢uy Windows)

1. \dau  DT4000 G2  difinese USB

TuTdaijnudaedaAnal  a7ntusaly Windows ‘| Installing device driver software
. : Click here for status,
1I1N19615731 N
o fld Windows Vista | o
rlfsuni1sudfiauiiglnulasiasalnasainiu amn 2'.1 ) mm"?s Havmy
» ) (Windows Vista)
amwni 2.2
o ol Windows 7
Qz”lﬁffunﬁl,l,éqtﬁamﬁ ganulasnasalnsninu Installing device driver software
aAMA 2.2 Click here for status.
\
RAVINNHFIAINTISAULIF LHNLES IR Windows " . e . §
v ey oo . ami 2.2 - msdanv lasiiaigunsai
W IAUENTUnaUNIFYINIU (Windows 7)

o il Windows Vista azwuumiising AutoPlay
Adne 9 Auidsinglunwid 2.3
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e {1 Windows 7 aziiunising

adnanulunwi 2.3

2. [R3anmILdan

“uan Windows

P UANIS AT U0 CD-ROM

aniudaen’ld DT4000 G2 Launcher

Pupan il un1558n15 NI UITUAL

AutoPlay

Run DT4000 G2 _Launcher.exe’

Tditavinenuan Tuiia

(nwid 2.4)

MILAILDY

| B S

WL~

\o,H Search DVD RW Drive

Organize v Burnto disc

Files Currently on the Disc

Support autorun.inf

®

DT4000G2_Launc
her.exe

=- 0 ®

Al 2.4 — dayadmsu DT4000 G2
n1s15un15vivusavglnsal (seuy Windows)

1. Lﬁﬂﬂﬂ'ﬁ:l"]‘llﬂ\')ﬂmﬁﬁﬂLJJ‘L‘I}LLHQG’E’]F_Iﬂ’]‘i

AUUAANT

(% AutoPlay [E=EE )
, DVD RW Drive (&) DT4000G2
8

[] Always do this for software and games:

Install or run program from your media

. | Run DT4000G2_Launcher.exe
\/ Published by Kingston Technology Co

General options

Open folder to view files
| sing Windows Explore

View more AutoPlay options in Control Panel

A 2.3 - udwiv AutoPlay
(Windows Vista/7)

(vue8m0):

AutoPlay

arausnsivau lau Tsunsuiidnes Tu

AaNAunag AutoRun
“A5uN19VI IR TULE)

sndaniuy Tumsv

Next (n'mﬁ' 3.17)
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2.

-
Device Initialization - DT4000 G2

Language

Select Language: English v

Datalraveler®
<200

0 G2

= Kingstor

A 3.1 - a1sidanni

n3vdutannavansladeu NUUARNN Next (wai
AusiavnayTutannavans laviunauanidunisea leuiulfly  Next' aslidgmrsa levru le)

3.2)

-
Device Initialization - DT4000 G2

Datalravel
<2000

1)@ G)(a

License Agreement

SOFTWARE LICENSE AGREEMENT -
IMPORTANT - READ CAREFULLY:

THIS SOFTWARE LICENSE AGREEMENT ("Agreement”) is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying
this Agreement, which incdudes computer software and may incdude
associated media, printed materials, and "online" or electronic -

Q@ Accept Dedline

er’®

G2

A 3.2 - daanavdns ldviu

(80034861
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3. fvuasidruiiiatlasiudiayalu DT4000 G2

nsanluilag  Password anuunsandrluilas
Password Confirmation’ ANAaLNA UaN TN INT 3.3
sudnunauInvindssaduaninaugsia ldilnauiannisvinviuiialgeusial:

1. svdrusaianasy 8 araul (§9dn 16 62)

2. sudnuazsiavlidiusenavudnu (3) adnvsialuil

- RN e ANWLEN dlaLaz/m3adnuseitdn (1, $ 4a4)

uanniaadidinisansanaluswdnu nilaznsanuia lif e
AaddTutulssTamiTunisaramisudnulunsainansianu (vianeie):
A1 luassiav limldaununysyiani1)

7

Device Initialization - DT4000 G2

Datalraveler®
2000 G~2

LA L L L d L]
* Password Confirmation: secssceee
o Password Rules
Hint: Pwd Hint

*Mandatory field

" Kingston

of & v
AN 3.3 - nr1savAITuan1u

wwafilandns 48000127-001.A04
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4. nsandayadinsialundavdaniunia lilv (@luarwi 3.4)
dayanaainsan luiasdivarilazsiav ifiaasnvyse lusvianiuninvii ludunaun
nviasmvariituilasidaidanuasamrsnrldaaad laa16iavns)

* Wad  Name' savuanascgdudn 32 A0 Wedrsiad LilsudarH T unnsINU

* Wam Company sav5uadnascgudn 32 A0 wavseay lulsWan1unns i

* Wad Details’ sav3uanuscgudn 156 A1 Lazda lulsHdN1UNasImU

p
Device Initialization - DT4000 G2

Contact Information

Name: Test Name
Company: Test Company
Details: Test Details & Other Info

A 3.4 - dayadhnsia

5. Adn  Finish’ iNadugadiunaulannisvintouaavailnanl

Datalraveler®
2000 G~

" Kingston

(80834861
3
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31nil DT4000 G2 azvinniswasuuanwisaduilsna (A 3.5) uazudvliaaunsudladiiunisiasadu
(MW7 3.6)

O vanawe: wndanduledlEandnbildgguassuy Wasauun' 213 1daandonilounii*

6. AAn OK WamLilun156ia

rFormat-DT4000 G2 ormat -
| Datalraveler® | Datdlraveler®
2000 G~2 24000 G~2

Formatting DT4000 G2 (I:)... Format Complete.

= Kingston = Kingston
A 3.5 — n1sWasuun DT4000 G2 A 3.6 - Wasuumasadu
ﬁuQQﬂﬁiL%uﬁﬁqwu
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*Maenne); 1981 udun15a19unnan wAY liaar1sauriuasaugvay lasil DT4000 G2

n15lgvugunsal (scuy Windows)

UAVNNENNITVINIULDY DT4000 G2  UAYD [ Login device DT4000 G2 )

AuAzdNNSaEanAUNISATUTSAULaz TE AT Datalraveler®
61y 9 waavalnsallnadandudlrasidar UL 4000 G2

vinleing 9 audiuanausia’lail W
.

1. &1y DT4000 G2 4niwase USB

aavldminudaindnnal nntunsansidnu

(@ luawi 4. 1)

Forgot Password
o YAVNANASHERULEY  Wiednditlu T I Read-Oy Mode
Login' \Wasifiunissia = Kingston

o wINNsanIddanNIugneiay  DT4000 G2
andanlazaniazdinisalzuiaiuain
solle

AW 4.1 - wile1v§andu

e uNNTaNSUANIU LUQNEDY daminuudvdafanainlazlsingiiusruatailan Hint
Waudvirlinunisdanau

(vueive): ssuidunaunisdandu winnsansianulignsiay amasamsansansiasuignsav 6Ty
WilssuuaImaansuasnsiadaudiuaunisnsansiadanduiauma 13*

wInTmaAuAis e 1910 avsuit 10 A% DT4000 G2 “AaANITVINIU
Tneaaassavwasuunatnsaldmsunwisisunssunaunisidviusaly Femuraawirdayarovuaiiiuly
DT4000 G2 v=gnaviiv ss19daysiuadumauduieisuamausdn ldain  Device Lockout’ Tusiia
24)

wwafilandns 48000127-001.A04 DataTraveler® 4000 G2 i1 9310 30



K Kingston

2. d@unsatandaanisfduissodimsudayalaluTuuaduatafion Fouvadazundn
"muatlasiunisdon”  Teavinadasungi Read-Only  Mode  naudandulavrualnsal
NAVIINASIATUTDILVLEIUDLWLALILED antardunsalilaniagaaya’lu DT4000 G2
weiaz lldmsnaniam wasuulaswsaaudayavaradluluunil 16 (vuenvig):
Tuuaaruaciigieevilavauniswasuue Tneas liuaavsindanit luiy DT4000 G2

Fofiudo 196210 Tunir 10)

vinilagiiudanduluTunasruadifaiuasdavnisdandanalnsalliduisaau/idoulannln @ lunwiseie
uilsfadmsudiaya aazdiavila DT4000 G2 (glumidn 11) uazrdandunaudin v Teelhildanatas
Read-Only Mode’ 5:1319615223U5a9

* wavannsIadavdusualnsoliasadu I1uun15aandudnaituin lissgniisn

Wangunisvitvuaavalnsal (ssuy Windows)
anrdanduidiialnsal aswulanau  DT4000 G2 Aunduaiiuasmiaiuisuas Windows (21wii 5. 1)
(vurenug: 19 Windows 7 assiavaéniitugnasdulumaduisiiaiddolanay  DT4000 G2' (nawil

5.2)

Aanuitiaseiilanau DT4000 G2 audnamysia Uil

DT4000 G2 Settings
[ Browse DT4000 G2

#& Format DT4000 G2 o ¥
| & Online Support
Q‘J K‘ 0 AbOUt DT4000 G2 Customize...
¥ [8) shut down DT4000 G2 T
[T ' 12/3/2010
A1w 5.1 - lapau DT4000 G2 fimiariurs A1w 5.2 - lanau DT4000 G2 fimiarius

dnlSudvadmsu DT4000 G2

o ahaliaaudnisaldausidnunaz/vzadi (nwid 5.3)
o ahglid@msain/g/ui ladayafinsauavans (27 5.4)
o aglidmsaud laaininidanluilaqiiu (2w 5.5)
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(vinee); itWaAmaanne Aassiav lTsian1u DT4000 G2
luilagiiunasdwinnuas/visal/suusvaurai)

Settings Settings

Datdlraveler® Datdlraveler® Datdlraveler®
4000 G2 4000 G2 4000 G2

Password ‘C:mtad Irformation | Lanauaae ‘ Password ~ Contact Information ‘LAF\DJSGE | Password \ Contact Information = Language |
* Current Password: .
* New Password:

* Password Confirmation:

O revvodrues its: Test Detals & Other Info

Hint: Pwd Hint

*Mandatory field

¥ KingstonC——=")

¥ KingstonC—="—)

21w 5.3 nn 5.4 NN 5.5
1WAusiasiu dayanishinsia 1ann1#1

Browse DT4000 G2

o diiadundudiayalunsfduiisiouacdandu

Format DT4000 G2* Format - DTA000 G2
Datalraveler®
y - co & o o o 4000 G2
° sl‘ﬁLWﬂV\lasllequm‘ﬁuusﬂﬂ (ﬂqlmau WARNING: Formatting will erase ALL data on this disk.

o & g To format the disk (3:), dick OK. To quit, cick CANCEL.
VAYAVNIUNAIEYNAUNY) (21w 5.6)
Your password is required to complete format.

Password:

Online Support (siaviinsiGansaduinasiin)

o ledumasilaiusigasuazidnlun = Kingston
http.//www.kingston.com/support/ :
TaaaudINIsaunsndayans IuuanISIANNLAN

A 5.6 - usnidaun1swasuun

About DT4000 G2

wwafilandns 48000127-001.A04 DataTraveler® 4000 G2 i1 11 970 30
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About - DT4000 G2
o szysanduaiafiy DT4000 G2 Datdlraveler®
- .o a & af s . 4000 G2
'5']“1/]\1‘1]83;!8L'Jaﬁ‘ﬁullaWWﬂLﬂ‘ﬁuLLﬂtLV\l UL
o Copyright (c) 2011 Kingston Technology Company, Inc.
(A1 5.7)
Modules Version Information
DT4000 G2 K40 000FFE23C7ECBF 10800001D2
Application K4.0.0.5
Shutdown DT4000 G2 ey ri 1o
e 1ila DT4000 G2 ¥ Kingston

Tignaudunauialidiuisananianainiazag

AN 5.7 - 1fitady DT4000 G2

e flavnsansianiu DT4000 G2 luilagiiud1msu Windows Vista uas Windows 7

-Fugalitandrisu Windows-

N15AAGY (sruy Mac)

oy DT4000 G2 hiwase USB  luliminusawnddvayl

Nnuusaliszuudfifinis Mac  vinn1ses13ann NAIIINATIAINY
aouznwulasil DT4000 G2 fiwnafival auawi 6. 1 oy
e - DT4000G2
1. euiliamdniilamau DT4000 G2 CD-ROM
2. pudandaninwaimas Mac Awuluniisnvndsangauluawi Wi 6.1 — DT4000
6.2 G2
3. suiflandniilanauuannaindu DT4000 G2

Ay luminsinnldsingaduluamwi 6.3 ausnauiliflunisizun1svinnu
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LN J DT4000G2

@
autorun.inf DT4000G2_Launcher.exe . ]
7'\/

4

DT4000G2_Launch
er
linux Mac

rr_moved Support

Al 6.2 — dayadmsu DT4000 G2 Al 6.3 - uawwBiasu DT4000 G2

AL iraveliel

4000 G2

n1513uN1sYivusavgunsal (seuu Mac)

1. 132NNABIUIAUINALURLFAITIENT INUUAANTA Next (Al 7.1)
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Device Initialization - DT4000 G2

Datalraveler®

4000 G2

Language

Select Language: English

&

aAMmA 7.1 - a1sidanni

2. n3vdutannavans g NUUARNN Next (W97 7.2) (viaeie):
AusiavnayTutannavans laviunauanidunisea livuiutfly  Next' aslidmrsa lavru le)

Device Initialization - DT4000 G2

Datalraveler®
400

0 G2
1)@ () (4

License Agreement

SOFTWARE LICENSE AGREEMENT
IMPORTANT - READ CAREFULLY: O

THIS SOFTWARE LICENSE AGREEMENT ("Agreement") is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying

this Agreement, which includes computer software and may include 4
associated media, printed materials, and "online" or electronic v

() Accept @ Decline

¥ Kingston - e— Cancel

\

A 7.2 - daanavdns lgviu
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3. Amuasddnwnailaviudayalu DT4000 G2  nsaniluWlas  Password annuunsandrluilas
Password Confirmation’ ANAaLNA UEN TN INT 7.3

v

sudnunauInvindssaduaninaugsia ldilnauiannisvinviuiialgeusial:

1. sudnusialianase 8 sdiull (gega 16 A1)

v =

2. sudnuazsiavlidiusenavudnu (3) adnvsialuil

o L] Y

- NUATre) ANWLEN dlaaLay/vIadnassiLay (1, $ 1a4)

uanniaadidinisansanaluswdnu nilaznsanuia lif e
AaddTutulssTamiTunisaramisudnulunsainansianu (vianeie):
A1 luassiav limldaununysyiani1)

Device Initialization - DT4000 G2

Datalraveler®

4000 a2

1) (2) (3) (4

Password

* Password: ssccsscee

* Password Confirmation: ssccssccse
Password Rules

Hint: Pwd Hint

* Mandatory field

" Kingston

of L) v g
NN 7.3 - A15AVAITYANIU
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4. nsandayafasialunaaitaniunda 1 (@luarwi 7.4) (viaeie):
dayanaansan luiasdivarilazsiav lifiaasonvyse lusvianiuninvii ludunaun 3

nvidiWasmvariituilasidaidanuasamrsnrldaaad laa16iavns)
* Wad  Name' savuanascgudn 32 A0 Wedrsiad LilsuarHTunnsINU

* Wam Company sav5uadnascgudn 32 A0 wevseay LlsWanIunns i

* Wad Details’ sav3uanuscgudn 156 A1 Uazda lulsUdn1uNasImu

Device Initialization - DT4000 G2

Datalraveler®
2000 G~2

Contact Information

Name: Test Name

T Test Company

Test Details & Other Info
Details:

# Kingston

A 7.4 - dayadnsia

5. Adn  Finish’ iNadudadunaulannisvintuaavailnanl
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31nil DT4000 G2 azvinniswasuuanwisaduilsna (2w 7.5) uazudvliaaunsudladiiunisiasadu
(W1 7.6)

6. AAn OK WamLilun156ia

Format - DT4000 G2 Format - DT4000 G2

s Datalraveler®
DGfS’,E%eL';%" 2000 G2

Formatting DT4000 G2 ... Format Complete.

= Kingston F———

¥ Kingston

AT 7.5 — n1sWasuun DT4000 G2 A 7.6 - Wasuumasedu

Fudgan1slaurinnu
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WyAdun1svinvuaavglnsal (scuy Mac)

navaNLBuAIsYicvIuLay DT4000 G2 uadn
Format - DT4000 G2

AuAzdNNSaEanAUNISATUTSAULaz TE AT Datalravelat®
N 9 wavalnsallaudandusigsidnuauavn 4000 G2
rinleing o augunausialuil

Password:

Hint

1. \#ou  DT4000 G2 dnfinasn USB
aavldminudaindnnal nntunsansidnu
(@ luawid 8.1)

Forgot Password

61 l']J e omcalon I Read-Only Mode
2. UAVNNWUNTUANIULATD waaninilu . . _
‘ 'Kingston

Login' \Wasifiunissia

* wnnIansUaRUgnsiay DT4000 G2 AW 8.1 - miwiwdansu
andanlazaniazdinisalzulaeug
nsalle

e wINNTansUaRIUlNgNaY
danluLIvTaRaNaInzUIINTUATU

anilag Hint
Waudeinhikun1sdandu  (@lunwid
8.2)

(vueive): ssnidunaun1sdandu winnsansianulignsiay amasamsansansiasuignsav 6Ty
WilssuuaImaansuasnsiadausiuaunisnsansiadanduiauma 13*

wInTmaAuAis e 1910 avsuit 10 A% DT4000 G2 ADANITVINIU
Tneaaassavwasuunansaldmsunwisisunssunounisigoiusaly Semroaruirgayarowuaiifiuly
DT4000 G2 a=gnavily s5I9daysiwa:dummuiuAsinunaansai lsen  Device Lockout’ Tusiia

24)
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3. d@usnlandaanisfduilsdodmsudayaldluTuundiuatidion Fauwadazundn
"muatlasiunisdou”  Taavinadasungi Read-Only  Mode  naudandulavrualnsal
NAVIINASIATUTDILVLEUDLWLRLILED antardunsatilaniagaayalu DT4000 G2
weiaz lldmsnanian wasuulaswdaaudayavaradluluunil 16 (vMuenvig):

Tuunaruaciideevilavauniswasuue 1aegaz udgavaudanid luwy DT4000 G2 dviudv17Tuniia
10)

vinilagiiudanduluTunasruadifaiuasdavnisdandanalnsalliduisaau/idoulaninln @ Tunwiseia
uilsfadmsudiaya azdiavila DT4000 G2 (qlumidn 12) uazrdandunaudin v Tealhildanaas
Read-Only Mode’ Aaun1saanau

* wavannsiadavdusuainsoliasadu I1uun153andudnaituin lissgniisn

WyAdun1svinvuaavglnsal (scuy Mac)

ansdanduayluadnsal lamau  DT4000 G2 _Launcher azUsingdufi Dock 283 Mac OS X auaIwit
9. 1 auaN:

DT4000G2_Launcher

HOOUPEIRG I XRKRETOOFIE

A 9.1 - lamau DT4000 G2 1u Dock vav Mac OS X

n1snaily control 1/1LLﬂuwuwmavl'JLLa'JlﬂanMuaﬂsqm”l'aﬂau DT4000 G2 Sattings
DT4000 G2_Launcher auilunisudaasuyndsingluami 9.2 Browse DT4000 G2
. Format DT4000 G2
NIINTUDUIN Online Support
About DT4000 G2
Shut down DT4000 G2
Options >
Show All Windows
" Hide
A1dSuavdmsu DT4000 G2 Quit
o graldnaannsafsusidnunaz/vsadn’ll (amid 9.3) A 9.2
o aalddunsain/e/ud ladayadasauava (amid 9.4) YaTaufisariy DT4000 G2

o grgbidunsaudladinisfiidan (amwid 9.5)
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Settings Settings

Datalraveler® Datdlraveler®
4000 G2 4000 G2

MRl contect Information  Language UGG Contact Information RGNS

* Current Password: Name:

* New Password:

* Password Confirmation: Company:

0 Password Rules Details:

Hint:
* Mandatory field

Apply Cancel 0 Apply Cancel

N 9.3 A 9.4
1Rausvidasu dayanishinsa
(vinee); 1WA mLaanne Aaussiav losian1u

luilagiiunasdwinnuas/visal/suusvaurai)

Browse DT4000 G2

o AdiRaBundudayalunisiduilsiouusdanau
Format DT4000 G2
o laftdianasunanishduiisne (ALfau:

ﬁagaﬁwumzqnauﬁq) (nw 9.6)

Online Support (siaviinsiGansaduinasiin)

Settings

Datdalraveler®
4000 G2
Password Contact Information | Language |

Select Language: English -]

m‘ Apply l Cancel l

A 9.5
{Banni#

DT4000 G2

Format - DT4000 G2

Datalraveler®
4000 G2

WARNING: Formatting will erase ALL data on this disk.
To format the disk, click OK. To quit, click CANCEL.

* Kingston _———

o dedumasuinusnaasuazidn Ui
http.//www.kingston.com/support/

TnuAMEINISaWNSATaYan15IHLEANSIANLEN AMN 9.6 - ududauninasun

aufilanans 48000127-001.A04 DataTraveler® 4000 G2
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About DT4000 G2

About - DT4000 G2

Datdlraveler®
4000 G2

e syysuazidaalfaIny DT4000 G2
syuvdayaastunannainduuaziilsuias G ey S
(nqua" 9' 7) :To:iﬂté];ssé‘ ;Iccrsm“ (I;'U':’I;“E:’Zz?;r’?[cBF\UBCGOD'DZ

Shutdown DT4000 G2 * Kingston

. g DT4000 G2

AN 9.7 - ifiwady DT4000 G2

Tignaudunauialidiuisananianainiazag

-Fugalitanndnsy Mac-

N15AAGY (5¢uy Linux)

(NOTE: ifaveind Linux #lgviuagIuilogtiuvatasu  Suwmasinonisidviudas unngvau l
IuusiazIasou o aaaderia Ui 19 luuanwwdinsuasaaudv Inaifeiu
uasa1snd wav laganauus1a19u5:uy Linux avsia 1T
sraeinmmiiea luiadaidsavirdudmsussuy 64 da)

> szuy  Linux  undwudaidniglulasgdeas (s1n)  uiadinsdnds DT4000G2
= Tumiisdrsuanwnaiadu terminal

\Jeu DT4000 G2 dihiiwase USB luTusijnudaiadnvayl
Anuusaliszuulfianng Linux N1N19M32IU
Wavanmsany  lamaulasil DT4000 G2 azdsingaiu* DT4000G2
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Andinal aunwid 10.1

AW 10.1 - lasW DT4000G2

DT4000 G2 figadndy 5 gafidmsaldiuszuy Linux:
dt4000g2_about, dt4000g2_forgotpassword, dt4000g2_initialize, dt4000g2_login uas
dt4000g2_logout

(varenve:  dvarsaradvivari inaiflauawwdiasy  "Terminal” 910U 1 IWainasiiAg IWausase?
Ardvusiazivssiavimidednyssdaviana Uil ./ (euazdadevyan)

duduszuy 32 de Diltlawmdisvuanndiedu "Terminal” aandullasulaisanasilagiiuilu
/media/DT4000G2/linux/linux32$ TaaRuWAdILNNsaNs:

cd /media/DT4000G2/linux/linux32 (mnffunﬂ ENTER)
dusussuy 64 e Lhilawmidsuanwndedu  "Terminal®  aamiuwdowlasanadiagiudiu
/media/DT4000G2/linux/linux64$ TaaRuWASILNNTaNe:

cd /media/DT4000G2/linux/linux64 (mnffunﬂ ENTER)
wurenue): vnlasil DT4000 G2 lulvanae Tuldd inassuylfiinis  asdavivan laswiavainyuisiv

terminal 1aele@idy mount’ wav Linux @ lreinsaluasyaardv laainiand15A1Aua1isy  Linux
anwrzguarniy lasiviaunavdayasau lad

n1513uN1sviNusavgunsal (seuu Linux)

NAIIN DT4000 G2 I FausanuAaNRNINDSILAsscUUU[IRNITASINLLET
alnsalazsiavizunisvituluidavsiunannisldvuluaseusn Vinlalaeaalanwaiadu Terminal’
(MFanmisinussiaAd) nturinauduanausia i

(murenin: anirvauasAuuz luiigoid 19 TWamas linux32 (32 n) tian1sarsanislgvuansal
DT4000 G2 1u Linux OS winAai 19 Linux 64 iin Wil iWainas 64 dounulwainas 32 ia 19u linux64
unu linux32)
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1. Waswlaisanadifiulasil  DT4000 G2 E o STOIoCAoEElmealaDT 00062 TnEXTHES

TnaRuNA1dsa lUilnwsandway terminal | fle Edit View Terminal Tabs Help

o . [root@localhost /]# cd /media/dt4000g2/linux/linux64
(9 NAmi7 10.2): [root@localhost 1inux64]# _

cd /media/DT4000G2/linux/linux32

(vne16); ArdouazFa TWainas

(loisanas)  FavaTInINGIANA 12U
Linux32' ladvidiaununy Linux32'

Tagnsalassiaviui ignsavauiudy)

A 10.2 — nsi5enAuYsTinA1av

2. i Is (list) fiwsand awnfune ENTER  aauasldfuudvsnadalnduazmianamasiuTvawnas
/media/DT4000G2/linux/linux32 (W3a linux64) 3wiud1ds DT4000 G2 Wgadsingdulaud
dt4000g2_about, dt4000g2_forgotpassword, dt4000g2_initialize, dt4000g2_login uac
dt4000g2_logout munwii 10.3

root@localhost:/media/DT4000G2/linux/linux64 SN

File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64
[root@localhost linux64]# 1s

dt400092_ about dt400092 initialize dt400092_ logout
dt4000g2 forgotpassword dt400092_ login

[root@localhost linux64]# _

»

M 10.3 — s1en196d DT4000 G2

— ¥39aidRa15a41970 Linux 64 s —

3. 1Bunsvinviuway DT4000 G2 TaaRuvdrdvdaldidlufinsauduas terminal a1 nfune ENTER:
./dt4000 G2_initialize* (A1d¥3zAaIRTIANAIMNUN) alunIwi 10.4
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root@localhost:/media/DT4000G2 /linux/linux64
File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64 el
[root@localhost 1inux64]# 1s

dt4000g2 about dt4000g2_initialize dt400092_ logout

dt4000g2 forgotpassword dt400092_login

[root@localhost 1inux64]# ./dt4000g2_initialize

AT 10.4 — nradenaseads DT4000 G2

4. MaNNNA ENTER dannatanaldvuazlsngduiiviiasing terminal ne Y’
Wanausudannaandldvuuasaniiunissa (wuaes: winna N’ uas linaysudannavans 19viu
Aaiszgnavnay lUiinsausiuay terminal uasliawrsaisunisvirviusia l ldaundresnaugrounaudi 3
uaznmn YY)

5. wavaneausudannasdnslaiu AL lasuudelnsan (fvum) TUANIU

'
o

dvazlddmsuilavauIndandadulunisasuiisnudrvisutioya
sudnunauInvinvzsaduaninaugisia ldilnauiannisvinviuinalgeusial:

a. svdnudaviianase 8 aaiuly (Feda 16 A1)
b. svdnuIzdaviidrnlsznaudn (3) atinvsialuil

o

- ANNA 1l ANWLEN dlaaLaz/m3adnuseitdy (1, $ 4a4)

6. fufusidariulnansandrluussiaarduiialasuudelinsanan ntuna ENTER MNTWENIUATIAL
AL 1A ULT93 DT4000 G2 BuNIsIULESAIRULED ansddnu liasenu
AT laSuLdvIndavdudusudnulignday vinlalaaniuagidunauil 5 v 6 Juninzgnsiay

NIVINATNUATHANIU Tasiiisnadmsudaya (WASAdu) lsngiiuiaannall
TaaiflunisudeTinsuinzunisvinnulasadundn audiuisaldutlsd DT4000 G2 lauaalunauil

Murenve):  ssuy  Linux  ywausavidansgiilasyaiwas  (51n)  iWadvn1sArdy DT4000 G2
Tum s vuawwadiatyu terminal

n1sldalnsal (szuyu Linux)
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UAVIINZFUNITVIIUDDY DT4000 G2 L&
andNsalianAunsAduilsnadiniudayaladlnadanduldllualnsalarasidnu DT4000 G2
Aaua 13 lunin 22 vin'ldnudiunausialiil

1. dauiinssuanwnaediu  Terminal
2. Auiddedalliidiwsauduas terminal: cd /media/DT4000G2/linux/linux32

3. UnusNNsTaudAdvaLN /media/DT4000G2/linux/linux32%
Tinuandvsialdiiimadandulderualnsal: ./dt4000g2_login* nnvuna ENTER (Mu1e46):
Aravuazga IWNaIna 596 avn IR IANNUAL 128150096 avgnsiav)

4. nsansAdN U DT4000 G2 aavAu nttuna ENTER U&IINTaNAUIFEIRL
Tastisnadmsudayavsitladiulundinal Tnaqaudinisa’lageru DT4000 G2 sia 'l lanasannil

seuINdunaunIsaanau innsansanu ligneay
ALATEINNTaNsansiaRuTignsae ldlmiTaaniugdunaudi 3
Witsruuaulaansuasnsiadauituiunisnsansiadandufiduman’ls

winFuuAnaiivua Vidavsdud 10 asy DT4000 G2 AxqDANITVINU
Tnoanuazdaviud1alnsaling lad1d dt4000g2_forgotpassword Aaun1sldiuadedaly

dqunauildialiduisadmuasidniului wsiialtlunisilaviudayadiudrvavaee DT4000 G2
AnasuuaniIsituilsnadisutdaya Faruiaaaindayarivvuaasuig y

UAINTUADU dt4000g2_forgotpassword 1H59 U warasuan U luizausaauadn
sruuilavAuudiuiunisvinsranisanalumiudruiunisdandulawainazgnitgu (vuenvig):
Fruvdaunavnisaanduniuasvinmuanay lUavasvnauniidandudausa (MaxNoA) a=gn3isensiae)

navandsaiunisled DT4000 G2 Ivdaniaiannadnsaluazdaailaviudaya’ldy vinlenng g
aNdunausia il

1. dauiinssuanwnaediu  Terminal
2. Auvidedalliiiwsauduas terminal: cd /media/DT4000G2/linux/linux32

3. UusNNsTaudAdvaLN /media/DT4000G2/linux/linux32%
Tinudrdvsialdiiimadaniaianalnsaladgnedas: ./dt4000g2_logout* nntuna ENTER
(vnrenve): Aravuasga InainasazsiavasvauaIaniLas 1re1nsalazsiavgnsiav)

4. au DT4000 G2 anAwmdavuazdasul3luiilasnsia

Mnrenue).; 52Uy Linux uwausaviansgidasyaivas (510) iWadvn1saidy DT4000 G2 Tund 16 vuanwdiasy
terminal
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A5 Huaznrsun laileyun

Device Lockout

DT4000 G2
fisruuaudaaadunaioilasnunisidandunisfidudayain W lasuaugaiiaiinnsdanduduiviaisalilali
UFIUIUASINATUUA (Bundu 9 gl MaxNoA) ANSUAUUDINANN U "AInlg"

Arrundnuiunisgaandulin 10 asv

o

ATUFIUI lock-out'  rmsAdaUIIUIUNTIGTADNAUNANMAY  Taadinsadidan ladaeidlaun 1)

[ a

dandumudunaunauiin MaxNoA 13a 2) tim MaxNoA 3nnutuvinniswasunaalnsal*

innsansidnIu ligneiay Login device DT4000G2
daminuudvdafanarnlazlsingiusruarsilan Hint
Waudeinlixunisdandu glunwid 10.1

Password:

A Failed to Login: The password is incorrect. Please try again.

WIndandulawainasan 7th
AuswudamIuuIFaulLIvlinsuindanandandudn 3
AsvAau MaxNoA (fva1audulin 10 a5v) 9lunwid 10.2

Forgot Password

UANADNAURANAIA 10 Asy DT4000 G2 |
rufaannshidudayauasiniuabisaaasuunalnsainounts RRGLSEL
Varuasadnly Fonnnoauindayariviuafidauiulu

DT4000 G2 dgeyniy
Truanazdadriuasianulviduun AW 10.1 - fanduduival

ssuuaNlaanfailitiuniIsIAaAIUNLEINBANLAAR
(NaifisAENU)
Tun1snaaavdandulialdanAudayandifgyuuy bifidadnne

nAl DT4000 G2 asdusidanu
sruuANlaaafudnsausifiginuilazgnileale
saumszuunasunaalnsal*

U a

n3daustazldaaANLANLAEINUAUENTRAT AN Forgot
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Password ‘luuiin 25 Login device DT4000G2

Password:

A Failed to Login: The password is incorrect. Please try again.

3 Attempts left before your DT4000 is blocked permanently.

Forgot Password

Contact Information

¥ Kingston

o = a o & o
AN 10.2 — dandulianainaan

*uunenvn: n1sWasuunginsaiiilunisavdayanvvuaidniy luwridouisnauay DT4000 G2

Ausvdnu

MINAUANSHENIU @ NN50AANTIAYA  Forgot Password  [EELEEIENIIC

]
al v '

flsngduiimitssdanduaavalnsalanudaunld DT4000
G2_Launcher (aluwamwi 10.3)

Password:

r?hLﬁpﬂﬁ‘n’aﬂ‘lﬁmminﬁmumﬁﬁmu‘lwﬂ
uwsitiallunisilavdudayadiusnuavaon DT4000 G2
AzgnWasILUR

Favianuauindayaiaunvavnaazgnauivludunaudi* /

Forgot Password

WavAINAANT  Forgot Password naavdianau  (amil

10.4) ¥ Kingston
sngiiullazaruinausiavnisnsansdnuluinaurinnd RINGHOT
swasuuanzali ftvpaullaaudininsa 1) @aan OK

1
o

WWafufiunaa 2) man  Cancel' tNanay ldnminsvaanau
N 10.3 - Susvidnu

nAULAaNAILIUAG6a

Anar lasuuSe T nvins s u nifidudauninsandllua
Al

Ayl lglantivausazitulszTamilunisaioiaisidniu
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tunsefinausining

In order to protect your data, your DT4000G2 will be Formatted and al
\./you want to enter a new password and format your DT4000G2?

(varenne: A1 lYgsav livdaununusyidauvay DT4000

A 10.4 - arurAauviin1swasuun

o

*uunenvn: n1sWasuungnsaiiilunisavdayanvvuaidniy luwridouisnauay DT4000 G2
dadiaudgvanussAinylasi (seuudfiidinas Windows)

AN leina1 Tl luvadgia tau lunrvssuys wavAlanail (M 3) DT4000 G2
favnisanaseANy lasisaliiavdaviisaarnfdinisnianinnatnauniianaseanny - fdvay’
@luamwi  10.5) o Liifgrdaviunisuasiaiadng  lavannitunisiivunsianisaiuing IWaele

Tl Ins Wagaasszuy Jfinsuaelu OS

FInNLANT Windows a1 uaanaseAny lasW vidy DT4000 G2
FognlderuagTnadruuesiadatandaluidunis Universal Naming Convention (UNC)
vinldanaseAnnulasdaunu Tunseiil
nsufnsiaiauasruuuiadiaWiusnisiiaudladnaseidulasilu Windows Disk Manager

(Favldanseguaszun)
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2 My Computer, Q@@

File Edit View Favorites Tools Help ,','

QBack - & ? /7"‘Seavch {7 Folders v

Address | v E] Go

System Tasks

View system information V ] @, v

Zh Add or remove programs
(B Change a setting
Local Disk {C:) DVYD/CD-RW Drive (D:) Local Disk (E:)

Other Places

&3 My Network Places .
(&) My Documents \.} V v

—_—

[ Control Panel

Details DT4000G2 (F:) Network Share (G:) Local Disk (H:)

System Folder

AW 10.5 - My Computer

NIl DT4000 G2 ot F: dufludnassarnulasiausnidsiaain E:
(RaAn1aAaIganaudasiInludnuseiinylasn (avanen G: Wudruursiadaaineg

il Tnws IWdansaw2s DT4000 G2 atranaanldifluanuscainulasnaindgay vinliifinanuscdinudu

vn luidruuarsiazagnglussuunadanr ue DT4000 G2 dvlisanTuandunn a1fuldlsdnisasanas
fdAsianvndaalnsaldunfaas IinaunmitlganuszAainulasiavnand wazvinliifndadinudediu

nvil Drive Letter Management w%a DLM #fin1sdsudgeludduuiniu Windows Vista uwas 7
Ao liwuilggunil  wsuandvliduisaudlailguile ngaundnsiadnaudnisnivmatiaaay Kingston
WaSUAMNTILNADLNULAN

Error Messages

Unable to create file -

daauidvdaiawainiazlsngdulianaauddivinandaTainasTuwisfduilsnadmiudayauacda
LGSR L BRI
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Unable to create file x|

'i Unable to create the file 'New Text Document. txt'

The media is write protected.

A 10.6 - gwmrsaasv IWg 1

Error Copying File or Folder -

v

daauudvtiaRawatniiazlsingiuaauswaitarusnaan lwdandalnawmas ldansaguiisnadmusudayaa
aurdanduluuauatinaifan

Error Copying File or Folder 5[
6 Cannot copy Filel: The disk is write-protected.

Remove the write-protection or use another disk.

Al 10.7 - lddwrsadanaan IWausa iWainas

Error Deleting File or Folder -

daauidNdafawainilazlsngdvansnaianau ldanianawmasarnwisduilsnadmsudiayauncda
LG TL R LHERAH)

Error Deleting File or Folder x|

@ Cannot delete Filel: The disk is write-protected.

Remove the write-protection or use another disk.

At 10.8 - luigwrsnay IWavuiaTWainas

vinilagiiudanduluTunasiuadifaluasdavnisdandanalnsalliduisaau/idoulanndn @ lunwiseia
uilsfadmsudiaya auazdiavila DT4000 G2 (glumidn 12) uazrdandunauwdin v Tealhildanatas
Read-Only Mode’ Aaun1saanau.
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Hwéng dan stir dung DataTraveler® 4000 G2

Datalraveler
2000 G2

l’;JPSmo-zi
)

¥ Kingston
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Muc luc

TOCcGIOI THIEU VE TAI LIEU NAY

Hwéng dan st dung nay danh cho DataT(aveIer® 4000 G2 da duwogc xac thye FIPS (tr day goi ngan
gon la DT4000 G2) vé&i cau hinh goc ban dau ma khong cé tuy bién nao.

Yéu cau hé théng

Nén tang PC H6 tror Hé diéu hanh PC
* BO xtr ly Pentium Ill hoac twong dwong «  Windows® 8, 8.1 (Khéng RT)
(hodc nhanh hon) *  Windows® 7 SP1
« 15MB dung lwong tréng trén dia «  Windows® Vista SP2

* Hién c6 cong USB 2.0/3.0 ,
» Hai ky tw lién tiép sau 6 vat ly cudi

cung*
Nén tang Mac H6 tror hé diéu hanh
» 15MB dung lvgng tréng trén dia e Mac OS X 10.8.x-10.10x
 USB 2.0/3.0

Khuyén cao

Dé bdo dam du dién nang cung cap cho thiét bi DT4000 G2, cam thiét bj truc tiép vao cong USB trén
may tinh xach tay hoac may tinh dé ban nhw Hinh 1.1. Khéng nén két n6i DT4000 G2 véi thiét bi
ngoai vi c6 trang bi cong USB nhw ban phim hoac nguén cam USB nhw Hinh 1.2.

Tai liéu sb 48000127-001.A04 DataTraveler® 4000 G2 Trang 2/ 27
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Hinh 1.1 — Khuyén dung
*Lwu y: Xem [1Xung dot ky tw 6 dia trén trang 26.

Cai dat (M6i trirong Windows)

1. Cém DT4000 G2 vao mét cong USB trong trén
may tinh xach tay hoac may tinh dé ban va cho
Windows phat hién.

* Ngudi dl‘Jng‘Window§ Vista, sé nhén duwoc mot
théng bao veé trinh diéu khién thiét bi nhw Hinh
2.2.

* Nguwoi dung Windows 7 sé nhan dwoc mot
thong bao veé trinh diéu khién thiét bi nhw Hinh
2.2.

Khi viéc phat hién phé“;n cing moi da hoan tat,
Windows sé nhac ban bat dau qua trinh khéi tao.

e Nguoi dung Windows Vista sé& thdy clra sb
AutoPlay nhw Hinh 2.3.

e Nguoi dung Windows 7 sé thdy cla sb
AutoPlay nhw Hinh 2.3.

2. Chon tuy chon ‘Run DT4000 G2_Launcher.exe’.

Néu Windows khéng tw chay, ban cé thé duyét dén
phan vung CD-ROM (Hinh 2.4) va chay chwong trinh
DT4000 G2_Launcher mét cach tha cong. Thao tac
nay sé bat dau qua trinh khai tao.

Hinh 1.2 — Khéng khuyén dung

Click here for status.

[ ‘| Installing device driver software

N\

Hinh 2.1 — Tim thay phan cirng méi
(Windows Vista)

Click here for status.

[ ‘| Installing device driver software

N\

Hinh 2.2 - Cai dit trinh diéu khién cua thiét
bi
(Windows 7)

[ & AutoPlay l = -i&l‘
» DVD RW Drive (I) DT4000G2
]

[] Always do this for software and games:

Install or run program from your media

. " Run DT4000G2_Launcher.exe
Y published by Kingston Technology Corporation

General options
Open folder to view files
i using Windows Explorer

View more AutoPlay options in Control Panel

Hinh 2.3 - Ctra sé AutoPlay
(Windows Vista/7)

Tai lieu s 48000127-001.A04 DataTraveler® 4000 G2
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o | B i)
Q- [49][ seorch VO AW Drve 1. P (Lwu y: Céc tay chon trén cira sb
:gcﬂysm"D o- 0 e AutoPlay co6 thé khac n_hau tay thudc
vao chwong trinh nao hién dang dwoc
< cai dat trén may tinh. AutoRun sé
€ f; . khdi déng qua trinh khéi tao mét cach
Support ':ﬁn.mf Duogoefi;taunc tU’ déng)
\./,

I:Iinh 2.4 - Néi dung DT4000 G2
Khéi tao thiet bi (M6i trieo'ng Windows)

1. Chon ngén ng® yéu thich cta ban tir trinh don db xubng va nhan ‘Next (Hinh 3.1.)

~

-
Device Initialization - DT4000 G2

Datalraveler®
2000 G2
@ 2) (3) (a

Language

Select Language: English v

= Kingstor

Hinh 3.1 — Chon ngén ngir

2. Boc thoa thuan gidy phép va nhan ‘Next' (Hinh 3.2.) (Lwu y: Ban phai chdp nhan théa thuén gidy
phép trude khi tiép tuc; néu khéng nat ‘Next’ sé van bj vé hiéu hoéa.)

Tai lieu s 48000127-001.A04 DataTraveler® 4000 G2 Trang 4 / 27
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-
Device Initialization - DT4000 G2

1)@ G)(a

License Agreement

@) Accept

¥ Kingston

Datalraveler®
<2000 G2

SOFTWARE LICENSE AGREEMENT -
IMPORTANT - READ CAREFULLY:

THIS SOFTWARE LICENSE AGREEMENT ("Agreement”) is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying
this Agreement, which indudes computer software and may indude
associated media, printed materials, and "online" or electronic -

Dedline

~\

Hinh 3.2 — Théa thuan giady phép

céc tiéu chi sau trwdc khi ban cé thé tiép tuc qua trinh khéi tao:

1. Mat khau phai chta it nhat 8 ky tw (t6i da 16 ky tw.)
2. Mat khau phai c6 ba (3) trong sb nhirng tiéu chi sau:

- CHU HOA, chir thuerng, chiv s6 va/hodc ky tw d&c biét (vidu !, $, v.v.)

Ban cling c6 thé nhap vao mét goi y cho mat khau nhung day khong phai 1a treong bat budc.
Trwdng goi y c6 thé hivru ich giup ban nh& lai mat khau khi ban quén mat khau. (Lwu y: Goi y

KHONG THE gidng hét mat khau.)

Tao mat khau dé bao vé di liéu trén DT4000 G2. Nhap mat khau vao tredng ‘Password’ , sau do
nhap lai vao trwong ‘Password Confirmation’ , nhw Hinh 3.3. Mat khau ban tao ra phai théa man

Tai lieu s 48000127-001.A04

DataTraveler® 4000 G2
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7

Device Initialization - DT4000 G2

®
Datalraveler
<4000 G2

1) (2) 3) (4
Password
8pamord: o000 RNNPS
* Password Confirmation: ecosceece

o Password Rules

Hint: Pwd Hint

*Mandatory field

" Kingston

Hinh 3.3 — Thiét Iap mat khau

4. Nhéap théng tin lién hé E:Ga ban vao cac 6 dwgi day (xem Hinh 3.4) (Lwu y: Théng tin ban nhap vao
nhirng treong nay KHONG duworc chira chudi mat khau ma ban tao trong Buéc 3. Tuy nhién nhitng
trirong nay la tuy chon va ban cé thé bd trong néu mudn.)

e Trwong ‘Name’ cé thé chira tbi da 32 ky tw nhwng khong dwoc gibng hét mat
khau.

e Trwong ‘Company’ c6 thé chira tdi da 32 ky tw nhwng khoéng dwoc giébng hét
mat khau.

 Trwong ‘Details’ c6 thé chira tbi da 156 ky tw nhwng khéng duwgc gibng hét mat
khau.

Tai lieu s 48000127-001.A04 DataTraveler® 4000 G2 Trang 6 / 27
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o N

Device Initialization - DT4000 G2

Datalraveler®
2000 G~

Contact Information

Name: Test Name
Company: Test Company
Details: Test Details & Other Info

" Kingston

Hinh 3.4 — Théng tin Lién hé

5. Nhén ‘Finish’ d& hoan tat qua trinh khd&i tao thiét bi.

Thiét bi DT4000 G2 sé dinh dang phan ving di liéu bao mat (Hinh 3.5) va thong bao khi da hoan tat
(Hinh 3.6.)

> Lwu y: Néu ban khéng st dung tai khoan Quan tri, qua trinh ‘Format’ ¢6 thé mat
- den mét phat.*

6. Nhan ‘OK’ dé tiép tuc.

Tai lieu s 48000127-001.A04 DataTraveler® 4000 G2 Trang 7 / 27
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-

Format - DT4000 G2
| DoroTrc:veIer‘“’
4000 G~2

Formatting DT4000 G2 (I:)...

Datalraveler®
4000 G2

Format Complete.

'Kingston

” Kingston

Hinh 3.5 — Dinh dang DT4000 G2 Hinh 3.6 — Binh dang hoan tat

Qua trinh kh&i tao da hoan tat.

*Lwu y: Thoi gian ¢ thé khéc nhau tuy thudc vao phén cimg hé théng va dung luong ctia DT4000 G2.

Hwéng dan st dung (Méi trwwdrng Windows)

Tai lieu s 48000127-001.A04 DataTraveler® 4000 G2 Trang 8 /27
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' KT E Cg\l OLOGY
Khi thiét bi DT4000 G2 da dwoc kh&i tao, ban ("Login deviee DT4000 G2 )

c6 thé truy cap phan vung di liéu bao mat va )
st dung cac tuy chon thiét bj bang cach dang Datalraveler

nhap vao thiét bj véi mat khau ctia minh. Dé

thwc hién diéu nay, hay lam theo cac buédc Password:
sau:

1. Cam DT4000 G2 vao cong USB trén may
tinh xach tay hoac may tinh dé ban va
nhap mat khau cta ban (xem Hinh 4.1.)

Forgot Password

Contact Information Read-Only Mode

* Sau khi da nhap xong mat khau, nhan ‘
vao nut ‘Login’ dé tiép tuc. = Kingston

« Néu ban nhap dung mat khéu’, DT4000
G2 sé m& khdéa va ban co6 thé bat dau
str dung thiét bi.

Hinh 4.1 - Cira s6 Bang nhap

* Néu ban nhap sai mat khau, mét thong bao 16i sé xuét hién dwdi truong ‘Hint', théng
bao rang viéc dang nhap khéng thanh céng.

(LUU Y: Trong qué trinh ddng nhép, néu ban nhap sai mét khau, ban sé c6 thém co hoi khac dé nhap
dung mét khau; tuy nhién c6 mot tinh ndng bdo maét tich hop s&n nhdm theo déi sb lan ding nhap
khéng thanh cong*. Néu sé lan dang nhéap dat dén gia trj thiét 1ap sén la 10, DT4000 G2 sé khoa va
yéu cdu dinh dang phan vung di¥ liéu bdo mat cua thiét bj truéc khi ban cé thé tiép tuc s dung. DIEU
NAY CO NGHIA LA TAT CA DU LIEU LUU TR TREN DT4000 G2 SE B] XOA. Pé biét thém chi tiét
vé tinh ndng nay, xem phéan [1Khéa thiét bj’ & trang 24.)

2. Ban c6 thé mé khoa phan vung div liéu bao mat trong ché dé chi doc, déi khi dwoc goi la “ché do
chdng ghi”, bang cach chon 6 ‘Read-Only Mode’ trwéc khi dang nhap vao thiét bi. Khi da dwoc xac
thwe trong ché doé chi doc, ban sé dwoc phép mé& hodc xem ndi dung trén DT4000 G2 nhwng khdng
thé cap nhat, thay ddi hoac x6a ndi dung trong ché dd nay. (Lwu y: Ché do chi doc ciing khéng cho
phép tuy chon dinh dang xuét hién trong trinh don DT4000 G2 ma ban sé thay & trang 10.)

Néu ban hién dang dang nhap theo ché dod chi doc va mubn mé khoéa thiét bi véi quyén truy cap dé

doc/ghi day du phan vung di liéu bado mat, ban phai tat DT4000 G2 (xem trang 11) va dang nhap tr&
lai, bé chon 6 ‘Read-Only Mode’ trong qua trinh xac thyec.

* Khi ban da xac thuec thiét bj thanh céng, bé dém sé Ian déng nhap khéng thanh céng sé dét lai.
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Tuy chon thiét bi (Méi trwdng Windows)

Khi ban da dang nhap vao thiét bi, s& c6 mét biéu twong ‘DT4000 G2 nam & goc bén phai cda thanh
tac vu Windows (Hinh 5.1.) (Lwu y: Nguoi dung Windows 7 sé can phai nhan vao nat mdi tén 1én trén
thanh tac vu dé truy cap biéu twong ‘DT4000 G2’ (Hinh 5.2.)

Nhan mét 1an vao biéu twong DT4000 G2 sé hién thi trinh don sau day:

DT4000 G2 Settings
|3 Browse DT4000 G2

& Format DT4000 G2
& Online Support

o € @ About DT4000 G2

% |&) Shut down DT4000 G2

I

Hinh 5.1 — Biéu twong DT4000 G2 trén thanh téc vu  Hinh 5.2 — Biéu twong DT4000 G2 trén thanh téc vu

Cai dat cho DT4000 G2

e Cho phép ban thay déi mat khau va/hoac goi y (Hinh 5.3)
¢ Cho phép ban thém/xem/thay dbi thong tin lién hé (Hinh 5.4)
e Cho phép ban thay déi ngén ng st dung hién tai (Hinh 5.5)

(Lwu y: Vi ly do bdo méat, cdn nhdp méat khdu ctia DT4000 G2 dé cap nhat va/hodc sira dbi bat ky cai
dat néo.)

Settings Settings

Datalraveler® Datdlraveler® Datairavale
4000 a2 4000 G2 2000 G2

Password | Contact Infomation | Lanquace | Password  Contact Information | Lanauace | Password | Contact Information _ Language |
* Current Password:

" Test Name s . Engish =
* New Password:

* Password Confirmation:
O revodrues its: Test Detais & Other Info

Hint: Pwd Hint

*Mandatory field

= KingstonC——) ¥ KingstonC——) # KingstonC_—<_)
Hinh 5.3 Hinh 5.4 Hinh 5.5
Thay déi mat khau Théng tin lién hé Chon ngén ng
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Duyét DT4000 G2

* Cho phép ban duyét ndi dung ctia phan vung dir liéu bao mat khi ban da dang nhap

‘Blnh dang DT4000 G2* Format - DT4000 G2 ]
e Cho phép ban dinh dang phan ving di liéu 4000 G2
bdo mat (Canh bao: Tat ca di¥ liéu sé bj xda.) To format i G 09, ik O o b, ek CADCE,
(Hinh 5.6)

Your password is required to complete format.

Password:

H6 tro trwee tuyén (Yéu cau két ndi Internet)

* M@ trinh duyét Internet ctia ban va truy cap
http.‘/{www.kinqston.com/sypporf{ tai d6 ban
c6 thée truy cap théng tin ho trog bo sung

# Kingstort

Hinh 5.6 — Canh bao dinh dang

Gii thiéu vé DT4000 G2 e )
* Cung cép thdng tin chi tiét vé DT4000 G2, bao 4000 &=
gom thong tin vé phién ban rng dung va phan Copyright 21T Kingeton Tecvclogy Company, T

mém mac dinh (firmware) (Hinh 5.7)

Modules Version Information

DT4000 G2 K40 000FFE23C7ECBF 1080000102
Application K4.0.0.5

Tat DT4000 G2 vptnthe oo

Crypto Library FW 1.00

. Tat DT4000 G2 dung cach, cho phép ban g&
bé thiét bi ra khoi hé thong mét cach an toan

¥ Kingston

Hinh 5.7 - Gi&i thiéu vé DT4000 G2

*Lwu y: Yéu cau cé mat khau hién tai cia DT4000 G2 trén Windows Vista va Windows 7

-Két thuc phan Windows-

Tai lieu s 48000127-001.A04 DataTraveler® 4000 G2 Trang 11 /27
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Cai dat (Méi trworng Mac)

Cém DT4000 G2 vao mét cong USB trong trén may tinh xach tay hoac
may tinh dé ban va chd hé dieu hanh Mac phat hién ra. Khi hé thong
da nhan ra, ban sé thay mét phéan vung DT4000 G2 xuat hién trén man

Vi

hinh chinh nhw Hinh 6.1. e
1. Nhén dup vao bidu tvong CD-ROM DT4000 G2.
2. Nhan dup vao thw muc Mac trén clra sb hién thi nhw Hinh Hinh 6.1 — DT4000 G2
6.2.

3. Nhan dip vao biéu twong (ng dung DT4000 G2 trén clra s6 hién
thi nhw Hinh 6.3. Thao tac nay sé bat dau qua trinh khéi tao.

[ JON ] DT4000G2 P PY Mac
autorun.inf DT4000G2_Launcher.exe . y
DT4000G2_Launch
er
linux Mac
rr_moved Support
Hinh 6.2 — Néi dung DT4000 G2 Hinh 6.3 — Ung dung DT4000 G2

UL (LA VI

4000 G2

W [\mqston
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Khéi tao thiét bi (Méi trierng Mac)

1. Chon ngdn ng® yéu thich cta ban tir trinh don db xubng va nhan ‘Next (Hinh 7.1.)

Device Initialization - DT4000 G2

Datalraveler®
4000 G2

Language

&

Select Language: English

Jston

Hinh 7.1 — Chon ngén ngi

2. Boc thoéa thuan gidy phép va nhan ‘Next (Hinh 7.2.) (Luu y: Ban phai chdp nhén théa thuan giay
phép trude khi tiép tuc; néu khéng nat ‘Next’ sé van bj vé hiéu hoéa.)

Device Initialization - DT4000 G2

Datalraveler®
4000 G2

1)@ () (4

License Agreement

SOFTWARE LICENSE AGREEMENT
IMPORTANT - READ CAREFULLY: O

THIS SOFTWARE LICENSE AGREEMENT ("Agreement") is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying

this Agreement, which includes computer software and may include 4
associated media, printed materials, and "online" or electronic v

() Accept @ Decline

7 Kingston e

Hinh 7.2 — Théa thuan giady phép
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3. Tao mat khau dé bao vé dir liéu trén DT4000 G2. Nhap mat khau vao trdng ‘Password’, sau d6
nhap lai vao trwdng ‘Password Cogﬁrmation’ , nhw Hinh 7.3. Mat khau ban tao ra phai théa man
cac tiéu chi sau triwéec khi ban cé thé tiép tuc qua trinh khéi tao:

1. Mat khau phai chta it nhat 8 ky tw (t6i da 16 ky tw.)
2. Mat khau phai chira ba (3) trong s6 nhirng tiéu chi sau:
- CHU HOA, chir thuerng, chiv sb va/hodc ky tw d&c biét (vidu !, $, v.v.)

Ban cling c6 thé nhap vao mét goi y mat khau nhwng day khong phai la truéng bat budc. Trudng
goi y co thé hru ich khi giup ban nho lai mat khdu néu nhw ban quén mat khau. (Luu y: Goi y
KHONG THE gibng hét mat khau.)

Device Initialization - DT4000 G2

Datalraveler®

4000 a2

1) (2) (3) (4

Password

* Password: ssccsscee

* Password Confirmation: ssccssccse
Password Rules

Hint: Pwd Hint

* Mandatory field

" Kingston

Hinh 7.3 — Thiét Iap mat khau
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4. Nhéap théng tin lién hé E:l]a ban vao cac 6 dwdi day (xem Hinh 7.4) (Lwu y: Théng tin ban nhap vao
nhiing trong nay KHONG duoc chira chuoi mat khau ma ban tao trong Buée 3. Tuy nhién nhitng
trirong nay la tuy chon va ban cé thé bd trong néu mudn.)

* Trwong ‘Name' co thé chiva t6i da 32 ky tw nhung khong dwoc giong hét toan
bo mat khau.

* Trwong ‘Company’ c6 thé chira toi da 32 ky tw nhung khong dwoc giéng hét
toan bo mat khau.

* Trwong ‘Details’ ¢ thé chira toi da 156 ky tw nhwng khong dwoc giong hét toan
bo mat khau.

Device Initialization - DT4000 G2

Datalraveler®
2000 G~2

Contact Information

D Test Name
- Test Company

Test Details & Other Info
Details:

¥ Kingston

Hinh 7.4 — Théng tin lién hé

5. Nhén ‘Finish’ d& hoan tat qua trinh khdi tao thiét bi.
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Thiét bi DT4000 G2 bay gi& sé dinh dang phan ving di liéu bao mat (Hinh 7.5) va thdng bao khi da
hoan tat (Hinh 7.6.)

6. Nhan ‘OK dé tiép tuc.

Format - DT4000 G2 Format - DT4000 G2

9 Datalraveler®
Da tggggel-';eer 4000 G2

Formatting DT4000 G2 ... Format Complete.

= Kingston F———

¥ Kingston

Hinh 7.5 — Dinh dang DT4000 G2 Hinh 7.6 — Binh dang hoan tat

Qua trinh kh&i tao da hoan tat.
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St dung thiét bi (Méi trwé'ng Mac)

Khi thiét bi DT4000 G2 da dwoc khdi tao, ban
c6 thé truy cap phan vung dir liéu bado mat va B — .
st dung cac tuy chon thiét bi bang cach dang
nhap vao thiét bj véi mat khau ctia minh. Dé

thwc hién diéu nay, hay lam theo cac buédc
sau:

Password:

Hint

1. Cém DT4000 G2 vao cbng USB trén may
tinh xach tay hoac may tinh dé ban va

nhap mat khau cla ban (xem Hinh 8.1.) orgot Password

Contact Information ] Read-Only Mode

2. Sau khi da nhap xong mat khau, nhan vao # Kingstori
nut ‘Login’ de tiép tuc.

» Néu ban nhap ding mat khau, Hinh 8.1 — Ctra sé ddng nhap
DT4000 G2 sé m& khoa va ban ¢
thé bat dau st dung thiét bi.

« Néu ban nhap sai mat khau, mot
théng bao 16i sé& xuét hién dwdi
trwong ‘Hint , théng béo réng viéc
dang nhap khong thanh cong (xem
Hinh 8.2.)

(LUU Y: Trong qué trinh ddng nhép, néu ban nhap sai mét khau, ban sé c6 thém co hoi khac dé nhap
dung mét khau; tuy nhién c6 mot tinh ndng bdo maét tich hop s&n nhdm theo déi sb lan ding nhap
khéng thanh cong*. Néu sb lan ding nhép dat dén gia tri thiét Iap sén la 10, DT4000 G2 sé khoa va
yéu céu dinh dang phén ving di¥ liéu bdo mat cta thiét bj truée khi ban cé thé tiép tuc st dung. BIEU
NAY CO NGHIA LA TAT CA DU LIEU LUU TRU TREN DT4000 G2 SE Bl XOA. Pé biét thém chi tiét
vé tinh ndng nay, xem phéan ‘Khoéa thiét bj’ & trang 24.)

3. Ban c6 thé m& khéa phan vung dir liéu bdo mat trong ché dd chi doc, déi khi dwoc goi la “ché do
chdng ghi”, bang cach chon 6 ‘Read-Only Mode’ trwéc khi dang nhap vao thiét bi. Khi da dwoc xac
thyc trong ché doé chi doc, ban sé dwoc phép mé& hoac xem ndi dung trén DT4000 G2 nhwng khdng
thé cap nhat, thay ddi hoac x6a ndi dung trong ché dd nay. (Lwu y: Ché do chi doc ciing khéng cho
phép tuy chon dinh dang xuét hién trong trinh don DT4000 G2 ma ban sé thay & trang 10.)

Néu ban hién dang dang nhap theo ché do chi doc vé'muén mé& khoéa thiét bi v&i quyén truy cap dé
doc/ghi day da phan vung di liéu bao mat, ban phai tat DT4000 G2 va dang nhap tré lai, bd chon 6
‘Read-Only Mode’ trivéc khi dang nhap.
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* Khi ban da xac thuec thiét bj thanh céng, bé dém sé Ian déng nhap khdng thanh céng sé dét lai.

Tuy chon thiét bj (Mdi treérng Mac)

Khi ban dang nhap vao thiét bi, sé c6 mét biéu twong ‘DT4000 G2_Launcher ndm & trén Mac OS X
Dock nhw Hinh 9.1 dw¢i day:

DT4000G2_Launcher

MOCUBEERG I XRETOOFAE!

Hinh 9.1 — Biéu twong DT4000 G2 trén Mac OS X Dock

Gitr phim ‘controf’ trén ban phim va nhan mét 1an vao biéu twong Srs—
‘DT4000 G2 _Launcher sé hién thi trinh don nhw Hinh 9.2 phia bén Browse DT4000 G2

phai. Format DT4000 G2
Online Support

About DT4000 G2
Shut down DT4000 G2

Options >

Cai dat cho DT4000 G2 ﬁ:‘;:/ All Windows

Quit

¢ Cho phép ban thay dbi mat khau va’ho&c goi y (Hinh 9.3)

* Cho phép ban thém/xem/thay ddi théng tin lién hé (Hinh 9.4) Hinh 9.2

* Cho phép ban thay d6i ngdn nglr st dung (Hinh 9.5) Tay chon cho DT4000
G2

Settings Settings Settings

Datdlraveler® Datdalraveler® Datalraveler®
4000 G2 4000 G2 4000 G2
QZEECH contact Information  Language el Contact Information IECC Password  Contact Information |ENIIEGRY

* Current Password: Name: Select Language: English ]
* New Password:
* Password Confirmation: Comesny:

0 Password Rules Details:

Hint:
* Mandatory field

Apply Cancel m 0 I Apply l Cancel l O Apply ™ Cancel

Hinh 9.3 Hinh 9.4 Hinh 9.5
Thay déi mat khau Théng tin lién hé Chon ngén ngiy
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(Lwu y: Vi ly do bdo méat, cdn nhdp méat khdu ctia DT4000 G2 dé cap nhat va/hodc sira dbi bat ky cai
dat néo.)

Duyét DT4000 G2

* Cho phép ban duyét ndi dung ctia phan vung dir liéu bao mat khi ban da dang nhap

Pinh dang DT4000 G2 S

* Cho phép ban dinh dang phan vang di liéu 4000 G2

WARNING: Formatting will erase ALL data on this disk.

béO mét (Cén h béO Tét Cé d G’ ||éU Sé bl Xéa - ) To format the disk, click OK. To quit, click CANCEL.
(Hinh 9.6)

H6 tro trwee tuyén (Yéu cau két ndi Internet)

= Kingston ok

* M@ trinh duyét Internet ctia ban va truy cap
http.‘/{www.kinqston.com/sypporf{ tai d6 ban
co thé truy cép théng tin ho trg bo sung Hinh 9.6 — Canh béo dinh dang

Gii thiéu vé DT4000 G2

* Cung cép thong tin chi tiét vé DT4000 G2, bao 4000 G2

gom thdng tin ve phién ban ¢ng dung va phan Copyigh e 2007 Kingson TehnologyCompany. .
mém cO dinh (firmware) (Hinh 9.7)

Modules Version Information

DT4000 G2 3.0 000FFE23C7ECBF10800001D2
Ap 400.1

FW Version 3.05

Crypto Library FW 1.00

Tat DT4000 G2

™ Kingston

. Tétl DT4000 G2 dung cach, cho phép ban rut
thiét bi ra khéi hé thong mot cach an toan
Hinh 9.7 — Gi&i thiéu vé DT4000 G2

-Két thic phan Mac-
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Cai dat (M6i trwwong Linux)

(LUU ,Y: V&i rét nhiéu bdn phéan phdi Linux khéc nhau hién cé trén thj truong, ‘giao dién va trai nghiém’
co thé khac nhau gitra cac phién ban nay. Tuy nhién tép lénh chung dwoc st dung trong tng dung
dong lénh rat giong nhau va ban c6 thé tham khao trong phan hwéng dan vé Linux sau ddy. Anh chup
man hinh trong phan nay dworc tao ra trén méi truvo'ng 64 bit.)

> Mot s6 ban phan phoéi Linux sé yéu cau cac diac quyén cua ngwoi dung siéu cap
- (goc) dé cé thé thwc hién dang Iénh DT4000G2 trong clra sé rng dung déng
Iénh.

Cam DT4000 G2 vao mét cdng USB tréng trén may tinh

xach tay hodc may tinh dé ban va chd hé diéu hanh Linux @
phat hién ra. Khi hé théng da nhan ra, mét biéu twong
phan vung DT4000 G2 sé& xuét hién* trén man hinh chinh

nhw Hinh 10.1. Hinh 10.1 — Phan ving DT4000G2

DT4000G2

DT4000 G2 c6 5 lénh c6 thé dwoc str dung trén Linux:
dt4000g2_about, dt4000g2_forgotpassword, dt4000g2_initialize, dt4000g2_login, va
dt4000g2_logout

(Lwu y: Bé thuc thi nhitng Iénh nay, ban phai mé tng dung “Terminal” va tim dén tirng thw muc chira
cac tap tin. Trwdc mdi lIénh phai cé hai ky tw sau: ./’ (mot ddu chdm va mét dau gach chéo)

Déi v&i ngudi dung 32 bit, mé& ¢ng dung “Terminal” va thay déi thw muc hién tai thanh
/media/DT4000G2/linux/linux32$ bang cach go lénh sau:

cd /media/DT4000G 2/linux/linux32 (va sau d6 4n ENTER.)
DPéi v&i ngudi dung 64 bit, m& &ng dung “Terminal” va thay déi thw muc hién tai thanh
/media/DT4000G2/linux/linux64$ bang cach go lénh sau:

cd /media/DT4000G 2/linux/linux64 (va sau d6 4n ENTER.)
*Luu y: Néu hé diéu hanh khéng tw dong tai phan ving DT4000 G2, ban sé can phéi téi phan ving nay
moét cach tha céng trong ctra s6 dong Iénh bang cach sty dung 1énh ‘mount’ cta Linux. Vui long tham

khao té{ Ii_ég danh cho ban phéan phéi hé diéu hanh Linux ctua ban hodc trang web hé tro truc tuyén yéu
thich dé biét chinh xac cu phap va cac tay chon lénh.
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Khéi tao thiét bi (Mdi trwdng Linux)

Khi DT4000 G2 da dwoc két ndi véi may tinh cGa ban va duoc hé diéu hanh nhan ra, thiét bj sé can
phai dch kh&i tao trwéc lan s dung dau tién. Beé thyc hién dieu do, mé rng dung ‘Terminal’ (hay
ctra sO dong Iénh) va lam theo cac bwéc sau:

(Lwu y: Anh chup man hinh va huéng dén trong phan nay st dung thu muc linux32 (thé hién day la 32
bit) véi muc dich trinh bay cach s dung thiét bi DT4000 G2 trén hé diéu hanh Linux. Xin lwu y réng
néu ban dang st dung phién bén Linux 64 bit, chi can tim dén va st dung thw muc 64 bit thay vi thw
muc 32 bit, vi du linux64 thay vi linux32.)

1. Thay déi thw muc sang phan vung

s , N - root@localhost:/media/DT4000 G2 /linux/linux64
DT4000 G2 bang cach g6 Iénh sau trong [ ge gat view Terminal Tabs Help

ctra sO dong Iénh (nhw Hinh 10.2.): [root@localhost /1# cd /media/dt4000g2/linux/linux64
[root@localhost linux64]# _

cd /media/DT4000G2/linux/linux32

(Lwu y: Tén Iénh va thw muc co phéan
biét chir hoa va chi thuong, vi du
linux32’ KHONG gibng véi  Linux32.”
Ban ciing phai g6 chinh xac cu phap
nhw hudng dan.)

Hinh 10.2 — Di chuyén trong ctra sé6 dong Iénh

2. G Is (nhw trong list) tai ddu nhac va &n ENTER. Lénh nay sé& cung cap cho ban danh sach céc tap
tin va/hoac thw muc trong thv muc /media/DT4000G2/linux/linux32 (hoac linux64). Ban sé théy
nam lénh cua DT4000 G2 dwogc liét ké, dt4000g2_about, dt4000g2_forgotpassword,
dt4000g2_initialize, dt4000g2_login, va dt4000g2_logout nhw Hinh 10.3.

root@localhost:/media/DT4000G2 /linux/linux64
File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64 el
[root@localhost 1inux64]# 1s
dt4000g2 about dt400092 _initialize dt400092 logout

dt4000g2 forgotpassword dt400092_ login
[root@localhost linux64]# _

Hinh 10.3 — Danh sach cac Iénh caa DT4000 G2
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— Phén nay duoc duwa trén phién ban Linux 64 bit —

3. Dé khoi tao DT4000 G2, gb Iénh sau trong clra s6 dong lénh va an ENTER: ./dt4000
G2_initialize* (Xin ghi nh& rang cac 1énh nay phan biét chir hoa va chir thwong.) Xem Hinh 10.4.

root@localhost:/media/DT4000G2 /linux/linux64
File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64 el
[root@localhost 1inux64]# 1s

dt4000g2 about dt4000g2_initialize dt400092_ logout

dt4000g2 forgotpassword dt4000g2_ login

[root@localhost 1inux64]# ./dt4000g2_initialize

Hinh 10.4 — Thwc thi mét Iénh cta DT4000 G2

4. Sau khi an ENTER, thoa thuan gidy phép s& hién thj trén clra s6 dong Iénh. An ‘Y’ dé chap nhan
thda thuan gidy phép va tiép tuc. (Lu’u y: Neu ban &n ‘N’ va khéng chap nhén thda thuén giay phép,
ban sé duoc dwa vé déu nhac clia ctra sé dong Iénh va khéng thé tiép tuc qué trinh khdi tao cho
dén khi ban I&p lai buéc 3 va &n “Y’.)

5. Sau khi ban chap nhan théa thuan gidy phép, ban sé dugc yéu cau nhap (tao) mat khau, mat khau
nay sé duwgc sir dung dé bao vé cac tap tin lwu triv trén phén ving di liéu bdo mat. Mat khau ban
tao ra phai thda man cac tiéu chi sau trwéc khi ban cé thé tiép tuc qua trinh khéi tao:

a. Mat khau phai chiva it nhét 8 ky tw (t6i da 16 ky tu.)

b. Mat khdu phai chira ba (3) trong s nhirng tiéu chi sau:
- CHU HOA, chir thwdng, chir sb va/hodc ky tw dac biét (vidu !, $, v.v.)

6. Xac nhan mat khiu clta ban bang cach nhap vao dong Iénh khi dwoc yéu ciu nhap lai va an
ENTER. Néu mat khau khdp, ban sé& dwoc théng bao rang DT4000 G2 da dwoc khéi tao thanh
céng. Néu mat khau khong khép, ban sé nhan dwoc mot thdng bao cho biét ban can phai xac nhan
mat khdu mot cach chinh xac. Dé thwe hién diéu dé, 13p lai cac buwdc 5 va 6 cho dén khi hoan tat.

Sau khi tao mat khau, mét phan ving di liéu bdo mat sé xuét hién trén man hinh chinh. Diéu nay cho
biét qua trinh khé&i tao da thanh cong va hoan tat. Bay gi¢ ban cé thé bat dau st dung DT4000 G2.

*Luu y: Mot s6 ban phan phoi Linux sé yéu cau cac dac quyén ctia ngudi ding siéu cap (goc) dé co thé
thure hién dang Iénh DT4000 G2 trong ctra s trng dung dong lénh.
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Str dung thiét bi (Méi trieérng Linux)

M©ét khi DT4Q00 G2 da duo’q khdi tao, ban cé thé truy cap phan vung dfr,liéu bao méat péng cach dang
nhap vao thiét bj v&i mat khau DT4000 G2 ma ban da tao & trang 22. Bé thyc hién diéu nay, hay lam
theo cac budc sau:

1. M& clra s6 (rng dung ‘Terminal’ .
Gb 1énh sau vao dau nhac dong Iénh: cd /media/DT4000G2/linux/linux32

Khi dau nhac dong Iénh da & /media/DT4000G2/linux/linux32$, g6 1énh sau dé dang nhap vao
thiét bi: ./dt4000g2_login* va an ENTER. (Lwu y: Cac Iénh va tén thw muc phén biét chr hoa
va chir thwong va cu phap phai gé chinh xac.)

4. Nhap mat khdu cho DT4000 G2 va 4n ENTER. Sau krli dang nhap thanh cong, phan vung di
liéu bao mat sé mé ra trén man hinh chinh va ban cé thé bat dau s&r dung DT4000 G2.

Trong qua trinh dang nhap, néu ban nhap sai mat khau, ban sé c6 thém moét co hdi niva dé nhap dang
mat khau bang cach 1ap lai bwédc 3; tuy nhién cé6 mét tinh ndng bdo mat tich hop s8n nham theo déi s
lan dang nhap khong thanh cong. Néu s6 lan dang nhap dat dén gia tri thiét 1ap san la 10, 6 DT4000
G2 sé khoa va yéu cau ban khéi tao thiét bi bang cach thwc thi Iénh dt4000g2_ forgotpassword trwéce
khi ban c¢ thé tiép tuc s dung Qua trinh nay sé& cho phép ban tao mot mat khau mai, nhung dé bao
vé s riéng tw cho di liéu ctia ban, DT4000 G2 sé dinh dang phan vung dir liéu bao mat. Piéu nay cé
nghia la tat ca div liéu cta ban sé bj mat.

Khi quéa trinh dt4000g2_forgotpassword da hoan tat va ban da thiét 1ap mot mat khdu mai thanh
coéng, bd dém bao mat tich hop sdn co theo ddi sb 1an dang nhap khéng thanh cong sé dwoc dat lai
(Lwu y: Mét l&n ddng nhép thanh céng truwdc khi dat dén sb lan ddng nhép tbi da (goi tét Ia MaxNoA)
ciing sé dat lai b dém sé lan ddng nhap khéng thanh céng.)

Khi ban két thic viéc si dung DT4000 G2, hay dang xuat khdi thiét bi dé bao vé an toan di ligu cla
minh. Dé thwc hién diéu nay, hdy lam theo cac budc sau:
1. M& clra s6 (rng dung ‘Terminal’ .
Gb 1énh sau vao dau nhac dong Iénh: cd /media/DT4000G2/linux/linux32

Khi ddu nhac dong Iénh da & /media/DT4000G2/linux/linux328$, go |énh sau dé dang xuét khoi
vao thiét bi dung cach: ./dt4000g2_logout* va an ENTER. (Lwu y: Céac Iénh va tén thu muc
phén biét chir hoa va chir thwdng va cu phap phai gé chinh xac.)

4. Rut DT4000 G2 ra khdi hé théng va lwu trir & mét noi an toan.

*Luu y: MGt s6 ban phén phdi Linux sé yéu cdu cac dac quyén cda nguoi dung siéu cdp (goc) dé co thé thuc hién
dung lIénh DT4000 G2 trong clra sé trng dung dong Iénh.
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Tror giGp va Xt ly sw cb

Khéa thiét bi

DT4000 G2 ’cé rr'1cf>‘t tinh nang bao mat nham ngan chan vjéc truy g:ép trai phép vég phan vung dir liéu
khi da dat dén so lan dang nhap khong thanh céng lién tiep (goi tat Ia MaxNoA); cau hinh mac dinh c6

gia tri dat trwdc 1a 10 (Ian dang nhap.)

Bo dém ‘lock-out’ theo ddi mdi lan d&ng nhap khong thanh chg va sé duwoc dat lai theq mot trong hai
cach sau: 1) M6t 1an dang nhap thanh cong trvdc khi dat den MaxNoA hoac 2) dat dén MaxNoA va

thwe hién dinh dang thiét bi.*

Néu ban nhap sai mat khau, mét thong bao 16i
sé xuat hién dwoi trwdng ‘Hint' , thdng bao rang
viéc dang nhap khéng thanh céng. Xem Hinh
10.1.

Va sau lan dang nhap khéng thanh cong tha 7,
ban sé& thdy mot thong bao 16i khac cho biét
rang ban con lai 3 1an d&ng nhap trwdc khi dat
dén MaxNoA (d&t 1a 10 theo mac dinh.) Xem
Hinh 10.2.

Sau lan dang nhap khéng thanh céng tha 10,
DT4000 G2 sé vinh vién chan phan vung di liéu
va yéu cau dinh dang thiét bi trwéc khi ban cé
thé tiép tuc str dung. Diéu nay cé nghia la tat
ca dir liéu lwu trir trén DT4000 G2 sé bi mét
va ban sé can tao mét mat khau mai.

Bién phap bao mat nay ngan chan mét ai dé
(khéng c6 mat khau cta ban) c6 géng ding
nhap vé&i mot sb 1an vé han va truy cap vao div
liéu riéng tw cua ban.

Néu ban 1a chd s& hiru ctia DT4000 G2 va quén
mat khdu cGa minh, cac bién phap bao mat
twong tw cling sé dwoc ap dung, bao gdm viéc
dinh dang thiét bj.*

Dé biét thém vé tinh nang nay, xem phan ‘Quén
Maéat khau' & trang 25.

Login device DT4000G2

Datalraveler®
4000 G2

Password:

A Failed to Login: The password is incorrect. Please try again.

Forgot Password

Contact Information

¥ Kingston

Hinh 10.1 — bang nhdp khéng thanh céng

Login device DT4000G2

Datalraveler®
4000 G2

Password:

A Failed to Login: The password is incorrect. Please try again.

3 Attempts left before your DT4000 is blocked permanently.

Forgot Password

Contact Information

= Kingston

Hinh 10.2 — Bang nhap khéng thanh céng lan th
7
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*Lwu y: Viéc dinh dang thiét bi sé xéa TAT CA théng tin dwoc lwu trik trén phan ving div liéu bdo méat

cua DT4000 G2.

Quén mat khau

Néu ban quén mat khdu cGa minh, ban co6
thé nhan vao lién két ‘Forgot Password’ xuét
hién trén clra s6 dang nhap thiét bj khi chay
DT4000 G2_Launcher (xem Hinh 10.3.)

Tuay chon nay sé cho phép ban tao mét méat
khau méi, nhuwng dé bao vé sw riéng tw cho
di¥ liéu ctia ban, DT4000 G2 sé dwgc dinh
dang. Diéu nay cé nghia la tat ca dir liéu
clia ban sé bj x6a khi tién hanh dinh dang.*

Khi ban nhan vao ‘Forgot Password’, mot

hop thong bao (Hinh 10.4) sé xuét hién va
hai ban ¢ mubn nhap mét mat khau méi

trwdc khi thyee hién viéc dinh dang khong.
Vao luc nay ban cé thé 1) nhdn  OK’ dé

xac nhan hodc 2) nhdn  Cancel’ dé quay
lai ctra s6 dang nhap.

Néu ban chon tiép tuc, ban sé dwoc yéu
cau tao mot mat khau phirc tap méi va mot
goi y moi. Goiy khéng phai la mét trwdng
bat budc nhwng cé thé hiru ich giup ban
nhé lai mat khau néu nhw ban quén mat
khau.

(Luu y: Goi y KHONG THE gidng hét mat

khau DT4000 G2.)

Login device DT4000G2

Datalraveler®
4000 G2

Password:

Forgot Password

= Kingston

Hinh 10.3 — Quén mat khau

Forgot Password

In order to protect your data, your DT4000G2 will be Formatted and all data will be erased. Do
\./you want to enter a new password and format your DT4000G2?

Hinh 10.4 — Théng bédo trwdc khi dinh dang
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*Lwu y: Viéc dinh dang thiét bi sé xéa TAT CA théng tin dwoc lwu triv trén phan ving dir liéu bdo méat
ctia DT4000 G2. .
Xung dét ky tw 6 dia (Hé diéu hanh Windows)

Nhw da dé cap trong phan ‘Yéu cau hé théng' cla hwdng dan st dung nay (& trang 3), DT4000 G2 yéu
cau hai ky tw 6 dia lién tiép SAU 6 dia vat ly cudi cung xuét hién trwdc ‘khodng tréng’ trong danh sach
gan ky tw 6 dia (xem Hinh 10.5.) Diéu nay KHONG lién quan dén cac phan chia mang vi cac phan
chia nay danh riéng cho cau hinh ngwdi dung va khéng phai 1a ban than ciu hinh phan cirng hé thdng,
do d6 dworng nhw sdn ¢ véi hé diéu hanh.

Diéu nay c6 nghia la, Windows cé thé gan cho DT4000 G2 mét ky tw 6 dia da dwoc phan chia mang
hodc dwérng dan Quy wée Dat tén Chung (Universal Naming Convention - UNC) st dung, gay ra xung
dot ky tw 6 dia. Néu diéu nay xay ra, vui ldng tham khao y kién quan tri vién cia ban ho&c bd phan hé
tro vé viéc thay dbi phép gan ky tw 6 cing trong Disk Management ctia Windows (phai c6 quyén quan
tri.)

2 My Computer, Q@@
File Edit View Favorites Tools Help .','
Qeak - © - [P O searct Folders | [T37]~

Address | v| B o

System Tasks 2

View system information
Ty Add or remove programs

‘ [ Change a setting
Local Disk {C:) DVYD/CD-RW Drive (D:) Local Disk (E:)

Other Places

& My Network Places
(&) My Documents
[ Control Panel

B| =

DT4000G2 (F:) Network Share (G:) Local Disk (H:)

Details

System Folder

Hinh 10.5 — My Computer

Trong vi du nay, DT4000 G2 s dung 6 F:, day la ky tw 0 dfa trong dau tién sau 6 E: (dTa vat ly cudi
cung tredc khoang cach ky tw 0 dia.) Vi ky tw G: la phan chia mang va khéng nam trong cau hinh
phan cng, DT4000 G2 c6 thé cd gang st dung ky tw nay lam ky tw O dia th& hai cGa minh, gay ra
xung dot.

Néu khong co phan chia mang nao trén hé thong va DT4000 G2 van khong tai, co thé mot dau doc thé,
dia co thé thao roi, hoac thiét bi da cai dat tir trwdc khac dang chiém gir ky tw 0 dia va van gay xung
dét.

Xin Iwvu y rang Drive Letter Management, hay DLM, da cai tién dang ké trong Windows Vista va 7, nén
co6 thé ban sé khong gap phai van de nay, nhuwng néu khong thé gidi quyét xung dot, vui long lién hé
v&i Phong ho tro ky thuat ciia Kingston dé dwoc tro giap thém.
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Théng bao 16i

Unable to create file — Thong bao I6i nay xuét hién khi c6 gang TAO moét tap tin hodc thu muc TREN
phan vung di¥ liéu bao mat khi dang nhap theo ché dd chi doc.

Unable to create file x|

': Unable to create the file 'New Text Document. bxt'

The media is write protected.

Figure 10.6 — L6i khéng thé tao tap tin

Error Copying File or Folder — Théng bao 16i nay xuét hién khi 96 gédng SAO CHEP mét tap tin hoac thw
muc SANG phan vung di¥ liéu bao mat khi dang nhap theo ché dé chi doc.

Error Copying File or Folder 5[

@ Cannot copy Filel: The disk is write-protected.

Remove the write-protection or use another disk.

Hinh 10.7 - Léi sao chép tap tin hodc thw muc

Error Deleting File or Folder — Théng béo 16i nay xuét’hién khi c6 gang XOA mét tap tin hodc thw muc
TU phan vung di¥ liéu bao mat khi dang nhap dwéi ché dé chi doc.

Error Deleting File or Folder x|

@ Cannot delete Filel: The disk is write-protected.

Remove the write-protection or use another disk.

Hinh 10.8 - Léi xéa tap tin hodc thw muc

Néu ban da dang nhap theo ché dé chi doc va rr]uén mé& khoa thiét bi véi quyén truy cap dé doc/ghi day
da phan vung di liéu bao mat, ban phai tat thiét bi va dang nhap tré lai, bé chon 6 Read-Only Mode’
trwdc khi dang nhéap.
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TECHJNOLOGY

TOC KT 2 F1if}

AEAFHERTUET BB AIEM. REHTEH M FIPS IAE DataTraveler® 4000 G2 (T fE#R N
DT4000 G2) .

RAEK
PC & PC BRIERAXFF
o 53 4R (HERMLIESS) «  Windows®8. 8.1 (R&#& RT)
o 15MB A B g] e  Windows®7 SP1
e TAHAKUSB20/3.0#0 e  Windows® Vista SP2
s ERE—IYERNSBZEERMNES
AR B B8 B
Mac & BIERG I
 15MB A H#E S (8] e MacOS X 10.8.x-10.10x
e USB2.0/3.0
=0

A THaR DT4000 G2 iR R, BHREERBEZEICARRNAXYATN USB O, WE 1.1
Fiomo B4 DT4000 G2 #HEFMEMT USB IMOMSNEIREH, @R USB ifkikss, ME 1.2
AR
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1.1 - BIERT X 1.2 - g

IR SHE 26 T “WERB|MEFHRT .

Z3E (Windows IfiE)

1. 3% DT4000 G2 i AEICAHEKE & XL AT

USB #2101, Z1% Windows #&Ei% N7 . ‘I ' Icr:stka}jlivwg d:::\:ice driver software ~
ICK NEre ror status.

N\

* Windows Vista F PR ENE & IXENFEF BRI

, JNE 2.2 AT7Ro
2.1 - ZEHEL
* Windows 7 F P ENREIRARFIEAL, W0 (Windows Vista)
2.2 Ffi7o
. NN . _ . “' Installing device driver software ~
MREMRNTRZE, Windows LIRREFIRVIIA Click here forstatus.
fedi. N

 Windows Vista HFP¥EZ AutoPlay (BEj ]  msgmahro
BH) WO, 5 E 2.3 EAL. 22 e
» Windows 7 FHFPI§EZE| AutoPlay (BEhHEI
) BO, 58 2.3 FARIERLL

2. EE‘IN “i347 DT4000 G2_Launcher.exe” .
SR Windows 2H BahiER, BRI R CD-

ROM 4 X (B 24) 3 F 1 # 4 DI4000
G2_Launcher 18F. iXEHEETBHBHIHBILIETE,
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K Kingston

Files Currently on the Disc

| B S
@@ [® [#3 ][ search DVD RW Drive »
Organize v Burnto disc = 0 @

DT4000G2_Launc
her.exe

2.4 - DT4000 G2 W&

BENENL (Windows IR1E)

1. NTRRBRIEFHIRIES BT “Next”

(T—

~ Ny
% AutoPlay [

» DVD RW Drive (I.) DT4000G2
£

[] Always do this for software and games:

Install or run program from your media

. | Run DT4000G2_Launcher.exe
\/ Published by Kingston Technology Corporatiof

General options

Open folder to view files

View more AutoPlay options in Control Panel

B 2.3 - AutoPlay (BEzi#ER) &0
(Windows Vista/7)

(GE%E: AutoPlay (BEIER) BA
PRI BETRE T BV L BRI R%E
FRAEAEEMER. BETHEB
HF R VIIR LI, )

#) (B3.1.)

M 2)

Language

Select Language:

-
Device Initialization - DT4000 G2

Datalraveler®
<2000 G2

4

¥ Kingston

~

English

B 3.1 - E=s&iE

OO0 48000127-001.A04
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2. EFEWANEMGEEE Next” (T—%) (B 3.2, ) (FR: EBXTESEAEMNN A RE4R SR {E
; BN ‘Next” (T—%) K —BLTFERRS. )

~\

-
Device Initialization - DT4000 G2

Datalraveler®
24000 G~2
1 @ 3) (4

License Agreement

SOFTWARE LICENSE AGREEMENT -
IMPORTANT - READ CAREFULLY:

THIS SOFTWARE LICENSE AGREEMENT ("Agreement”) is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying
this Agreement, which indudes computer software and may indude
associated media, printed materials, and "online" or electronic -

Q@ Accept Dedline

~ Kingston

3.2 — VFRAMIERY

3. glEZRWERIP DI4000 G2 % IE. £ “Password” (ZH) FEHMARE, RRE
“Password Confirmation” (ZFRE#HIA) FEAEXREA, THE 3.3 firc. SIZNZBRALARTE
T &M, ARESEHITYIIARKLIETR:

1. ZBELREE I HEZFH (RE 16 PFH) .
2. BRI AEE THRERIRN = (3) #hsft:

KB\ NB. BER/REHRFR (L § %

BRI ABRRR, EREUETR. RATFRESICEBNREH, S URHEHE XEBHNRE
e (IR RAABTEEBHRTEMEE. )
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7

1

2) 3) (a

Password

* Password:

* Password Confirmation:

Hint:

*Mandatory field

? Kingston

4. ERENXFEFMABHNEKRER (

FHEENERTFE. B, XEFRERETER, MRFEMETUAEE.

Device Initialization - DT4000 G2

Datalraveler®

4000 G2

o Password Rules

Pwd Hint

33 - BERE

Z0E 3.4) IR EXEFRIPHANEEFRESERE 3

)

- “Nome’ (#%) FERESTAE R24FH, BEFGORHHD.
- “Company’ (4AF) FRESTEE 24FH, BRIEGQIHIEM.
- “Detalls’ (¥4EH) FRESTAL 156 M54, BRNGOEHHEM,

OO0 48000127-001.A04

DataTraveler® 4000 G2 HmeO, 280
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o N

Device Initialization - DT4000 G2

Datalraveler®
2000 G~

Contact Information

Name: Test Name
Company: Test Company
Details: Test Details & Other Info

‘Kingstonlk =) C ) Com )

34 - E%/?\{%l_/%\

5. By “Finish”  (5TR) ZTRIREVIREERE.

DT4000 G2 KA U Z2HESIX (B 3.5) FETHNLEREM (B 3.6) .

> AR MREERNEIFEERKS, KBl IBRRSUTRESIFE— 2. *

6. By “OK” (#E) 4.
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rFormat - DT4000 G2 ormat -
| Dc:tchrcsveIer® Datalraveler®
4000 G2 4000 G2

Formatting DT4000 G2 (I:)... Format Complete.

= Kingston o = Kingston
3.5 — &34k DT4000 G2 3.6 - EHILTH
HIEIL TR -

DI RERGEREAM DT4000 G2 AEREFRETENTR, FHNNEEEMER.

B&EERH (Windows IR1%)
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X—J' DT4OOO GQ i %ﬂﬁL\'ﬂﬁZE ) 1@7 [//{'lji IEJ ZZ | Login device DT4000 G2 )
T A Jik , 1B ?it??biTyﬂ% ; 4000 G2

. f§ DT4000 G2 HAZIDABBMRARNY | e
USB O, HHAZE (WE41) .

Hint

« BARWE, 2id “Login” (&R)
?ﬁ%ﬂg%éé‘lz o Forgot Password

Contact Information

[]read-Only Mode

« MRHATEFHNEE, DT4000 G2 K | g :
WEH, SRR LT AR |  Kingston

B 4.1 - Login (E3x) BN

s WRBWATHRNER, BE ‘Hnt" (R FETHEIA-FEHRHEE, HHERX
o

CEE: Tﬂ%HHIEﬂ MRWMATHENERD, BEABMALERNEL, B, A—NRNELXEI

BEFT LUCRARMERZIMAORE" . MRKMETORBOLE] TSR ER 10 )k, DT4000 G2 ¥HiEHE
Z‘?lx a#%‘tﬂc;cééﬂﬁﬁl: ZFZ“ REEM. XEWE DT4000 G2 LTﬁ%E’]ﬁﬁﬁé&?&%ﬁH%ﬁﬂﬂﬂﬁ?
BEZHXZUENER, BSRE 24 W “REWE" . )

2. BAIPHEERIRECHER ‘RiEREL” ERE, MMERRERX (ARNEHRA ‘SRPERL )
P@MZE2HEIX. ERERXATESSMINLICE, BREBITHSESE DT4000 G2 EHAR
, BERZEMEXTEN. EElHRXERNT. (F5: RIEEXAERBELEZEESE 10 THER
At LT B DT4000 G2 &1, )

WRGENERFEATERFARERIREFURTZENIR/SVRRIBEOREHHEIX, BBIEK
(1 DT4000 G2 (2% 11 1) HEFHER, ESMAMEREBUHES “RixERX" EitE.

*RINBYRENSMAMLZE, KRUERITHRFESE.

REZEIT (Windows ER1E)

ERINREZE, £ Windows EEEMNETHEBELEIT—1 “DT4000 G2” BFr (B 5.1)  (CFE:
Windows 7 i PR E S H{ES+=dm 5L g4 aeif o) “DT4000 G2” Btr (B 5.2) .

OO0 48000127-001.A04 DataTraveler® 4000 G2 Fo0, 280
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B 17 DT4000 G2 E#rf B IA T3

DT4000 G2 Settings
|33 Browse DT4000 G2
& Format DT4000 G2
& Online Support
9 € @ About DT4000 G2
(&) Shut down DT4000 G2

L 8
I

5.1 - %+ hi) DT4000 G2 E#r

DT4000 G2 ig &
© AWEEREBMN/HET (B 5.3)

c AWERM/EE/EREKRER (B S5.4)
s AWBRERIERIESIEFE (B S5.5)

GEE:

3

Customize...

9:26 AM
12/3/2010

==t D)

5.2 - %+ i) DT4000 G2 E#r

ETFLE2EE, £EFN/RER LR RENFTERRHBAIEMAR DT4000 G2 1) .

Settings

Settings

Datalraveler®
4000 G2

Password | Contact Ifomation | Lanauage |

* Current Password:
* New Password:
* Password Confirmation:
O revodrues
Hint: Pwd Hint

*Mandatory field

Datdlraveler®
4000 G2

Password  Contact Information | Lanauace |

Test Name

Test Details & Other Info

Datdlraveler®
4000 G2

Password | Contact Infomation  Langusge |

P—

¥ Kingston ")

¥ KingstonC——)

¥ KingstonC ") @z =)

53
B

X ¥5 DT4000 G2

5.4
BARER

s AWBEERENEZEEESIXPHAT

e

OO0 48000127-001.A04

DataTraveler® 4000 G2
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%3¢ DT4000 G2*

s AWEEAZ2EELIXR (BE: HELHE
HRGHIRERR. ) (B 5.6)

HLFF (FEEEMEN)

T 77 B B M X &5 88 H & il =
http://www.kingston.com/support/ , &\
MEXEILREZNFER

*F DT4000 G2

o IRtHx DT4000 G2 EMIFMAER, BFEN
REFMEFRAESE (" 5.7)

X 4 DT4000 G2

« IEfRH DT4000 G2, AW REMRZE LR
=Mk

Format - DT4000 G2

Datalraveler®
4000 G2

WARNING: Formatting will erase ALL data on this disk.
To format the disk (3:), dick OK. To quit, cick CANCEL.

Password:

* Kingston

Your password is required to complete format.

5.6 - HEAUES

About - DT4000 G2

Datalraveler®
4000 G2

Copyright (c) 2011 Kingston Technology Company, Inc.

Modules

DT4000 G2
Application

FW Version
Crypto Library FW

¥ Kingston

Version Information

K40 000FFE23C7ECBF 10800001D2
K4.0.0.5

3.05

1.00

5.7 — xF DT4000 G2

*¥E=: £ Windows Vista 1 Windows 7 REEZE B {F AR DT4000 G2 215

-Windows &B4 e ik -

OO0 48000127-001.A04 DataTraveler® 4000 G2

#1110, 280
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2% (Mac IfR)

& DT4000 G2 fE NI AR A TR USB 120, FiF Mac R 1ER
FNEZNEFR. eNEZE, BKFFEET DI4000 G2 EHIAREH L

, GNE 6.1 AR | ovo
1. Wiy DT4000 G2 CD-ROM E£FR.
- Il A S 3z
2. WA 6.2 FronE H R E IR Mac Xk 41 - DT4000 G2
3. WHHEE 6.3 Fror@ Ak EIRY DT4000 G2 I FATEF BfR. XIGTF
ARImRI IRz
LK J DT4000G2 ® PY Mac
- ¥
autorun.inf DT4000G2_Launcher.exe 7-\//4
DT4000G2_Launch
6.2 - DT4000 G2 R& 6.3 - DT4000 G2 K H#EFF

AL iraveliel

4000 G2

[ —

l:»“:»t» 140-2 ¢

¥ Kingston

OO0 48000127-001.A04 DataTraveler® 4000 G2 120, #2810
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BEENL (Mac IRiE)

1. NTRERBRIEFHRIESHESD Next”? (T—2) (B7.1.)

Device Initialization - DT4000 G2

Datalraveler®
4000 G2

@ (2) () (a
Language
Select Language: English E]

= Kingston

7.0 - BEIREEF

2. EFEWANEMGEREE Next” (T—2) (B 7.2, ) (FR: BT AEN A REAR SR {E
; BN ‘Next” (T—%) ZHERK—BLTFERRS. )

OO0 48000127-001.A04 DataTraveler® 4000 G2 130, #2810



K Kingston

Device Initialization - DT4000 G2

Datalraveler®
4000 G2

1)@ () (4

License Agreement

SOFTWARE LICENSE AGREEMENT [
IMPORTANT - READ CAREFULLY: O

THIS SOFTWARE LICENSE AGREEMENT ("Agreement") is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying

this Agreement, which includes computer software and may include 4
associated media, printed materials, and "online" or electronic v

(O Accept @ Decline

¥ Kingston - N

oLOGY

7.2 = ¥FAEMNY

3. GlEBZMIRH DI4000 G2 M ¥iE. & “Password” (BM) FHRAKMARL, REHE
“Password Confirmation”  (Z3#IA) FERPHFREA, WTE 7.3 fir. SIBNEBLAFE
T SRME, AR Bk THIA LT

1. ZBLREE BIHEZFH (RE 16 PFH) .
2. BRI AEE THRERIRN = (3) #hsft:

- KB\ NS MER/BBHFR (L 3%

ERT A BDIRR, BREMETE. RATBRESIOEBNEER, CUMIRRE XHHMiR
Fo (IR RENBFESHHBELHEGE. )

OO0 48000127-001.A04 DataTraveler® 4000 G2 14 0, 280
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Device Initialization - DT4000 G2

Datalraveler®

4000 a2

1) (2) (3) (4

Password

* Password: ssccsscee

* Password Confirmation: ssccssccse
Password Rules

Hint: Pwd Hint

* Mandatory field

“ Kingston

7.3 - BRBIRE

4, ERHAXAEGHABHERER (BLE 74) IR EXEFEFRANEETSSER%E 3
FHEENERTFE. B2, IEFRERAETR, NIRFTEMEITURET. )

+ “Name” (##%) FREZAUES 21FF, EETSESHIIEL.

0

- “Company’ (AF) FRESTAE R2AFH, BENELEHIED.

. “Details’ (H4@HEB) FRESTESE 156 M5/, BEFEEEHTE.

OO0 48000127-001.A04 DataTraveler® 4000 G2 150, 280
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Device Initialization - DT4000 G2

Datalraveler®
2000 G~2

Contact Information

Name:

Test Name
- Test Company

Test Details & Other Info
Details:

# gingston

7.4 - BRER

5. By “Finish”  (5TE) ZTRIREVIREERE.

DT4000 G2 KA U Z2HEIX (B 7.5) FETHNLEREM (B 7.6) .

6. By “OK” (#E) 4.

OO0 48000127-001.A04 DataTraveler® 4000 G2 16 0, 280
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Format - DT4000 G2 Format - DT4000 G2
Datalraveler® Datalraveler®
4000 G2 4000 G2
Formatting DT4000 G2 ... Format Complete.

= Kingston

~ Kingston

7.5 — &1k DT4000 G2 7.6 — BT

IR TR o

OO0 48000127-001.A04 DataTraveler® 4000 G2 17 0, 280
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w’EFEA (Mac IRE)

xf DT4000 G2 ¥tiT#iafez/a, ER AR

Format - DT4000 G2

2HEIXHFEABREEREETINEIZHIZE Datalraveler®
. i, BHTAT IR
% DT4000 G2 BAZRARMH AN~ roooe
USB #2001, HEAZR (LA 8.1) . LN
2. BABBE, B “‘Login” (FR) &
Zl)_l{ z;'fé ° Forgot Password‘ B

= Kingston

. WMBHATEHEZE, DI4000 G2
B, EETNFAERIRS.
) & 8.1 - Login (Bx) &
. WMEHATHIZHDZE, Hr“mm" 5 oo :
(1BR) FETHHI—%KERER
 WREZAN (L l&m

CEE: ABERHE, WRBATHRNEE, BEVWALHRNERD; B2, AELXETERER
KMEBRZINAVRE . MREKMERBOLE] T MERERN 10 X, DT4000 G2 KHiEF EZKIZEHI
HL22HEIX, <FEFEFRER. XEKE DT4000 G2 LTTL%E@FE%?&TE%BH%&HH‘JB’% BEZHXZ
EEMTE R, BESAE 24 1y “REE" - )

3. BRIHEEBERIRGEHEFR ‘RiEE” EXE, MMERRERX (ARNEHRA ‘BRPERL )
P@RMZE2HEIXK. ARERXTESSMINLICE, BREEBITHEE DT4000 G2 EHAR
, BERZEMEXTEN. EXEfHRXERNT. (F5: RIEEXERMHELERESE 10 Th BRmE
I B fE DT4000 G2 &, )

WREGENAERFEATERFARERIREURTZENIR/SVRRITEORZEHEIX, BBIEK
i1 DT4000 G2 HEFHER, AERZHBUHIEF “‘RixiE" SikE.

*RINBATRENSMINLIZE, RMERITHBRRFES.

wEIEIN (Mac IREE)

ERINEEZZE, Mac OS XDock EEEI— “DT4000 G2_Launcher” BE#r, W T™E 2.1 Fi~:

OO0 48000127-001.A04 DataTraveler® 4000 G2 18 0, 280
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DT4000G2_Launcher

HOOUIPEIRR I XRETOMEOE

9.1 = Mac OS X Dock migy DT4000 G2 E#x

RIFREE LM “control” g3 “DT4000 G2_Launcher” BEfr
S BoRAME 9.2 RIS,

N
/]
b

DT4000 G2 &&

s ARVFEEXRBIM/ERR (H9.3)
s RAWEBHRM/EE/ELHKRAER (B9.4)
s AWBEXEEEIEI (B 9.5)

Settings

Datdlraveler®
4000 G2

Ll Contact Information TN T

Settings

Datalraveler®
4000 G2
--I.A word | Contact Information Language
* Current Password:

Name:

* New Password:
* Password Confirmation: Company:

o Password Rules Details:

O Apply Cancel

9.4
BRER

Hint:
* Mandatory field

¥ Kingstory Mo,

9.3
E e

GEE:
X & DT4000 G2

s AWBEERENEZEBESIXPTHAT

DT4000 G2 Settings
Browse DT4000 G2
Format DT4000 G2
Online Support

About DT4000 G2
Shut down DT4000 G2

Options >

Show All Windows
Hide
Quit

9.2
DT4000 G2 &I

Settings

Datdlraveler®
4000 G2

Password  Contact Information Lar

Select Language: English

o Apply Cancel

9.5
EEIES

ETFLE2EE, EEFTN/RER LR RENFTERHBAIEMAR DT4000 G2 1) .

OO0 48000127-001.A04 DataTraveler® 4000 G2
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&=k DT4000 G2

s AWEEAtZ2EESX (BE: HELHE
R HRERRR. ) (B 9.6)

HLFF (FEEEMEN)

T 77 B B M X &5 88 H & il =
http://www.kingston.com/support/ , &\
l//{?_ Ew‘il'ﬂﬁﬂﬁ’] SIZT‘J"TQ [N

*F DT4000 G2

« RftAX DT4000 G2 AMFAESR, SiFN
AREFMEFRAEE (B9.7)

X 4 DT4000 G2

« IEfRH DT4000 G2, AW REMRZE LR

=Mk

-Mac 458

Z3E (Linux IR1E)

k-

Format - DT4000 G2

Datalraveler®
4000 G2

WARNING: Formatting will erase ALL data on this disk.
To format the disk, click OK. To quit, click CANCEL.

™ Kingston

9.6 - HAUESE

About - DT4000 G2

Datdlraveler®
4000 G2

Copyright (c) 2007 Kingston Technology Company, Inc.

™ Kingston

9.7 — xF DT4000 G2

OO0 48000127-001.A04 DataTraveler® 4000 G2
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KTECH oLOGY

CE: MESERXRZH Linux ZITHRATHER, SRAFEH SMUFMERRE" JEETHER. T, Kin
NAFEAN—ReSERT2E0, TERERN Linux I5SH5IH. ZESFHRRRBRGIE 64

REME TR )
> R Linux ZITHRFEZBHEMAF (root) MRS REFE LW AR O A IER BT DT4000 G2
= @
¥ DT4000 G2 fEANEICAHMK A XA USB 20, EHF
Linux JRIERFHNENZNFE. HNFZF, DT4000 G2 C)
CEMFEIERE L, & 10.1 7R DT200062
10.1 - DT4000 G2 &

DT4000 G2 %A 5 &7 F Linux ji4p <

dt4000g2_about . dt4000g2_forgotpassword . dt4000g2_initialize « dt4000g2_login  #0

dt4000g2_logout
< RTED

A

CEE: ERTXESGS, BUIETH ‘Kin” NARAOHSMESXHRENXHFR. §5F
KA _ERLREA %.“J”(—Aﬁﬁ—AEﬂHo

NF 32 MNARF, BHRF ‘R’ NAFAHERTIFLBAUTHS, ¥EHEREXRA
/media/DT4000G2/linux/linux329$ :

cd /media/DT4000G2/linux/linux32 (R J5#% ENTER, )

NF 64 AP, BHAF ‘KR’ NAFAHERTIFLBAUTHS, ¥LHEREXRA
/media/DT4000G2/linux/linux649$ :

cd /media/DT4000G2/linux/linux64 (R f5#% ENTER, )

IR WRBERSRE BshmE DT4000 GQ% BABHFEELZRE O P Linux “mount”
FmMEE. BRECHRIERSZELITIR, I Linux #Y; BXEHIEENGSET, B30

PR L ST M 3

s Pliate (Linux ZR15%)
DataTraveler® 4000 G2 #2100, k280
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¥ DT4000 G2 EEFIMTENHARERGF IR ZE, EF REAZHTENHRLIZIRE. Nk, 15T
o N (BmSTEH) HiRXELREE:

CEE: ZTONRERBAESHER Inux32 Xk (FR/R 3241) RiER DT4000 G2 &% 7 Linux #
ERETHERBER. 1BI2E, MREFER 64 fURAR Lnux, LESMEHERBENR 64 X HFR
REWK 32 U, BMER linuxé4 Mg inux32. )

] . Eggﬁﬁdﬁj%ﬂ_?'fg %ﬁ?‘i)\ [’\/{—F/F'Aﬁ/%\ ’ >]%7' E H?E E root@localhost:/media/DT4000G2/linux/linux64
% DT4000 G2 & (W1E 10.2 Fizmo ) File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/ dt4000g2/linux/linux64
[root@localhost linux64]# _

cd /media/DT4000G2/linux/linux32

CER: woMXfR (BR) 2RKS

KNG, B “Iinux32” 5 “Linux32” R B 102 - HLATSM
e A= IRIZIRE R FTRRBAIEZR.
)

2 E SRR AFLEAN s (ERHFKIIEE) HZE ENER. X8 &R H#
/media/DT4000G2/linux/linux32  (sk linuxé4) 3k fa il ST/ sk S0 R 51 5= ﬁME SRl
T 5 % DT4000 G2 #p<, dt4000g92_about. dt4000g2_forgotpassword. dt4000g2_initialize.
dt400092_|og|n 1 dt400092_logout, a0 & 10.3 7.

root@localhost:/media/DT4000G2 /linux/linux64 N
File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64 -
[root@localhost linux64]# 1s
dt4000g2 about dt400092 initialize dt400092_1logout

dt4000g2 forgotpassword dt400092_ login
[root@localhost linux64]# _

10.3 - DT4000 G2 %45)%

- REBHET 64 LA Linux -

OO0 48000127-001.A04 DataTraveler® 4000 G2 220, k280
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3. EYItA1L DT4000 G2, 1BERIGIRRFLAEAN LTS Fi% ENTER: ./dt4000 G2_initialize*  (i2fE
, BEXAK/NE. ) ILE 104,

root@localhost:/media/DT4000G2 /linux/linux64 T Ex
File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64 e
[root@localhost 1linux64]# 1s
dt4000g2 about dt4000g2_initialize dt400092_ logout

dt4000g2 forgotpassword dt400092_ login
[root@localhost 1inux64]# ./dt4000g2_initialize

10.4 - # 57 DT4000 G2 v

4. T ENTER ZfF, WA B RELmE O F. & Y BIWWHIGH#S. (F8: NRE
‘N REIFIDIL, BRREZGRRAFEIESRSEHTRAETE, RIEEEDSE 3 HiR
“Y” o )

S. AERWAIMNZE, RRASETRERA (S18) B, JATRIPFHEEREEES KRaIXHF.
SIBMBRELIFE AT HMG, REF RS THIRLTRE:

o. BBLREE BIHEZFH (&RF 16 MFH) .
b. BRMREE THIRERTTF N = (3) F&f:
- KRB NEC BEN/SEERERF (L $FH)

6. ERGIRFERMANETHAT GRS ENTER, MTHIASE. NERBLE, SEMNES
ZRINFETT DTA000 G2 ¥iatk. MBTHALE, EEKS—%£HE, RBENHBESLHBIATD
. hlt, BEEHBS56, AIRIHIE.

HEOEEBRZE, ZEHES (PK) csHRERE L. XRFAECHITRABUTE. BET
Fria{E A DT4000 G2,

DER: R Lnux ZITHRBZEBRM 7 (root) MRA sEE L 4 N A& O H IERH{T DT4000 G2 45,

®&EEFERH (Linux IR48)

OO0 48000127-001.A04 DataTraveler® 4000 G2 %230, 280
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DT4000 G2 24 Mmfkz/a, BRILAEASE 22 i ey DT4000 G2 BBEERIRE, HMiiHREH
EAX. AL, BEPITUTIE:

1. 17 “%&im” NAEQ.
2. ERIGRTIFLBAUTHS: cd /media/DT4000G2/linux/linux32

3. % SERKHUAEMTF /media/DT4000G2/linux/inux323, |AU T4 S B RIEE
./dt4000g2_login* a1 ENTER. (IE: @MXHRBZBMRX ARG, FEALIVEHTIR
o)

4. #ANEH DT4000 G2 ZiLFi% ENTER. EINERZE, R ¥EESBESE LT, B
Yk s5{E B DT4000 G2,

EERHE, IRHGATHENZE, EXENSEESE 3 XREALHNTE; B2, F—HNER
EMHESIERBIRXEREAMANRE . MREMERREOXE T HAEER 10 )k, DT4000 G2 EHiEFHF
EREHIT dt4000g2_forgotpassword e #IRIRE, CEARERRER. BB X — IR
BB, B2R TIRPEEIEREAFA, DT4000 G2 BRAUM LS HIBES K. XEKE RS LIRSS
E5k.

dt4000g2_forgotpassword ST ARINRE T HZEYE, RESREREIMAAE RS IR
WEE GFE: EXFEAZEFLRNE (SR MaxNoA) THIRINZERHLE B L MEFi 5.
)

£ 5 DT4000 G2 2 5, EHIREHRIPENERE. AL, BFRTUTIE:

1. 19 “%im” RAEQ.
2. ERIGRTIFLBAUTHS: cd /media/DT4000G2/linux/linux32

3. ®SERRB/MEMT /media/DT4000G2/linux/linux32$, AU TS EREHREER:
./dt400092_logout* #AfE#k ENTER. (EE: @MU REMRXHKX/NE, BELIUEHTIR
o)

4. & DT4000 G2 MR & MR HREELZEMNE.

DER: RE Lnux ZITIRFBEBLA F (root) SR GEAE L IR S A f IE#H{T DT4000 G2 #5<.

BN FEHR R

OO0 48000127-001.A04 DataTraveler® 4000 G2 #2400, 280
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REPE

DT4000 G2 A& — R4 A, TUERBREESRESLBRI (A MaxNoA) 2 EE LA
BRUFEEIRA K BIAK SR RERATHRBNME 10 (BRE) .

“PIET HTHBIERSRNEANER, HEEBETIIRMFGZ—NESR: 1) EZ MoxNoA ZEIK

NER 2) iXE] MaxNoA HREH LRS- *

WMRMATHENEBL, FE Hnt” (3RR)
FERTHEA-FHRBEE, HRAERXY. &
e 10.1,

WMREME 7 KEMER, BEEE S —FE
RHE, REGEILE MoxNoA ZEIIAAIIAZE
W3 (BIAFKIEEN 10) « A 10.2.

£ 10 REREREAMzE, DT4000 G2 #K
AMHREERES X, FERREHTHRL,
ZIEAREBRER. XEWE DT4000 G2 E77
B EERFER, HFEEREFE— IR
5,

X—=E=EERE ThA OREENED) Tk
IS B R A BUS I B BUR BRI 94

mRfEE DT4000 G2 MIFTEE, BRIic T &2
, BAMBNRE/RERHFSER, BFRE
Btk *

EHEXEMMENER, ESAE 25 AN F
B .

Login device DT4000G2

Datalraveler®
4000 G2

Password:

A Failed to Login: The password is incorrect. Please try again.

Forgot Password

Contact Information

¥ Kingston

10.1 - BFEEM

Login device DT4000G2

Datalraveler®
4000 G2

Password:
Hint

A Failed to Login: The password is incorrect. Please try again.

3 Attempts left before your DT4000 is blocked permanently.

Forgot Password

Contact Information

¥ Kingston

10.2 - 7 RERKMH

DER BB AR ERR DT4000 G2 22 #iES X FRENFABER.

SiCEg

OO0 48000127-001.A04
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MRTSIEEB, BAIABHHTT DT4000
G2_Launcher [HHEIMEREERETOFM
“Forgot Password” (Ric%&rg) gz (

WE 10.3) »

ERAIBYX—RIEHERE, BN TR
? SEFERIB2FA, DT4000 G2 l—r%ﬂ&_tﬂi
X BB E BT A ER A R .

B “Forgot Password” (&=
)’é, BHIM—HEE (B 10.4) FIEEE

EERH 1T7|&_tﬂﬁZHlJiﬁuf\#ﬁ~'47ﬁ% [lid=i)
: ,UEM 1) g “OK” (#E) LATRIASK
2) & “Cancel” (BUH) MREERE
Ho

IRZRR)

MREFRE, REBRREFE—NES
HZLAR R, RBIRAEVIEFTE, BEEZ

FRESIEZBNEGRH, ERUIRHEEX
BRI R

CEE: IBRABARES DT4000 G2 #2158
=HEE. )

Login device DT4000G2

Datalraveler®
2000 G~2

Password:

Forgot Password

= Kingston

B 103 -

SiCERG

Forgot Password

In order to protect your data, your DT4000G2 will be formatted and all data will be erased. Do
\./you want to enter a new password and format your DT4000G2?

10.4 - AL B

DER BB AORERR DT4000 G2 22 #iFES X P RENFABER.

IRENSFEZRIAR (Windows #B1ERS)

OO0 48000127-001.A04

DataTraveler® 4000 G2
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IEAFN “RAEZTK” &5 (55 3 W) Ak, DT4000 G2 BEMEH 2 MESNIRENB[BER (FEIRFH
BEROE ‘2R ZAHINRE—MWE#ELR) (Z1E 10.5) « IRETFMEHE, FAEL]
BETHAPEEXHMAZRAREGFREXHAS, REXNRIEREMSZA AN,

XERE, Windows AJaES %8 DT4000 G2 HREABEMEZHZHEBAFRLAE (UNC) BEERNIK
MEFES, MNMSEERHRFSHR. MRLZAIMFERL, FEAENEERIINFBHAIMI], UEE
Windows #EEE P ERRHNREFIE (FEEEIWR)

2 My Computer, Q@@

File Edit View Favorites Tools Help ,','

QBack - & ? /7"‘Seavch {7 Folders v
Address | 1§ v e

System Tasks

View system information V . @, Vv
7y Add or remove programs =

(B Change a setting
Local Disk {C:) DVYD/CD-RW Drive (D:) Local Disk (E:)

Other Places

& My Network Places

2
(&) My Documents \.} V v

[ Control Panel

DT4000G2 (F:) Network Share (G:) Local Disk (H:)

Details

System Folder /

10.5 - FAYITHEMN

ARG, DT4000 G2 MRS F:, X2WEDR B 2FE— A HEANRSFERN (KEHFERFHR
AZANRE—TME#EE. ) BTER CRE—IMEZHAEMAEZBEHREXHFHN -2, L
DT4000 G2 At 2 R EMERAFE N EERER, MMSIEBHR.

MREMARGZHRREMEHLE, B DT4000 G2 (HRATREME, MAIRERIE R WUREIUEHEH M
AR MIRE LA ARMB[EFOE, FNRAFEHR.

BHAR, BEsSEFERE (5 DLM) £ Windows Vista f1 7 g K KkE, ALEREASIBE G
T, BERMBEITEBRFNR, FHRAS TWIRARIZIEFIRIHREGE—S 1B .
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A sl
El’?i/ﬁ/%\

TEREEXH - URERABERYN, MRZAXEREHIES X PEEXAEHR, WaHIERHE

ICNO

Unable to create file x|

'2 Unable to create the file 'New Text Document. txt'

The media is write protected.

10.6 — “Unable to Create File Error”  (FoikglE ) iz

SRS REE - URARRAERYN, MRFRELREHFEIXPER IR, M

HEEEIRE R

Error Copying File or Folder 5[
6 Cannot copy Filel: The disk is write-protected.

Remove the write-protection or use another disk.

10.7 — “Error Copying File or Folder” (E#|>xHaixHEkHEE) HiR

MBRSCHF SO RETE - MRARERAERN, URZHAMZ2EHES KPRk, Madil

HEEEIRE R o

Error Deleting File or Folder x|

6 Cannot delete Filel: The disk is write-protected.

Remove the write-protection or use another disk.

10.8 = “Error Deleting File or Folder” (Mg >c 4k B 4E) iR

WRGBERAFBRATERH AR ERIIRFURBEEMNIR/ SRR A LE2HIELK, BRBIKHA
DT4000 G2 HEFHER, HEERZABUHIEHR “‘RiER” SikiE.

OO0 48000127-001.A04 DataTraveler® 4000 G2 % 28 0, t28 0
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DataTraveler® 4000 G2 G2 {&FH Ffi

Datalraveler
2000 G2

l’;JPSmo-zi
)

¥ Kingston
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¥ Kingston

TECHJNOLOGY

H &%

TOC AR ZA{58 F -1

{2 F /@ AR FIPS-Validated DataTraveler® 4000 G2 4000 (T2 g8 DT4000), 1&fkisEme
BAFRZHRRE.

EIES PC tE(RA IR

e Pentium Il ZIE2EBEELR (SER) #
BRIEZES

* 15MB A HERR T [H]

« T AR USB 2.0/3.0 i#EE=IE

o RE—EETEUE BN WEEEUE
AR R

«  Windows®8. 8.1 (JE RT)
e  Windows®7 SP1
e  Windows® Vista SP2

Mac &

* 15 MB A fERR= [
« USB2.0/3.0

TEERRIR

e Mac OS X 10.8.x-10.10x

ik

REREHFTIE N4 DT4000 G2 B, FEEFCIHAETEEHIE CRTRA USB Eizigh,
1.1 fiir. A DT4000 G2 E#EEEMAHR USB EEIRMNIABEE (s USB HHEM KRR

, W@ 1.2 Ffrore

SCEAR R 48000127-001.A04

DataTraveler® 4000 G2

Uil 2/28



K Kingston

11 - #EnEAn

SEE: HSM %26 B [HEMRRER) .

=HE (Windows Ig1E)

1. # DT4000 G2 I A E &£ BB = BB
USB iE#218, #A1EH Windows BEh&E].

* Windows Vista FHEHFEREIEEEEFER
BEN, 0@ 2.2 FioRo

* Windows 7 &R & EEHFET BN
, WA 2.2 FiRo
SERFTEEAER ZE, Windows Ei/REHIA%E
WBITER .

e Windows Vista #HEESEINELUNRE 2.3
iy TEEHER HE.

* Windows 7 EHEKEFZIEN 7 8 2.3 AR
BEHER B2F.
2. EHUEIE [ Run DT4000 G2_Launcher.exe | 1%

IE )

IR Windows KBEIHER, REREE CD-ROM
RS E (B 2.4) XFEF#IT DT4000 G2_Launcher

B 1.2 - RE@maERTT

Click here for status.

‘| Installing device driver software ~

N\

2.1 - KEIFTER
(Windows Vista)

Click here for status.

‘| Installing device driver software ~

N\

22 - REREFEARE
(Windows 7)

SCEAR R 48000127-001.A04 DataTraveler® 4000 G2
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K Kingston

R YA IF SR RTIT.

Files Currently on the Disc

| B S
@@ [® [#3 ][ search DVD RW Drive »
Organize v Burnto disc = 0 @

3!3

-
& AutoPlay

= S |

» DVD RW Drive (I.) DT4000G2
£

[] Always do this for software and games:

Install or run program from your media

. | Run DT4000G2_Launcher.exe
\/ Published by Kingston Technology Cor

Support DT4000G2_Launc .
her.exe General options
Open folder to view files
\.)’ View more AutoPlay options in Control Panel
> \

2.4 - DT4000 G2 AR 23 - HEHENEE
(Windows Vista/7)

(E8: TESHER BERHE
SBIE, $SIRIBEARERNEER R
RAEFAR. [ESHT] TEHH
AT LR . )
B VIR1 (Windows 1R1E)

1L TRREFIRNFSREFLZ—T INext) (T—F) (& 3.1).

~

-
Device Initialization - DT4000 G2

Datalraveler®
2000 G2
@ 2) (3) (a

Language

Select Language: English v

¥ Kingston

) =)

3.1 - FE=

AR 48000127-001.A04 DataTraveler® 4000 G2 FELRE 4/28



K Kingston

7R

Il_o\ . eN

2. RREASNLR Next] (T—F) (B 3.2). (F
1 (F—2F) IRAF 2REFAAARE. )

\/E%?XTQT‘E (=] ?’\]T

BEAEZE, TR MNext

~\

-
Device Initialization - DT4000 G2

4

@ G

License Agreement

SOFTWARE LICENSE AGREEMENT
IMPORTANT - READ CAREFULLY:

THIS SOFTWARE LICENSE AGREEMENT ("Agreement”) is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying
this Agreement, which indudes computer software and may indude
associated media, printed materials, and "online" or electronic

Q@ Accept Dedline

¥ Kingston

Datalraveler®
24000 G~2

-

3.2 - HEEH

Password Confirmation | (FER%348) H h BN A2

AFETIGN, AR SREEEVRLER:
1. BHLAEE 8ENLNFT (&RE 16 EFT).
2. BBLAFE T 3 Bkt

- REFE. NBEFE. HFER/FFEHRTFT (I

IR T
I

EHA A BBIRR, BERSKEMUL. WRE
B’BR 1718 BBBTEER. )

/J N
eN

o (/3:_/&\ .

BUZBLIRE DT4000 G2 ERER. £ [Password ] (ZH5) WA P& A S,

4_-|-é—|
AC2

REBEET
S, WTHE 3.3 fiR. BEMNZH N

Paxay

&

W, RAMUTRHEEZEBATHRER

S EAR SR 48000127-001.A04 DataTraveler® 4000 G2

il 5/28



K Kingston

7

1) 2) G) (4

Password

* Password:

Hint:

*Mandatory field

? Kingston

Device Initialization - DT4000 G2

* Password Confirmation:

Datalraveler®

4000 G2

o Password Rules

Pwd Hint

B 3.3 - BERE

4. ERENXFHBEAHAGNEEESN (F2EE 3.4) (R BESERVE ANESHARE
SEITEIHNFBFE. EEERMURERY, WEFETURETH. )

« [Name] (&%) HETEZZE

o Company] (28] M8

2@FiT, EFNFEITENES.

ZE32@FIT, BARESTENER.

-

+ [Details] (FAEHR) WMUTERZIE 156 BFT, EFEGE2TENER.

(2yrea

SCEAR R 48000127-001.A04

DataTraveler® 4000 G2

T 6/28



K Kingston

o N

Device Initialization - DT4000 G2

Datalraveler®
2000 G~

Contact Information

Name: Test Name
Company: Test Company
Details: Test Details & Other Info

‘Kingstonlk =) C ) Com )

3.4 - Big &R

5. #%—TF TFinish] (EE) AR EEBHIRILTEF o

DT4000 G2 i &g Xk Z2 BRI EIE (| 3.5) LAETHEFBHE (B 3.6).

2 /Iﬁ MREZVUIFEESHEEAN, Bl Bk FXARFTEZE—DEARE

~—— o

dt
=1

6. #—T TOK] (#E7E) IS,

S EAR SR 48000127-001.A04 DataTraveler® 4000 G2 EHE 7/28



K Kingston

rFormat - DT4000 G2 ormat -
| Dc:tchrcsveIer® { Datalraveler®
4000 G2 4000 G2

Formatting DT4000 G2 (I:)... Format Complete.

7 Kingston % ¥ Kingston
Zingstor

3.5 — &34k DT4000 G2 3.6 - BRI

IR TR o

IR BB RESRERL DT4000 G2 EEHREEMAMTE.

#HEFEH (Windows 1g15)

SR 5% 48000127-001.A04 DataTraveler® 4000 G2 A 8/28



® Kingston
KT E Cg\l oLOGY
?ﬂﬂél\'ﬂ{' DT4OOO GQ Z?éa j@?jﬁﬁgl’\/{%}ﬁ%%)\% ’LogindeviceDT400062

B, AEERRLANSEENEASERE DatalFavalat
o K TNFIBET: 4000 G2

Password:
1. j#§ DT4000 G2 #EAER MBI R LIE it
féRy USB jEHHE, REBWMAZRN (F2H
4.1, )
© MABBZE, T llogin] (BEA Forootpessuord
) ?ﬁﬁﬂu%%%go Contact Information []read-Only Mode

. MEEH AR BEERES, DT4000 G2 | BRI
EEfs, BRI R EREKE.

4.1 - BAREA

o MRWMABRWBALERE, [MHint) (R BT HESRREFRANE, RAEEBAHER,

CER: HEARFHE, IRBAHRESR, BUERAEREAN, ERARNENREMIRSEE
AR EMBEARBRE . MREAKRBREUZEZITRERER 10 0k, DT4000 G2 EFEHELEKRET
RIEARSHARE2ERN DR EETRER L. ERTAERGFHE DI4000 EWERIFEERIZRER. W
BTN EZER, F2EE 24 RN TKEHE ] —H. )

2. A EREENTBRELZLENURITE (WA HEERENX] ), TEAREBAKBEZAAYE
[Read-Only Mode | (MEFE#&R) M7, EMEEXPETRIECE, BREMRERTE DT4000
G2 EMNR, BREIEXT, BEELEN. SEERNET. (R WEEXBREN IR RIE
HIR7E DT4000 G2 Thagsk (56 10 ) H. )

WRGEHERATEAN, EREBEZFRERBRHEUESTEEN/ BALEENHIRD B EHNER
, AL ZASERAR DT4000 G2 (2F% 11 H) BEHEA, LEAERZHETYE [Read-Only Mode | (
MERER ) TT 8k

*RINRERECE, KHREBARBIBNAERETETRE.

#E 2% TIE (Windows IR1E)

ZAEFR, [DT4000 G2 B reHIELE Windows TIEFIAR (B 5.1). (FE: Windows 7 FHE
WER T TSR D EET5E%e, A REFEL TDT4000 G2’ | B = (B 5.2).

S EAR SR 48000127-001.A04 DataTraveler® 4000 G2 i 9/28



K Kingston

f£ TDT4000 G2 ER E#%E— THERT5IIhRER:

DT4000 G2 Settings
[ Browse DT4000 G2

#& Format DT4000 G2 L
| @ Qnline Support
o G @ About DT4000 G2 CU“C’“‘Z&--
. | |&) Shut down DT4000 G2
» G PR
[ 12/3/2010

5.1 — T1£%5|dfg DT4000 G2 E7= 5.2 - T{E£5|dh gy DT4000 G2 El5=

DT4000 G2 &
« i wﬁE»ﬁ%&/&&r (E 5.3)

. B/ R/ S EHEET (B 5.4)
e H: wa&@ﬁ BIFESIRIE ([E 5.9)

CER: BRREEE, BERK DT4000 G2 BB HFEREH L/ HEHHEFE—FRE. )

Settings

Datalraveler® Datdlraveler® Datalraveler®
4000 G2 4000 G2 4000 G2

Password | Contact Infomation | Lanquace | assword | Contact Infomation | Lanauace Password | Contact Information  Language |
* Current Password:
* New Password:

* Password Confirmation:
O revodrues ils: Test Detals & Other Info

Hint: Pwd Hint

*Mandatory field

¥ Kingston ") ¥ Kingston =" ¥ KingstonC ") @z =)
5.3 5.4 5.5
SEEE fAs & AT EEGES

2|8 DT4000 G2

SR 5% 48000127-001.A04 DataTraveler® 4000 G2 E(fE 10/28



legS on

o WREEBEAR, ABEREENERIIENANT
&1k DT4000 G2* Format - DT4000 G2

REXIR (FRABREEER)

N ICN

BRI A PR A% B BN ERZE
http://www .kingston. com/support/ & ]

_In%ﬁ'”i‘%‘tﬂc;cé SRR D EIE (BE: &

WARNING: Formatting will erase ALL data on this disk.
To format the disk (3:), dick OK. To quit, cick CANCEL.

E/ﬁﬁé‘%ﬁﬁ:ﬁ ° )(. 5-6)

Your password is required to complete format.

Password:

* Kingston

EZABn BB E SR AR

5.6 - HAUESE

Eﬁfi’:\ DT4000 G2 About - DT4000 G2 )
Doty
« IRBLEANS DT4000 G2 MAFERHMAERL, G
Fﬁ *EE_E&E)] EEH&ZIK, p:ﬂ, ( . 5 . 7) Copyright (c) 2011 Kingston Technology Company, Inc.
BB DT4000 G2 I
o IE#ERARA DT4000 G2, EREEKAGKLZ M e —
I EBER ‘
5.7 - E@RL DT4000 G2
*¥E=: Windows Vista & Windows 7 EE & Haigy DT4000 G2 215
-Windows B4 52 B -
SCEAR R 48000127-001.A04 DataTraveler® 4000 G2 FLRG 11/28



K Kingston

RE (Mac 1RiE)

#F DT4000 G2 ?ﬁi)\é%pﬂ*”Fﬁﬂﬁ‘k%t*”mﬂﬁtﬁ’] USB 1E#Z1E, ==
H Mac fEERGB A RAFIKER, HFEFE DI4000 G2 #

ST . 7INo \ OV
WELRERE L, ME 6.1 Fix €5
1. EiZmm T DT4000 G2 CD-ROM E7=-

2. BEWTE 6.2 PR ZRERN Mac &R K. 41 - DT4000 G2
3. EZEWTE 6.3 REREERN DT4000 G2 EARERXE R #F5RH
WRIRERF-
LK J DT4000G2 ® ® Mac
- R
autorun.inf DT4000G2_Launcher.exe 7-\//4
DT4000G2_Launch
6.2 — DT4000 G2 IN & 6.3 - DT4000 G2 fe 2=

AL iraveliel

4000 G2

——

l}"‘!—“) 140-2 |

¥ Kingston

/

SCEAR R 48000127-001.A04 DataTraveler® 4000 G2 FURG 12/28



K Kingston

HEBWHRKL (Mac 171E)

1L TRREFIERNFSHEFLIZ—T INext) (T—F) (B 7.1).

Device Initialization - DT4000 G2
Dlelie]gfe\V=l=Ig
4000 G2
@ (2) () (a
Language

Select Language: English

=

= Kingston

7.0 - FEEIEI

2. BMEBHAQLERE—T Next] (T—%) (B 7.2). (F5: GRAXESEHESQSSE, T T
Next] (T—2) RHEFEIRESHRRE. )

SCEAR R 48000127-001.A04

DataTraveler® 4000 G2 A5 13/28



K Kingston

Device Initialization - DT4000 G2

Datalraveler®
4000 G2

1)@ () (4

License Agreement

SOFTWARE LICENSE AGREEMENT [
IMPORTANT - READ CAREFULLY: O

THIS SOFTWARE LICENSE AGREEMENT ("Agreement") is a legal
agreement between you (either an

individual or a single entity) and Kingston Technology Company Inc.
("Kingston®). This Agreement relates to the software accompanying

this Agreement, which includes computer software and may include 4
associated media, printed materials, and "online" or electronic v

(O Accept @ Decline

= Kingston

\ oLOG

72 - REEN

3. BUFBIUIRE DT4000 G2 LHIER . £ [Password | () WA FEARE, REE T
Password Confirmation | (#:R%) M PEXBAZZE, THE 7.3 firm. BEMN NN
BARETIEE, RETEEGEBEVRLER:

1. HBLESS 8 BN ENFT (RS 16 BFR).
2. WG FR LT 3 EEh:
T NBFE. WER/RBHTT (L $ %),

O A M AZRBRR, EER2LEMM. IRESTES, RAIMUTREEHEEBANTHNRE
o (R R 1717 BEBTEMAF. )

SCEAR R 48000127-001.A04 DataTraveler® 4000 G2 FURG 14/28



K Kingston

Device Initialization - DT4000 G2

Datalraveler®

4000 a2

1) (2) (3) (4

Password

* Password: ssccsscee

* Password Confirmation: ssccssccse
Password Rules

Hint: Pwd Hint

* Mandatory field

“ Kingston

7.3 - BEBRE

I

ZLBE7.4) (IE: FAEBEHELMANSHIIRAEESEE
BHERA, NEREUREEH. )

4. ERHEMXFHRPBATNBEEM
$B 3 HEINERFH. EELEm

Al o

+ [Nome) (&%) RMUAE2ZE32EFT, EFFESTENES.
« [Company] (RF) MUATEE%E32EFT, BREESTENER.

+ [Details] (FHAAER) MUATERZE 156 BFT, EXAFEITENER.

SCEAR R 48000127-001.A04 DataTraveler® 4000 G2 FLS 15/28



K Kingston

Device Initialization - DT4000 G2

Datalraveler®
2000 G~2

Contact Information

D Test Name
- Test Company

Test Details & Other Info
Details:

# gingston

7.4 - BiEER

5. &—"T TFinishy (5E6K) AT BVIIALIZFF -

DT4000 G2 # &t Xk R BRI EIE (B 7.5) LETHEFBHE (B 7.6).

6. #—T TOK] (#E7E) IS

SCEAR R 48000127-001.A04 DataTraveler® 4000 G2 FLHS 16/28



K Kingston

Format - DT4000 G2 Format - DT4000 G2
Datalraveler® Datalraveler®
4000 G2 4000 G2
Formatting DT4000 G2 ... Format Complete.

= Kingston

~ Kingston

7.5 — &1k DT4000 G2 7.6 — BT

IR TR o

SCEAR R 48000127-001.A04 DataTraveler® 4000 G2 FLRG 17/28



¥ Kingston

TECHINOLOGY

B FH (Mac 1E£IRIR)

Wgafk DT4000 G2 » 18, fEREELIERIBE AN
B, REGRR=2ENDEENERARKERIA

Format - DT4000 G2

Datalraveler®
o E%E{Z}Z—Fgljéf‘%%ﬁ?—} 4000 GE
1. 4 DT4000 G2 N SinAEAssh S | A .
Bk USB BHE, S7E% AT (B2 e
8.1, )
2. MANBBEZE, BT llogin] (BA) & Forot Passwerd
ﬁﬂ u,%% ,2.\% o Cortac! lnformation "] Read-Only Mode

= Kingston [ Cogin—JCance

s MRWAMNEZHIEMER, DT4000
G2 EEmE, BRAMRGRERKE

o

8.1 - BEARE

s MEMABRBARAILERE, [Hntl (&R
WU TAHESETRERNE, K%
E£ENER (2BE8.2).

CER: HEARFHE, IRBAHRESR, BUERAEREAN, ERARNENREMIRSEE
AL EMBEARBIRE . MREBAKRBREUZEZITRERER 10 0k, DT4000 G2 EFEHELEKRET
RIEARSHARE2ERN DR EETRERML. BRTAERFGFHE DI4000 EWERFEERIZRR. W
BTN EZER, F2EE 24 RN TKEHE ] —H. )

3. BN AEMERFREILLENURIZE (HWBA HEERERX ), FEAREBAKBEZILEYE
[Read-Only Mode | (M) M7, EMEEXPETRECZ, BHEEMREHRTE DT4000
G2 EMNR, BREIEXT, BEELEN. SEEKRNT. (R HEEXBREN IR RIE
HIR7E DT4000 G2 ThEEsR (6 10 &) . )

MRGEHAEREEXTEAN, BEREEERGEEBSE NUESRREBIN/ BEAZSENUELSIIEN
TERR, mAZESERARD DT4000 G2 BEHEA, LHAEBEARADE [Read-Only Mode | (HEHER) 75
i}%o

*RINRERECE, KHREBARBIBNAERETETRE.

S BIRIE (Mac IRiE)

SCEAR R 48000127-001.A04 DataTraveler® 4000 G2 LRI 18/28



K Kingston

#£2rE, [DT4000 G2_Launcher] B e HIEE Mac OS X EEEH (WE 9.1 FizR).

DT4000G2_Launcher

MOOEBEEIRG AREFOOBHE

9.1 - Mac OS X {ZEX & gy DT4000 G2 B/

RIFHEE PRy TEHE#E] , &—T DT4000 G2_Launcher] [E7x= DT4000 G2 Settings
, B 9.2 hEERMITNRERMEEIREL R, Browse DT4000 G2

Format DT4000 G2
Online Support

About DT4000 G2
Shut down DT4000 G2

Options >
DT4000 G2 &% F Show All Windows

Hide

Quit

o WELEETE L/ (l 9.3)

o TEMIMIE/IRR/SEHEEN (B 9.4) 9.2
e MELBEESRI (B 9.5 DT4000 G2 j&IE

Settings Settings Settings

Datalraveler® Datdlraveler® Datdlraveler®
4000 G2 4000 G2 4000 G2

Wbl Contact Information  Language Password [elECNIICI Language Password  Contact Information [E-)

* Current Password: Name: Select Language: English

* New Password:

Company:
* Password Confirmation: =g

o Password Rules Details:

Hint:
* Mandatory field

T et B

9.3 9.4 \ ‘Z.SA—
BERH B4 REGES

CER: BRREEE, BERK DT4000 G2 BHHFREHA/HERHEFE—FRE. )

2|8 DT4000 G2

AR 48000127-001.A04 DataTraveler® 4000 G2 FLS 19/28



K Kingston

o WREEBEAE, ABEREENERIIENANT

&= DT4000 G2
s HREE #%‘Wc;cé SRR D EIE (BE: &
EREER. )(E 9.6)
R (FEEREEELR)
o BRI AW OBRE R B B HF L ERE

http://www.kingston.com/support/ , & 7]
ARz A S S Efth IR &R

F@nt DT4000 G2

« IRMLEN DT4000 G2 i EFAIER, B2k
ARALIRBRAE (8 9.7)

BAEA DT4000 G2

« ICRERARA DT4000 G2, BERIEMAKLEH

i E SRR

-Mac 45

Format - DT4000 G2

Datalraveler®
4000 G2

WARNING: Formatting will erase ALL data on this disk.
To format the disk, click OK. To quit, click CANCEL.

™ Kingston

9.6 - ERILEL

About - DT4000 G2
®
Datalraveler
4000 G2
Copyright (c) 2007 Kingston Technology Company, Inc.

Modules Version Information
DT4000 G2 3.0

™ Kingston

9.7 - E@RL DT4000 G2

SCEAR R 48000127-001.A04

DataTraveler® 4000 G2
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K Kingston

=HE (Linux IR1E)

CER: HRRS Linux BZEMATHER, Ej’l\ﬁﬁ’\] MSNELERIRIE | WTREERRATM AR E. A,
AREHEREXPEAN—RIESCEIEBHELN, MATEZREN Linux IBSFEAFIERZ2E. It
LR EHEHRIE 64 fTIRE PR )

> RE Linux RAFTEBREAZE (oot) 54, FRREKHKEARIARELEANT
~— DT4000G2 5<%,

#¥ DT4000 G2 iEAE £ B EM S E L RERS EH USB J‘E

#i8, 32H Lnux fE2RGEHER . EAF|EER, C)
FeEF DT4000 G2 #iEE LR EX2E L, ?ZEII DT4000G2
10.1 Fr7=o

10.1 - DT4000G2 #4#% &
AJ{E Linux Fr{$E g DT4000 G2 1y 5 f@+5<

dt4000g2_about . dt4000g2_forgotpassword . dt4000g2_initialize . dt4000g92_login X
dt4000g2_logout

GEE: BEHTELES, BUERM EHE EREARELSEEaAMEMENSRK. S8
ST HRENLE TS 2@EET: /) (1 Aa%Hn 1 EERG. )

HH 32 uUxFRHE, BHEE &K% ﬁm&f%ﬁ,@jﬁﬂ%aﬁﬁaﬁﬁﬂ%%
/media/DT4000G2/linux/linux32$ , FERERRFETEBA TS

cd /media/DT4000G2/linux/linux32 (ZBIZ T ENTER $#. )

HR 4 AxEBAE, FHM IZnE EAREARELEEMNBEREER

/media/DT4000G2/linux/linuxé4$ , HERERTFETEBATIIES

|

cd /media/DT4000G2/linux/linux64 (ZBIZ T ENTER $#. )

IR WRMEERSGAREHF A DT4000 G2 #ik &, S WBEERmEREHR A Linux T'mount] 5
SFHFHAUEKEE. F2E Lnux XHREECEFENEEZERARAEA, I2IKRENE LEBRIEILT

fRERA L IE IR A,

SCEAR R 48000127-001.A04 DataTraveler® 4000 G2 FLG 21/28



K Kingston

B WRL (Linux IREE)

#F DT4000 G2 EREEMEBMIEBEERFMUAFR 218, BRALFEEVRL, ﬁ' THE—RE
Ao BEHITIGRIE, B N&umtk] BARERX (‘HE’%??%E@) RBWIB T LSBT

CEE: WEFEHEEmmMIEREA INnux32 &Rk (32 fzjt), B7x DT4000 G2 7£ Linux fEERF T
FERIER. Beft, WREBFERNE 64 AThRAm Linux, REEESLFRMBRIN 64 fITxERkk
Bk 32 (ucE Rk, fFlgn: linuxé4, mIE linux32. )

H%Eﬁ =%E7% DT4OOO G2 @éﬁ%@ Tj_;/—\ £ root@localhost:/media/DT4000G2/linux/linux64
EEZRMEIR R FITEBATIIES (0 [#e edt view Terminal Tabs Help

. ]O 2 ﬁ)’.l‘_/ <o ) . [root@localhost /]# cd /media/dt4000g2/linux/linux64
[root@localhost linux64]# _

cd /media/DT4000G2/linux/linux32

CEE: ER®k (B 2BEES o
KN, 1§J;z[| [Minux32 | E2 TLinux32 102, - RIATEER
] Tﬁjtﬁl_.l ?AE,];H/A-@/Z\/E‘E@%ETW

AxeHEE. )

2. EEAMR AFIESRA Is (I 0 list AR/R), R%EZXT ENTER . EH R EIR#
/media/DT4000G2/linux/linux32 (2f linuxé4) BRI APNEZER/HER K EE. ZAESIE R
DT4000 G2 $ < (dt4000g2_about. dt4000g2_forgotpassword. dt4000g2_initialize «
dt4000g2_login & dt4000g2_logout), @@ 10.3 7 »

root@localhost:/media/DT4000G2 /linux/linux64
File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64 -
[root@localhost linux64]# 1s
dt4000g2 about dt400092_initialize dt4000g92_ logout

dt4000g2 forgotpassword dt400092_ login
[root@localhost linux64]# _

10.3 - DT4000 G2 #5& 358
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- HERZ Linux B9 64 fITThRA SRR -

3. EEWA DT4000 G2, LK mMit mTtRIMA TIIE<S, REET ENTER #: ./dt4000
G2_initialize* (FEREfE, fECEERAANNE. |FELHE 104,

root@localhost:/media/DT4000G2 /linux/linux64
File Edit View Terminal Tabs Help

[root@localhost /]# cd /media/dt4000g2/linux/linux64 el
[root@localhost linux64]# 1s
dt4000g2 about dt4000g2_initialize dt400092_ logout

dt4000g2 forgotpassword dt400092_ login
[root@localhost 1inux64]# ./dt4000g2_initialize

10.4 - ##7 DT4000 G2 5<%

4. E%T ENTER 212, RESWES Eﬁa—rﬁiiﬁﬁ%%ﬁﬁﬂlﬂ BT Y] (B) MEXREANLEE. (IR
DWMREET TN () BEREZRESN, BEIREZREIR ST TRRIEEETVIRLER
, BEEERPITSRILIZT 1Y) (B) Rik. )

5. AEEIREANZE, ARESRTEEA (B2) B8, AURERGFERZLERNURIEE L1
HE. BEINBHBLATETIEG, RRTaRECEBVGRLER:

HELAEE 8 AU EMNFT (&% 16 EFT).

WRABEE TR 3 EfFt:

- AEFE NEFE BFER/FFERFET (W 3 F).

EE} Ek}

6. ERRIDREHRMARERE, RIEST LEFRAZNBHIAIRT ENTER §#, FUERESE. W
REWAT, REEBEME DT4000 G2 BIEHM THAAEL. MREBRER, BB e
RANBDAFTEEDREBBLERER. AETHILERE, SEENTLROINS, HEITHRLE,

BUGBHZHBZ%, Z2ENUERE (MESIE) FEeErERA L. ERFVBAEFBINECRER
o ERLATABA%A B DT4000 G2,

/Iﬁ R Linux fRAFEBREMZE (oot) B, FeEAERKREEAREXREEEHNIT DT4000 G2

E?O
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SREFA (Linux IRiE)

DT4000 G2 Z=m#safezi&, BRILAEREESS 22 EL_LE’J DT4000 G2 ZBBERENEKE, REFRR
EENEE, %%?—EEMH%%T’F, A RIR T 5T

1. FIRL M&umig) ERHEXERE.
2. EREHBIERFITERATYIIES: cd/media/DT4000G2/linux/linux32

3. WIHORFFTMAERR /media/DT4000GR/Inux/inud2s, HIA TSRS B ARE
/dlt4000g2_login*, $R#&H T ENTER 2. (38 HORANREBEVEHANE, MAEE
WEREARR. )

4. #AfEH) DT4000 G2 BB H T ENTER 2. MIIBAZ %, REENHHEEGELE LB
| AT EEHT IR DT4000 G2,

HEENZFHE, MRGAHEZEZE, BUERAEIREBAN, TE2EENTHE I, EREEAANENR

Mg AP RREABA KRN %5( MREANKMAREEETRSTREN 10 )k, DT4000 G2 &
SHE L ERBEHE TIREMAETHIT dt400092_forgotpassword 5K ¥afLicE . MR A BEE L
J?J”:% BURERTRELCENAEE, DT4000 G2 AlgRAtRe&ENNEE. BR-ENAE
AR EER.

—B dt400092_ forgotpossword EFTHEERIERETEBE, FEEHREEAKXBURENZ
MR CER: EEIEFRE LR (1 MoxNoA) BT INBE A EERE A KBMNFTEEE. )

Bz £/ DT4000 G2 By, BELEKBELREFENER . HFIRTIILEIET

1. BARL T#&imi% ) BAEXRE.
2. ERmEIRRFITEBATYES: cd/media/DT4000G2/linux/linux32

3. BIESERFETRARESR /media/DT4000G2/linux/linux32%, :3Z# A THIES IR E B &
B: ./dt400092_logout*, R#E#ZET ENTER . (IE: ESRENKEBHEFERSKR/NE, M
E.un/AZ‘/EJ‘Ei’*HH )

4. ERMBRR DT4000 G2 AFEFFZEMNME.

ER: R Lnux iRAFEBRERE (root) 5, AREEZLmKERARERE E#HIT DT4000 G2 f5<
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ot A SR R EE HE R

B R

i

DT4000 B & &2 4IheE, AIEEREEEAKRMESRE LR (A MaxNoA) B, BilE&ERERS
FERAREEENGFR; B’HEM (ZEA REEBER 10 (ExRE).

M7 | AR EEMRSRBEARBORE, EUTHMEAXZETER: 1) EF MaxNoA HZH
RINEN, S 2) 2 MoxNoA B HITRER k. *

MR ANZHEARIERE, [Hint] (BxR) #MATH Login device DT4000G2

e Py = e P | 2 ®
EEERHRNE, RREEBAHER. B2 Datalraveler
10.1 24000 G2

Password:
MBERETE 7 KB, GReEIHMmER

A Failed to Login: The password is incorrect. Please try again.

B, RRGHEET 3 RERBAFEEE MaxNOA (
TR {ER 10). HLHE 102

Forgot Password
10 REFBALKZE, DT4000 G2 EHKAL | v
YARBALNE, LERE FREMMETEERR
f. ERFREAFLE DT4000 G2 MIFTH BRI SIS
%, B EAER EE.

¥ Kingston

10.1 - ZEAKEL

L2 MREARFIEA (ERELEEREN Login. device DTA000G2 Datal ler®
2%\ ek Vo 3 PR MBS L atalraveler
}\) _\.:_)\/\\\ﬁi/j\lﬁmld\ﬁ’]%kﬁﬁ*‘]' 2000 G2

MBI DT4000 G2 MEAEEEREE, & | ™

HU R PTHRNRSMEE, G288 K  EEe )
:—Et,fk . * A Failed to Login: The password is incorrect. Please try again.

3 Attempts left before your DT4000 is blocked permanently.

WMBHINENEZ LR, F2HE 25 AN IS Fort pasvend

%ﬁ% J —-ﬁﬁ o Contact Information

¥ Kingston

102 - 57 REAKK

SER: HBRRAUEEREEE DT4000 G2 x e ERHEIEHH T2 Ef.
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SEaa
Ly B

o

MEBERZE, Bl EMIT DT4000
G2_Launcher B, }z‘i THjIﬁ,T RSN
HEHN [SRmE) E (B2EE 10.3).

HRIEA R EE RS, BEMRER TR
AEERREMAE, Rk DT4000 G2
o L.ﬁ%%@ﬁ’]ﬁﬁﬁ SHRESERFPHBR

&g ¥ — T [Forgot Password | (SE22% EE_,)
R, @A%\/T EREFRE (B 10.4) B3
BEEERELMATEE, REEFHT ﬁ
k. RS, EELL: 1) —T TOKJ (&
) MR HE: 2) %—T lCancel] (B
H) PUREIEARE.

MRRIBEE, RRESRREEIHN
BHBBNFIRR. RIS HEMM, B
MRETREBS, RMAUTEBERME
BZRATHRER.

CER: $2oR [R5 8 DT4000 G2 ##5T
E VST

Login device DT4000G2

Datalraveler®
2000 G~2

Password:

Forgot Password

Contd BFmation

¥ Kingston

10.3 - THREEH

Forgot Password

In order to protect your data, your DT4000G2 will be formatted and all data will be erased. Do
\./you want to enter a new password and format your DT4000G2?

B 10.4 - EXILNETIRR
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IR HBRAEEREEE DT4000 C2 22+ ERHEEHH £ .
AR R FEER (Windows 1EE£ R %)

WELFM TRAEFK] W5 (5 3 B) Arik, DT4000 G2 ZE KM EEEMN RN RS REERE
—EERBHARN [RE] , MERUREIEWENRR THEE ] Nl —EuR% (F2EE 10.5). 1t
BREME (1) BRBRAAZGE, RACEBNEAERER, MAERAKEEREELAS, Fit
HARBBE TR HIEXER KL

B3k Windows RIREE I 4EEg L AacEEL M@ 218 ) (UNC) B FRANSMEERE, BES
DT4000 G2, A& EEENRIFRER. WRBFLE T BER D RREERNRT A EAMFIAH
, DABRFRTE TWindows #RREE | & F RIS E’]%E_ (ﬁﬁ%ﬁﬁil EHEEER).

File Edit View Favorites Tools Help

QBack v ? /7"‘Seavch {7 Folders v
Address | § N .Go

Local Disk {C:) DVYD/CD-RW Drive (D:) Local Disk (E:)

Other Places

& My Network Places

DT4000G2 (F:) Network Share (G:) Local Disk (H:)

etails
System Folder /

10.5 - KB

HEE@EBIFAH, DT4000 G2 {FHmMRME F:, SRS B 2B S @E T ARG NRTE, RRF(BIRERE
RFEFHHERINRE —EERUEE) <BF—ETHANERERE. BARE G REHEItHUERE

, MAREERERN—&2, Frd DT4000 G2 AJgt A EE 1FE 2 E @SR %, FLiEmsE
=,

MEERNRG S EMABILE, AMNREEHA DT4000 G2, WHEEFEAE~%. MR Hithsk
AT RENEBLMA TIRENMREENRE, AERESR.

FER, Windows Vista & 7 EAMBEET [#ENARERE] (s DLM) HIheE, EEAEREHIE
LEHMNEE, FB, MREFLBRERNMEE, FHE Kngston RIRATEMT, NERE—DIHH
Ej]o
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LERE
F'Unable to create file] (HSEZEIER) - UHEBEEXBEAR, IRGEREZE2ENHUBESIIE
—L* K:ké*‘l'jgv J Hjiﬁ,ﬁkﬁﬂﬁnﬂlp\u

Unable to create file x|

'i Unable to create the file 'New Text Document. txt'

The media is write protected.

10.6 - EXBEIIESR

[Error Copying File or Folder| (SR ER REFELHR) - ELEASERIENKEL L
2ERNUKELEE, MEEHEERATEAR, FaHBREHRMAS.

Error Copying File or Folder 5[
6 Cannot copy Filel: The disk is write-protected.

Remove the write-protection or use another disk.

B 10.7 - BRERNENREEEFHR

rEror Deleting File or Folder) (4R ARIZEREA#R) - BEERRRSERUEHHEM
MRS ENTE, TEEREES TEAR, ETLRNERRE.

Error Deleting File or Folder x|

6 Cannot delete Filel: The disk is write-protected.

Remove the write-protection or use another disk.

B 10.8 - fIBRAE SR AR JREFE AL TR

izu%ﬁé*ﬁrrﬂﬁ EERTEAN, BEREEERKREEESS NESEEEN/BEARLERN MBS E EH
HERR, A ZES RS DT4000 G2 BEFHEA, L HAEEARAAE Read-Only Mode | (MEET) 77
.
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