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The Password Reset (user-initiated) feature, new in IronKey Enterprise Server version 6.1,
allows users to reset a forgotten password without having to contact an administrator or Help
Desk. Password Reset requires users to have an online account.The online account is used to
verify the identity of the user if the user initiates a password reset request. In previous Server
releases, online accounts were available for Admins only. Now you will need to allow online
account access for All users.

The Password Reset feature is controlled by the device policy. It is enabled by default for new
policies. For existing policies, an administrator will have to modify the policy to enable the
feature. Once you modify the policy, devices must be updated to the new policy and users must
set up their online account. Once set up, the user will see the Password Help button on the
Unlock screen when they plug in the device and will be able to use the Password Reset feature
if they forget their password and are unable to unlock their device.
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There are two main tasks to enable Password Reset for users with activated devices.

Administrator task: Update the device policy to allow Password Reset and online account
access.

User task: Update the device to receive the new device policy, and then create their online
account.

TIP: For information about how to reset your password, see “Reset your password” on page
12.

NOTE: This guide assumes that you have already installed or upgraded to IronKey Enterprise
Server version 6.1. For information about installing or upgrading the Server, see the IronKey
Enterprise Server Setup Guide. For more information about how to manage users and devices, see
the IronKey Enterprise Admin Guide.
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Administrators must update an existing device policy in Admin Console to enable Password

Reset by setting the following options in the policy:

Allow Password Reset in the password policy settings

Enable online account access for All Users

Once you'’ve updated the policy to enable Password Reset, devices will automatically update to
the new policy the next time they connect to the Server. Users must then create their online

account.

IMPORTANT: After the device is updated, users will see the Account tab in the lronKey
Control Panel but there is no prompt to tell them to create the online account. It is
recommended that you inform users about the Password Reset feature and provide them with
instructions from this guide about how to create their online account.

TO UPDATE THE DEVICE POLICY

I. In the Admin Console, click Manage Policies on the left sidebar.

2. In the IronKey Policy List, click the name of the policy that you want to edit. If you want to

edit the Default policy, click the name “Default”.

3. In the Password Settings section, select Allowed from the Password Reset list box.

(2 Edit Policy

|

~

REQUIRED  ~ General Settings

e (.3.en.el:'al Settings
Password Policy

: Policy Version:

Q Of.lboﬂd Soh\.nrare Policy Status:

= .S il.ver.Bu llet Services

Password Policy
l Control Panel

m Dt.avlce sl Minimum Password Length:

Required Lower Case Letters: |

Required Upper Case Letters: [

Required Numeric Characters:
Required Special Characters:
Whitespace in Password:
Backup Device Password:

Password Reset:
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Restricts password reuse by keeping a device specific history of passwords that cannot be used again. Password aging sets the minimum fime before password can be
changed and the max time a password can exist before it must be changed

Cancel
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4. In the Advanced section, under Account Access, select “All Users” from the Online
Account Access list box.

= Edit Policy X
View All ~

e General Settings
Required

i
e e Advanced

Q ntioars Software ~ Account Access csiool ool faasol buicol o] freeoc | kico § wiso Estoool |
Silver Bullet Services Online Account Access: | All Users j| t-—

B2 opiona

&  Control Panel

hu 0 Active

a0 o3 ~ Device Updates - 5100 | x200| |- x250| f-wscol fwrool fwmsoscl B nsoo §maso §s1000 |

- Advanci
- Optional This section handles management of device updates. If you chose to check for device updates automatically, you also have the opfion of forcing users to update their
devices.
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File Audit is a optional feature that analyzes IronKey devices and sends audit data containing a list of all files contained in the device to the configured report server over
TLS. The File Audit app is tamper proof and operates transparently in the background on IronKey devices. Contact your Sales Representative for pricing
information.

ancel

5. Click the Save Version button to save a new version of the same policy.
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Devices will automatically check for device updates and download the new device policy the
next time the device connects to the Server.You can also manually check for updates. Once the
device policy has been updated, you will be prompted to unplug the device and reinsert it for
the policy changes to take effect. The IronKey Control Panel will now display the Account page
(under Settings) with instructions on how to create an online account.
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An online account allows IronKey Enterprise Server to verify your identity before permitting a
Password Reset request to proceed.This ensures that only you can reset your password. During
the online account setup, you must choose a Secret question and provide the expected answer.
During a Password Reset operation, IronKey Enterprise will require that you correctly answer
this question before it will allow you to reset your password.

You must complete the following two tasks to enable Password Reset on your device:
Update the device to the new device policy (with Password Reset enabled)
Create an online account

NOTE: If you are an administrator and already have an online account, you do not need to
create a new one.The Password Reset feature will be enabled on your device when you update
the device to the new policy.

TO UPDATE THE DEVICE

I. Insert the device into a USB port of the host computer. If you are using an IronKey Work-
space device, make sure that the host operating system is running.

2. On the Unlock screen, type your password and click Unlock to log in to the device.
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3. Allow the device to automatically connect to the Server to check for updates.You can also
manually check by clicking the Settings button. Click Tools from the left sidebar, and then
click Check for Updates to update the device.
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4. The device will connect to the Server and update the device to use the new device policy
with Password Reset enabled.
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Cancel

5. When the device has been updated, you will see the following message.
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Your device is up-to-date.

Your device's internal configuration has been updated. Please lock
and unplug vour device now to complete these changes.

6. Lock your device, unplug it, and then reinsert the device for the policy changes to take effect.
You can now create your online account.
TO CREATE AN ONLINE ACCOUNT

I. After you've updated your device, insert and unlock the device, and then click the Settings
button.

A new Account page will display in the left sidebar.
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iy Imation

HI[ ¢

Tools Online Account

Applications

Password
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Account

Device Info

2. On the Account page, type the email address for your lIronKey Enterprise user account.
Contact your administrator if you do not know which email address to use.

3. Click Create Online Account.
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The following notification will appear and an email message will be sent to the address you
provided.

An email has been sent to the address you provided. Please follow the
instructions in the email before continuing. Once you have finished following the
email's instructions, click QK.

4. Open your email program and follow the instructions in the IronKey Account Setup email
message. The email will contain content similar to the following message.

IronKey Account Setup

+ IronKey Support [securityts@imation.com] @

To: ud

= Retention Policy: Imation - Delete after 3 years (3 Years) Expires: 10/8/2018
Binding your IronKey Enterprise device to an online account is an important step for enabling additional security features, such as password reset and software/firmware updates,
To set up your online account:

1) Click on the following link: https://updateyourcert.com/sqn/new/98dce83da37b0395e163467c9dae521b/del 77dc5b0adadf2f14063c170f66¢5b/775730460/1444425981/db157dfad4098faeB4ea5¢91a4f136bct

2) On that webpage, create a Secret Question and provide the answer.
3) Return to your device when instructed to do so

If you received this email in error, please contact your System Administrator.

Regards,
Imation Mebile Security

(& IRONKEY"

IronKey Enterprise - Online Account Setup

Binding your ¥ o isan for enabling ity features, such as password reset For example, if you forget ihe password to your devica, you can reset answer tha Sacret O or by contaciing your system administrator.

Where were you on January 1,20007  +
[‘Cree necou |

5. Once you have set up your online account, click OK in the message prompt from Step 3.

The Password Reset feature has now been enabled for your device.The next time you
unlock your device, the Password Help button will display on the Unlock screen.

G IRONKEY" | yniocker g

[| Read-Only Mode

Safe to unplug device —-  Password Help
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The Password page in IronKey Control Panel will display a new setting to indicate that the
Password Reset feature is enabled.You cannot modify this setting as it is controlled by the
device policy.

e|R°NKEY" Control Panel - X
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Tools If 1 forget my password...

Applications
Password
Preferences
Account

5 Change Password
Device Info

Current Password

New Password

Confirm Password

Change Password

TIP: For information about how to reset your password, see “Reset your password” on page
12.
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Everyone forgets their password at some point. Now that Password Reset has been enabled for
your device, if you forget your password, you can reset it.

TO RESET YOUR PASSWORD

I. Plugin your device and on the Unlock screen, click Password Help.

@ IRONKEY" | unlocker gl
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2. Click Reset Password.
| ™ |

@ IRONKEY" | password Help THED b |
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If yvou have forgotten your password, use your online account to reset it.

; [ |
| Reset Password J L Cancel J

The following notification will appear to indicate that an email message has been sent to the
email address that is associated with your online account.

e IRONKEY" password Help |
mation

o |

An email has been sent to you. Follow the instructions in the email before |
continuing.

After completing the instructions in the email, click the Continue button.

| Continue | Cancel

3. Open your email program and locate the IronKey Device - Password Reset email message.
Click the link provided in the message to access your online account.
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IronKey Device - Password Reset

+ IronKey Support [securityts@imation.com]

To: stageqga.ronkey

= Retention Policy: Imation - Delete after 3 ye

To reset the password to your IronKey device:

1) Click on the following link. Note that it will only work once and will expire if not used ri
https://updateyourcert.com/sqn/reset/92¢c227532d17e56e07902b254dfad10/0dfd484be

ght away:

596872aa7734423187

/387518006/1444246248/38b2efc6626c2124329440b1749ebb25f5a5ddE0

2) On that webpage, answer your Secret Question.
3) Return to your device and click the “Continue” button.
4) Change your device password.

If you received this email in errar, please contact your System Administrator.

---- This message has been sent by Imation Mobile Security on behalf of a1

4. Type the answer to the Secret Question and click Reset Password.The question that ap-
pears depends on the one you selected when you created your online account.

(© IRONKEY"

#y imation

IronKey Enterprise - Password Reset
For security purposes, answer the following question

Where were you on January 1, 20007

5. Click Continue to proceed with resetting your password.
e IRONKEY" | password Help
by Imation

An email has been sent to you. Follow the instructions in the email before
continuing.

After completing the instructions in the email, click the Continue button.

IL Continue J Il Cancel J
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6. In the Password Change dialog box, type your new password and confirm it in the text
boxes provided, and then click Change Password.

Your password has now been successfully changed.
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